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End User License Agreement

INTEGRITY SOFTWARE LICENSE AGREEMENT FOR SOFTRACK
SOFTWARE

THIS SOFTWARE ISLICENSED, NOT SOLD, AND AVAILABLE FOR USE
ONLY UNDER THE TERMS OF THIS LICENSE AGREEMENT. PLEASE
READ THISLEGAL AGREEMENT CAREFULLY. INTEGRITY SOFTWARE
WILL ONLY LICENSE THE SOFTWARE PROVIDED WITH THIS
AGREEMENT TO YOU IF YOU FIRST ACCEPT THE TERMS OF THIS
AGREEMENT. REGARDLESS OF HOW YOU ACQUIRE THE SOFTWARE
(ELECTRONICALLY, PRELOADED, ON MEDIA OR OTHERWISE), USE OF
THE SOFTWARE CONSTITUTES Y OUR ACCEPTANCE OF THESE TERMS.

Integrity Software, Inc. (* Integrity”) grants you a nonexclusive, nontransferable
license under the terms stated below to the Software in the country in which you

acquireit.

1 License Grant. Thislicense agreement isyour proof of license to use the
Software and must be retained by you. Integrity Software, Inc. (“Integrity”)
grantsto you (either asan individual or entity) apersonal, non-transferable, and
non-exclusive object code only license to use the copy of the object code
version of the Integrity software accompanying thislicense (the * Software”) by
(i) installing the Software on one server, (ii) running the install program to
create the number of remote user copies and associated user IDsfor which you
have a paid-up license, (iii) loading such remote user copies and user IDson
remote personal computers, and (iv) making backup or archival copies. You
agreeyou will not copy the Software except as permitted under thetermsof this
license. You agree that you will not copy the written material s accompanying
the Software. This agreement is effective for the duration of Integrity’s
copyright in the Software unless earlier terminated by Integrity for breach of
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thislicense by you. You may not rent or |ease the Software, but you may assign
your rights under this agreement on a permanent basis to another person or
entity who agrees in writing prior to the assignment to be bound by this
agreement and to re-register the Software in their name and provided that you
transfer all copiesof the Software and rel ated documentation to the other person
or destroy any copies not transferred. Except as set forth above, you may not
assign your rights under this agreement.

Copyright. The Software is owned by Integrity and/or its suppliers and title
remainsin Integrity and/or its suppliers. You agree that any copies of the
Software will contain the same proprietary notices which appear on and in the
Software.

Rever se Engineering. You agree that you will not attempt, and if you are a
corporation, you will use your best effortsto prevent your employees and
contractors from attempting, to reverse compile, modify, translate, or
disassemble the Software in whole or in part.

Limited War ranty. Integrity warrantsthat for aperiod of ninety (90) daysfrom
the date of purchase, the Software, when executing on compatible computers
and operating systems designated by Integrity, will perform substantially in
accordance with the accompanying documentation and that the documentation
and media are free from any physical defects (“Limited Warranty”).
INTEGRITY AND ITS SUPPLIERS DO NOT WARRANT THAT THE
SOFTWARE OR DOCUMENTATION WILL SATISFY YOUR
REQUIREMENTS, THAT THE SOFTWARE AND DOCUMENTATION
ARE WITHOUT DEFECT OR ERROR OR THAT THE OPERATION OF
THE SOFTWARE WILL BE UNINTERRUPTED. BECAUSEIT IS
IMPOSSIBLE FORINTEGRITY TO KNOW THE PURPOSES FOR WHICH
YOU ACQUIRED THIS SOFTWARE OR THE USES TO WHICH Y OU
WILL PUT THIS SOFTWARE, YOU ASSUME FULL RESPONSIBILITY
FOR THE SELECTION OF THE SOFTWARE, AND FORITS
INSTALLATION AND USE AND THE RESULTS OF THAT USE.

Disclaimer of Warranties. EXCEPT FOR THE LIMITED WARRANTY
DESCRIBED IN PARAGRAPH 4 (“Limited Warranty”), INTEGRITY
MAKES NO OTHER EXPRESS OR IMPLIED WARRANTIES TO THE
EXTENT PERMITTED BY LAW AND SPECIFICALLY DISCLAIMS THE
WARRANTIES OF NON-INFRINGEMENT OF THIRD PARTY RIGHTS,
MERCHANTABILITY AND FITNESSFOR A PARTICULAR PURPOSE. IF
SUCH DISCLAIMERISNOT PERMITTED BY LAW, THE DURATION OF
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ANY SUCH IMPLIED WARRANTIESISLIMITED TONINETY (90) DAY S
FROM THE DATE OF DELIVERY. SOME JURISDICTIONS DO NOT
ALLOW THE EXCLUSION OF IMPLIED WARRANTIES OR
LIMITATIONS ON HOW LONG AN IMPLIED WARRANTY MAY LAST,
OR THE EXCLUSION OR LIMITATION OF INCIDENTAL OR
CONSEQUENTIAL DAMAGES, SO SUCH LIMITATIONS OR
EXCLUSIONS MAY NOT APPLY TO YOU. THISWARRANTY GIVES
YOU SPECIFIC LEGAL RIGHTSAND YOU MAY ALSO HAVE OTHER
RIGHTS WHICH VARY FROM JURISDICTION TO JURISDICTION.

6 Customer Remedies. Integrity’s entire liability and your sole and exclusive
remedy for a breach of the Limited Warranty for the Software shall be, at
Integrity’ssolediscretion, for Integrity to (a) correct theerror, (b) help you work
around or avoid theerror or (c) authorize arefund. Inthe case of defective media
or documentation, Integrity’sentireliability and your sole and exclusiveremedy
will be to replace the defective media or documentation at no charge. To obtain
the benefits of this Limited Warranty, you must return the Software,
documentation and mediato I ntegrity and you must destroy all electronic copies
of the Software including archival copies during the Limited Warranty period
with a copy of your receipt. This Limited Warranty isvoid if failure of the
Software hasresulted from accident, abuse, or misapplication. Any replacement
Software, documentation or mediawill be warranted for the remainder of the
origina warranty period.

7 Severability. In the event of invalidity of any provision of this agreement, the
parties agree that such invalidity shall not affect the validity of the remaining
portions of this agreement.

8 No Liability for Consequential Damages. IN NO EVENT SHALL
INTEGRITY BE LIABLE TO YOU FOR ANY CONSEQUENTIAL,
SPECIAL, INCIDENTAL OR INDIRECT DAMAGES OF ANY KIND
ARISING OUT OF THE USE OF THE INTEGRITY SOFTWARE,
INCLUDING LOST PROFITS, LOSSES ASSOCIATED WITH BUSINESS
INTERRUPTION, LOSS OF USE OF THE SOFTWARE, LOSS OF DATA OR
COSTSOF RE-CREATING LOST DATA,EVEN IFINTEGRITY HASBEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

9 Limitation on Liability. IN NO EVENT WILL INTEGRITY'SLIABILITY
FOR ANY CLAIM, WHETHER IN CONTRACT, TORT OR ANY OTHER
THEORY OF LIABILITY, EXCEED THE LICENSE FEE PAID BY YOU.
THISLIMITATION IS CUMULATIVE, WITH ALL PAYMENTSTO YOU
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FOR CLAIMS OR DAMAGES BEING AGGREGATED TO DETERMINE
SATISFACTION OF THELIMIT.INTEGRITY’SPRICING REFLECTSTHE
ALLOCATION OF RISK AND LIMITATIONS ON LIABILITY
CONTAINED IN THIS AGREEMENT.

Export. You agree that you will not export or re-export the Software without
the appropriate United States or foreign government licenses.

Gover ning L aw. The Softwareis protected by United States copyright lawsand
international treaty provisions. Thisagreement will be governed by the laws of
the United States and the State of Texas as they are applied to agreements
between Texas residents entered into and to be performed entirely within Texas.
The United Nations Convention on Contracts for the International Sale of
Goods s specifically disclaimed.

Tax Liability. You are responsible for paying any sales or use tax imposed at
any time whatsoever on this transaction.

Entire Agreement. Thisisthe entire agreement between you and Integrity
which supersedes any prior agreement, whether written or oral, relating to the
subject matter of this agreement and may be amended only by awriting signed
by both parties. No vendor, reseller or other person is authorized to modify this
agreement or to make any warranty, representation or promise that is different
than, or in addition to, the warranties provided in this license agreement.

U.S. GOVERNMENT RESTRICTED RIGHTS

If this product is acquired under the terms of a- DoD contract: Use, duplication or
disclosure by the Government is subject to restrictions as set forth in subparagraph
(©)(2)(ii) of 252.227-7013 and restrictions set forth in the accompanying end user
agreement. Civilian agency contract: Use, reproduction or disclosure is subject to
52.227-19 and restrictions set forth in the accompanying end user agreement.
Unpublished: rights reserved under the copyright laws of the United States.
Integrity Software, Inc., P.O. Box 163902, Austin, Texas 78716-3902.

Should you have any questions concerning this agreement, or if you would like to
contact Integrity for any reason, please write: Integrity Software, Inc., PO. Box
163902, Austin, Texas 78716-3902.
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Chapter 1 Welcome to SofTrack

Welcome to the most advanced enterprise software audit and control
platform for NetWare networks. With Sof Track you can audit and control
software usage on all your Windows desktops, thin clients, and Macintosh
workstations.

Sof Track employstwo main components: the Sof Track Server Agent (SSA)
and the Sof Track Local Workstation Agent (LWA). Together, these agents
plus the Sof Track Inventory module give you control over how softwareis
used in your environment.

If you are using the Sof Track Local Workstation Agent (see Chapter 3) ona
Terminal Service Host, Sof Track requires that the terminal session (thin
client) users be logged on to the same NDS Tree as the server hosting the
Sof Track Server Agent. This requirement is further detailed in Chapter 3.

SofTrack Features
The most significant features of Sof Track for NetWare include:

* |dentifying the number of workstationswhere softwareisinstalled andis
not used

» Prohibiting unauthorized application installations by denying creation
and/or modification of * . EXE and * . coM files

» Discovering every application launched
* Auditing every page requested by Internet Explorer
» Auditing every file opened

» Auditing of every file created and file copy operations, including the
requesting process
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Denying Internet browsing via Internet Explorer while continuing to
alow local access

Providing Quick Software and Hardware Inventory for all
Windows-based desktops (see Chapter 8) for more details)

Software Metering, including:

Controlling concurrent access to any application, custom or
commercial

Controlling use of software suites, regardless of how many
“individual” applications are contained within the suite

Assigning software licenses to various departments based on group
membership

Tracking use of Windows-based applications launched from any
device, local or remote, including Linux hosts, SAN/NAS, floppy
drives, memory sticks, CD-ROMs, and so on

Tracking use of any Terminal Services Client
Discovering applications that are used at each desktop

Sharing software licenses between other NetWare servers hosting
the SSA

Excluding specific users, such as those performing backups, from
metering

Allowing your usersto view who is using software licenses with
Sof Track’s STUSER Console

Blocking use of applications. Now, you can STOP users from
running SeTuP . EXE and installing applications without your
permission.

Warning users who are tying up licenses with Inactivity ldle
Warnings. At your direction, Sof Track can optionally terminate the
idle application.

Disallowing multiple launches of the same application per desktop.
Now, you can control use of sensitive applications that cannot be
used multiple times on the same desktop

Receiving detailed reports that include the “who, where and when”
of software license use
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» Receiving Timekeeping records that include user-entered client or
other identification codes. You can now bill back use per application
usage instance.

* Recelving adert notifications of when license useis reaching critical
levels, such as 90% or 100% of the defined maximum, as well as
overflow.

System Requirements

SofTrack Server Agent Requirements

* The Sof Track Server Agent (SSA) for NetWare requires an Intel-based
processor and can be used on the following platforms:

* NetWare 3.11 and later 3.x
o SofTrack v5.00f isthelast version to support NetWare 3.11 and

3.X
e NetWare 4.1x and later 4.x
e NetWare 5.x
« NetWare 6.x

» Clustered NetWare Servers (any version)

e Minimum of IMB RAM plus approximately 20 bytes per license “ seat”
defined. For example, if a License Profile were defined with 1,000
maximum users, an additional 20K B of RAM would be required (i.e., 20
bytes x 1,000 seats). The amount of RAM currently in use by the SSA is
available by clicking on the Version toolbar button within
SOFTRACK . EXE.

o SofTrack will track up to 8,000 workstations per SSA
» The SSA operates on multiple CPU servers with no restrictions.

» The SSA in clustered environments does not require any specia
options or installation. The SSA operates beneath the server clustering.
Many customers will define global licenses (see page 91) to be shared
among the serversin the cluster; other than that, there are no special
concerns or requirements.
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If you are using Sof Track on a NetWare 3-based server, Sof Track uses
the following NetWare Bindery types:

*  0Ox0C29—SofTrack License Profiles

*  OxO0C2C—Sof Track Global License (used for SAP)

*  OxO0C31—Sof Track Saved Report Definitions

*  0x9620—Sof Track Administration Definitions

If you areusing Sof Track on aNetWare 4-, 5-, or 6-based server, for each
Server you open, SOFTRACK . EXE creates an Organizational Unit (OU)
named Sof Track on SERVER_NAME. ThisOU is created in the same
NDS Container where the server’s NDS object exists. Additionally,
SOFTRACK . EXE creates the following NDS Schema Extensions:

Sof Track Administration, Sof Track License Profile, and Sof Track
Saved Report Definition.

SofTrack Administrator System Requirements

SofTrack

Windows 95 or later
Minimum of 2MB of RAM

User System Requirements

Sof Track for NetWare can be used to control software use on any of the
following operating systems:

Windows Terminal Service Clients hosted by Windows NTv4, Windows
2000, and Windows 2003

Windows XP

Windows 2003 (all versions)
Windows 2000 (all versions)
Windows NTv4

Windows 9x and Me
Windows 3.11

Any of the above on up to 32 processors. Contact Integrity Software if
you require support on systems with more than 32 processors.

Macintosh OSX and System 6.0.3 through System 9 for applications
hosted by a NetWare server
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Contacting Integrity Software, Inc.
Help resources for Sof Track include:

e Thismanua
» Discussion Forum (link on www.softwaremetering.com/_support.htm)
» E-mail (support@softwaremetering.com)

» Telephone (512) 372-8991, x611 (available Monday through Friday,
between 7:30 am. and 5:30 p.m. U.S. Central Time)

SofTrack Administrator Guide for NetWare 5
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Chapter 2 Installing the SofTrack Server
Agent for NetWare

IMPORTANT: If you areinstalling Sof Track on a NetWare 3-based server,
please contact support@softwaremetering.com for current
installation information. The remainder of this chapter is
only for Sof Track installations on NetWare 4-, 5-, and 6-
based systems.

Overview

Sof Track’s Server Agent (SSA) directs Sof Track’s operations on your
network. You control this direction viathe SOFTRACK . EXE interface. You
can install licensed SSAs on as many different Windows servers as you
require. Other than Global Licenses (see page 91), SSAs do not share data.
Each SSA installed performs the following duties:

« Receives and serves as the repository for all data acquired®

* Audit
* Metering
* Inventory

» Manages all metering activity

» Denies software use where appropriate

» Tracks software use where defined

* Actsasthe repository for all metering definitions
* Interacts with and controls Sof Track Local Workstation Agents
* Respondsto Administrator and user inquiries

1. The SSA does not need to be active to create reports from datait has acquired.
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Installation Steps
The remainder of this chapter contains a step-by-step discussion of
Sof Track’s Server Agent installation, including:

 Installing or upgrading afully licensed version of Sof Track
» SofTrack’s use of eDirectory/NDS

See Chapter 3 for information about installing Sof Track’s Local
Workstation Agent (LWA).

Installing or Upgrading a Fully Licensed Version of SofTrack

This section describes the procedure for installing afully licensed version
of Sof Track. The procedure is the same whether you are upgrading from a
current, an earlier, or an expired version Sof Track for NetWare.

Obtaining the Current Version of SofTrack
The current version of Sof Track is always available from:

www.softwaremetering.com/outqoing/Sof Track Full.zip

Thisdownload and the TOKEN file that you received upon purchase are all
that isrequired to install afully licensed version of SofTrack. This
download isinternally date stamped. This date stamp is checked by the
TOKEN, which is described in the subsequent section.

NOTE: If your TOKEN’s maintenance has expired, you will need to renew
your maintenance (signified by receipt of a new TOKEN) before
you can make use of the latest web download.

8 SofTrack Administrator Guide for NetWare
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Determining Your Last Date of SofTrack Maintenance

The TOKEN filecontainssevera detailsregarding your purchase, including
your Company Name, Contact Name, Phone Number, and the end of

Sof Track maintenance date. The Sof Track product isinternally
date-stamped with a“Build Date”. For the Sof Track product to recognize
the TOKEN, this“Build Date” must be before the end-of-maintenance date
within the TOKEN. The end of Sof Track maintenance date is usually one
year from date of purchase. To determine the “Build Date” of the Sof Track
product, view the ButLD . DAT file included in the download. To determine
the end-of-maintenance date within your TOKEN file, open the

xxxxx . tkn file with any text viewer, such as NOTEPAD . EXE.

IMPORTANT: Unlessyou are using a Sof Track RENTAL TOKEN, your
right to use Sof Track never expires—only your right to
receive and use the latest maintenance. You can use
Sof Track perpetually aslong as the “Build Date” of your
Sof Track product is before the end-of-maintenance date of
your TOKEN. Remember, the end-of-maintenance date
signifies which releases of Sof Track you are entitled to
install and use.

NOTE: You must install the TOKEN on every server that contains
programs to be metered.

Installation: SofTrack TOKEN

The Sof Track TOKEN must be installed on each NetWare server that will
be hosting the Sof Track Server Agent.

1 Fromany Windows-based workstation, loginto eDirectory/NDS (or the
selected NetWare server). The account used for login must have full
access to the [Root] of your Tree. Full access to [Root] isrequired for:
* Adding Sof Track’s eDirectory/NDS Schema Extensions, which
include the Sof Track Administration, Sof Track License Profile,
and Sof Track Saved Report Definition object classes.

* Adding the Sof Track TOKEN. The TOKEN(S) is stored as an
attribute of the [Root] object.

2 Run SOFTRACK.EXE.
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3 Click the Server toolbar button.
4 Choose the server for installation and then click OK.
5 Click Administration | Token Maintenance.

Figure 2-1
5 SofTrack End User License Agreement [ x]

Fleaze carefully read the following:

[IMTEGRITY SOFT\WARE LICENSE AGREEMENT FOR SOFTRACK SOFT\WARE -

THIS SOFTWARE 1S LICENSED, NOT SOLD, AND AVAILABLE FOR USE ONLY UNDER THE
TERMS OF THIS LICENSE AGREEMENT. PLEASE READ THIS LEGAL AGREEMENT
CAREFULLY. INTEGRITY SOFTWARE WILL OMLY LICENSE THE SOFTWARE PROVIDED
'+/TH THIS AGREEMENT TO %0OU IF ¥0OU FIRST ACCEPT THE TERMS OF THIS AGREEMENT.
REGARDLESS OF HOW 0OU ACQUIRE THE SOFTWARE [ELECTROMICALLY, PRELOADED,
ON MEDIA OR OTHERWISE), USE OF THE SOFTWARE CONSTITUTES YOUR ACCEPTANCE
OF THESE TERMS.

Integrity Software, Inc. [“Integrity'’] grants you a nonexclusive, nontransferable licenze under the
terms stated below to the Software in the country in which you acquire it

1. Licenze Grant. Thiz license agreement is your proof of licenze to use the Software and

must be retained by you. Integrity Software, Inc. [MIntegrity”] grants to you [either as an individual or
entity] a perzonal, non-transferable, and non-exclusive object code only license to uze the copy of the
object code version of the Integrity software accompanying this license [the "Software'] by [i]

installing the Software on one server, [i] running the install program to create the number of remote

uzer copies and associated uger 107 for which vou have a paid-up license, [ii] loading such remote

uger copies and uzer |0z on remote personal computers, and [iv] making backup or archival copies. LI

[T | accept this agreement | Do Mot Accept I | Accept I

6 You will be prompted to accept the Sof Track End User License
Agreement (EULA). A full copy of the EULA isfound on pageiii of this
manual. You will only be prompted once to accept the EULA. You will
be prompted to accept the EULA again if you engage in Token
Maintenance on a different workstation and SOFTRACK . EXE is being
run from alocal drive on that workstation.
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Figure 2-2

SofTrack Token Maintenance for Netware Server QUEST E
Currently Installed Tokens: | 1] 4 I

Token Type | Expiration
ESD[TIaCk for 10 Workstations in HDS Tree [ibm_tree]. | Maintenance current until May

Remove
1] | » Token

Select Token to Install:

=D AN
=D B\
- A
-G DA
=D E\
-3 FA
B2 G\
-G HoA
CREC N R - [Install Token

| v

1.1

7 Oncethe EULA isaccepted, open the directory where your TOKEN file
is stored (The actual filename of the token is a unique code with the
extension . TKN.). Select the TOKEN fileto install and click I nstall
Token.

Installation: SofTrack Server Agent

1 Fromany Windows-based workstation, loginto eDirectory/NDS (or the
selected NetWare server). The account used for login must have full
accessto the NetWare Server whereyou will install the Sof Track Server
Agent (i.e., SOFTRACK.NLM).

Open SOFTRACK . EXE.

Click the Server toolbar button.

Choose the server for installation and then click OK.
Click the Install toolbar button.

Click the Install / Upgrade button.

o OB~ WDN
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Figure 2-3
A SofTrack on NetWare Server YOUR_SERVER

Adminigtration  Licenses Heports Server Help

| =l 2| | %
GLS Wiew Inztall Proflles Wersion

SofTrack Server Install for Hetw are Server YOUR_SERYER x|

Server Licenzes Heports
Thiz zelection will install the SofTrack Server Agent on the e I

currently selected server.

Hefresh
554

Hecall Feportz | More Rpts

it and Control Platiorm

y. Melering. License Compliance.
ping your business safe & legal™

Thiz zelection can alzo be uged to update an existing
SofTrack Server Agent.

Current SofTrack Server Agent Status:
SofTrack Server Agent for Metw are iz not loaded.

:mail your question to our support staff

Howes b anual

are Manual

stallation Guide

Stop £ Unload Start / Load the Install / Upgrade
the SofTrack. SofTrack Server SofTrack Server Agent
Server Agent Agent on the selected Server _

The SOFTRACK.NLM and IS_SRVx0 .NLM support module will now be
copied to sys: SYSTEM on the selected server. The IS_SRVx0.NLM IS
either 1s_srv40.NLM for NetWare 4-based systems or

IS sSrvs50.NLM for NetWare 5 and 6-based systems. SOFTRACK . EXE
copies these files from the NLM 4 or NL M 5 subdirectories from the
product download. The NLMs are the same for NetWare 5x and 6x. It
isimportant that SOFTRACK . EXE be opened from a directory that has
these two subdirectories and files from the product download.

7 Answer the prompt that appears regarding modification of
AUTOEXEC . NCF.

8 Click OK on the next prompt to immediately LOAD the
SOFTRACK . NLM.
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Installation: Manually Installing or Updating the SofTrack
Server Agent
To manually install or update the Sof Track Server Agent:

1

3

4

At the NetWare Server console, accessed directly or via RCONSOLE,
type UNLOAD SOFTRACK to unload any previous version. Next, type
UNLOAD IS SRv40.NLM (for NetWare 4-based servers) or

IS SRv50.NLM (for NetWare 5 or 6-based servers).

Copy over the new SOFTRACK.NLM and IS SRVx0 .NLM Support

module from the NLM 4 or NL M 5 subdirectory from the product
download. This step can be performed prior to step 1.

At the NetWare Server console, accessed directly or via RCONSOLE,
type LOAD SOFTRACK. The appropriate IS SRVx0 .NLM support
module is automatically loaded.

Add the command LOAD SOFTRACK t0 your AUTOEXEC . NCF to ensure
that the Sof Track Server Agent isloaded each time the server restarts.

Once the Sof Track Server Agent is active, you will be ready to create
metering activity profiles (see Chapter 4). You will also be ready to begin
Quick Inventory data collection (see Chapter 8).

SofTrack Quick Update Tips

Updating your Sof Track installation is a simple task. When you recelve a
new version of SofTrack, the overall method to update is defined by the
steps below:

SofTrack Server Agent

Oncein regular use, we recommend updating the Sof Track Server Agent
(SSA) when it is not actively metering. If the SSA is updated whileit is
actively metering, its metering accuracy will be compromised until the next
time everyone who is being metered has logged off and logged back in to
the server that is hosting the SSA.
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When you are ready to the update the SSA:

1 Inadifferent directory than the onein which the SSA currently resides,
unzip the download (usually softrack full.zip) with directories
included (Using a new directory ensures that none of the old files are

included).

2 Run sorTRACK.EXE from the root of the directory you selected for

unzipping.

o O~ W

Click the Server toolbar button.
Choose the server for installation and then click OK.
Click the Install toolbar button.
UNL OAD by licking Stop / Unload the Sof Track Server Agent, as

shown in the following figure.

Figure 2-4

A SofTrack on NetWare Server YOUR_SERVER
Adminigtration  Licenses Heports Server  Hel

Server Llcenses Heports

Hecall Feports

More Fipts GLS View

IS [=]
Hefresh %
Proflles 554 Ver3|0n

SofTrack Server Install for Hetw are Server YOUR_SERVYER

Thiz zelection will install the SofTrack Server Agent on the
currently selected server.

Thiz zelection can alzo be uged to update an existing
SofTrack Server Agent.

Current SofTrack Server Agent Status:

SofTrack(R] Software Metering MLM v6.E0a
Memory In Use:

Loaded: Jun 11, 2007, 04:14PM

Stop £ Unload Start / Load the ¢ Install / Upgrade
the SofTrack SofTrack Server i SofTrack Server Agent
| Server Agent Agent i on the selected Server

{ and Control Platiorm

y. Metering. License Compliance.
Jing your business safe & legal™

mail your question to our support staff

owes b anual

are Manual

stallation Guide

7 INSTALL the new files over the existing files by clicking the
Install/Upgrade Sof Track Server Agent on the selected Server

button.

8 LOAD the SofTrack Server Agent by clicking the Start/Load the
Sof Track Server Agent button.

14
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SofTrack Local Workstation Agent
NOTE: See Chapter 3 for full installation instructions.

Unzip the download (usually softrack full.zip) with directories
included. Do thisto a new directory so none of the old files are included.

On aWindows NT/2000/2003/X P workstation or Terminal Services Host:

1 STOP the Sof Track Local Workstation Agent

2 COPY over the new files from the lwa\nt-2k-xp subdirectory. You will
find this directory structure within the directory you unzipped
softrack full.zip into.

NOTE: Typically, thesefiles are kept in the
%SystemR00t% \System32\Dr iver s subdirectory. To find the
exact location, usethe STLWA NT -profile command. Run this
inacMD . EXE Session.

Additionally, since you are only updating the files, thereis no need
to run commands STLWA NT -remove Of STLWA NT -install.

3 RESTART the Sof Track Loca Workstation Agent.

NOTE: If the workstation is Windows XP based, we recommend you
reboot the workstation rather than restarting the LWA.
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On a Windows 3x, 9x, or Meworkstation:

CAUTION: Once started, the Sof Track Local Workstation Agent (LWA)
for Windows 3x/9x/Me cannot be stopped or unloaded. If you
try, the workstation will fail. Thisisa protection feature of the
LWA for Windows 3x/9x/Me, so users cannot stop it.

1 Depending on how you have chosen to run the LWA, either:

a Editthe “Run” section of workstation’s local Registry to exclude
starting STLWA . EXE

or
b RemovesTLwA.EXE fromthe Sart folder
or
c Edit your logon script so that it does not start STLWA . EXE
or

d Otherwise, stop loading STLWA . EXE Viawhatever meansitisbeing
started.

2 Reboot the workstation.

Copy over the new files from the lwa\win9xme\nw-srvr subdirectory.
You will find this directory structure within the directory you unzipped
softrack full.zip into.

4 Re-edit the areayou changed in step 1 so that STLWA . EXE iSagain
loaded upon boot up.

5 Reboot the workstation.
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SofTrack Administrator (SOFTRACK.EXE)

1 Unzip thedownload (usually softrack full.zip) with directories
included. Do thisto anew directory so none of the old filesare included.

2 The Sof Track Administrator’s files are contained in the “root” of the
directory you selected for unzipping.

3 You can copy these files anywhere you like as long as they are all kept
in the same directory.

SofTrack and eDirectory/NDS
The following outlines Sof Track’s integration with eDirectory/NDS.

Extending the Schema

Sof Track beginsits use of eDirectory/NDS by creating three new Object
Classes and several Attribute Definitions. These schema extensions are
merely templatesthat are used to definewhat Sof Track objectswill ook like
when stored in eDirectory/NDS. The schema extensions do not represent
any actual SofTrack data, only the storage framework. The schema
extensions are created by sSOFTRACK . EXE, which isfirst used to open a
NetWare server. The schema extension process takes place silently. There
are no messages produced, even if thereis an error. For the schema
extension process to succeed, the eDirectory/NDS logon account used must
have full Supervisory privilegesto the [Root] object. For many
eDirectory/NDS Trees, the user admin isthe account to use for logon. Full
Supervisory privileges are required by eDirectory/NDS to install schema
extensions.

Sof Track was one of thevery first NDS productsin 1994 to extend theNDS
schema.

Sof Track creates the following Object Classes:

Sof Track Administration
Sof Track License Profile
Sof Track Saved Report Definition
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Sof Track creates the following Attribute Definitions:
ST BASE CONTEXT FOR UG ST LOAD LOCAL NEW,

ST CUSTOM LSMSGS
ST DEPTH OUT

ST EXCLUDE METER
ST FN

ST FN LWIN

ST FN MAC

ST FN OS2 CMD

ST FN OS2 GUI

ST FN TRACKED

ST GL PASSWORD

ST GLOBAL METER
ST GROUPS

ST GROUPSI'M IN

ST IDENTIFICATION
ST IDENTIFICATIONA4
ST LICENSES

ST LOAD LOCAL

ST LPMGRS

ST METER PATH

ST METER TURNOVER
ST MISC ITEMS

ST NLM GRID

ST NOTIFY HOW

ST NOTIFY USERS

ST NOTIFY USERS NEW
ST OPTIONS

ST PARAMS

ST QUEUE4

ST SERIAL NUM

ST Servers

ST TOKEN

ST Tokens

ST USERS

ST Y2K
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Creating the SofTrack Organizational Unit (OU)

Immediately after extending the schema, SOFTRACK . EXE will attempt to
create an Organizationa Unit (OU) named:

Sof Track on Server Name

and will place this OU in the same container as the NetWare server’s
eDirectory/NDS object (as represented by Server_Name).

After the Sof Track OU is created, the Sof Track Administration object,
SOFTRACK_ADMIN, iscreated within the OU.

Also, after the Sof Track OU is created, the NetWare server’s
eDirectory/NDS object is granted full supervisory privileges to the

Sof Track OU. The NetWare server’s object is granted these privileges
because the sorTRACK . NLM Will log in to eDirectory/NDS as the NetWare
server itisloaded upon, and it will use that server’s object to manipulate the
Sof Track objects within the Sof Track OU.

IMPORTANT: If the NetWare server is ever renamed, you must manually
rename the Sof Track OU; otherwise, a new Sof Track OU
will be created that does not contain any definitionsyou had
created for that server.
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Migrating SofTrack from NetWare 3-Based Systems

If your previous of installation of Sof Track was on a NetWare 3-based
system that has been upgraded to NetWare 4.1 or later and you want toretain
your Sof Track settings, you will need to migrate those settings:

Start by opening sorFTRACK . EXE. Click Administration and then Migrate
Sof Track from Bindery Context to NDS. This selection will move all
Sof Track objectsthat you have defined to the Sof Track OU for the selected
NetWare server. Once complete, you can use the Administration option
Delete Sof Track from Bindery Context to remove the previous Sof Track
bindery-based installation.

IMPORTANT: Once migrated, any datain the existing METER . * log files
will no longer be usable, and no reports of prior metering
activity will be available. To retain the ability to produce
reports from these older bindery-based METER . * files, you
must:

» Retain the Bindery Context version of Sof Track (DO NOT DELETE)

* Retain the older version of SOFTRACK . EXE and itsDLL files

SNAPINs: NWADMIN, ConsoleOne, iManager

Sof Track does not provide a SNAPIN DLL for use with NWADMIN,
ConsoleOne, or iManager.
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Chapter 3 Installing the SofTrack
Local Workstation Agent/Local
Macintosh Agent

Overview

Sof Track’s Local Workstation Agent (LWA) allows you to control all
Windows-based applications used at each workstation, regardless of the
application’slocation—whether it isstored locally (i.e., C:\ drive) or on any
device, including remotely (i.e., Storage Area Network (SAN), Network
Attached Storage (NAS), SAMBA server, memory stick, CD-ROM, etc.).
The SofTrack Local Macintosh Agent (LMA) performs similar functions
for the Macintosh.

LWA Features
Sof Track’s LWA performs the following:

» Audits File Create, File Open, and File Copy events. See Chapter 9.

» Audits Creation or Modification attemptsfor * . Exe and * . cou files.
See Chapter 9.

* Audits Microsoft’s Internet Explorer browser access attempts. See
Chapter 9.

* DeniesFile Rename and Copy requests for * . EXE and * . cou files. See
Chapter 9.

» Denies usage of executable files that do not have an * . EXE or * . cOM
extension. See Chapter 9.

» Blocks browsing the Internet via Microsoft’s Internet Explorer while
continuing to alow local access. See Chapter 9.
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* Maetersthe use of al 16- and 32-bit Windows-based applications on
Windows 3x, Windows 95, Windows 98, Windows Me, WindowsNTv4,
Windows 2000, Windows 2003, and Windows X P workstations.

* Meterstheuse of all 16- and 32-bit Windows-based applications on thin
client terminals hosted by Microsoft’s Terminal Service and by third
party add-ons, such as Citrix Systems WinFrame and MetaFrame
(www.citrix.com). Metering of thin clientsrequiresthat each user session
logsin to the same eDirectory/NDS Tree as the NetWare server being
reported to by the LWA.

» Detects and optionally records use of any application not specifically
defined for metering. See page 128.

» Ensures license compliance of applications used on workstations and
terminal service sessions.

» Blocksthe use of any application you define by name, such as
SETUP.EXE and INSTALL . EXE.

» Detects application idle activity and can optionally aert the user to an
idle application aswell as terminate the application’s use after a defined
time period of inactivity. See page 76.

» Tracks optional timekeeping details. See page 74.

* Providesfor automatic Quick Inventory data collection. See Chapter 8.

» Eliminates Windows error messages when access to an application is
denied. See page 69.

Theory of Operations

22

When installed, the LWA automatically configuresitself to its environment.
There are two distinct sets of LWA files: one for Windows 95/98/Me
workstations and one for Windows NT/2000/2003/X P workstations and
servers. Installation of both setsis detailed later in this chapter. The LWA
for Windows 95/98/Me will properly operate on any workstation without
limitations. The LWA for WindowsNT/2000/2003/X P will properly operate
on computers with up to 32 processors. If the environment includes
Terminal Services, the LWA—per computer—will automatically configureits
internal processes to allow metering and tracking for up to 4,000 terminal
Service sessions.
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The Sof Track LWA works by monitoring every 16- and 32-bit Windows
application’s usage. (MS-DOS applications are not metered by the LWA..)
Each time an application is launched, the LWA will request alicense from
the Sof Track Server Agent (SSA). The LWA ismerely aconduit in which
the application islaunched. The LWA itself does not contain knowledge of
the applications to be monitored; the SSA maintains that data. If the SSA
indicates that the application launch isto be denied (i.e., because there are
no more licenses, the license is blocked, atime restriction has occurred,
etc.), the LWA will gracefully deny access and present the user with a
message from the SSA indicating the nature of the denial. The traffic
generated between the workstation and the server is minimal. Fewer than
500 bytesare exchanged for each application launch. If the SSA isnot active
or the network connection is broken, the LWA will gracefully time out and
allow the application to be used. The LWA will not later notify the SSA of
the application that was allowed to be used; therefore, the use will not be
accounted for. Once the SSA becomes active or the network connection
resumes, the LWA will resume its normal interactions with the SSA.

The LWA doesnot poll the NetWare-based SSA for messages. All messages
are sent from the SSA via Novell’s popup message mechanism.

If an application is opened multiple times, the LWA will track each specific
use as a single use—except when using the timekeeping feature (see

page 26), which will track each individual application use. When all uses of
the application have been closed, the LWA reports to the SSA that the
application has been exited, so an appropriate entry in the METER . LOG file
can be made. If the LWA is unable to communicate with the SSA when the
applicationisexited, theactual time of metering activity completion will not
be recorded. In such an instance, the metering activity will berecorded asa
purged use instead of as anormal use. The SSA will record the purged use
when it detects that the LWA has either been restarted or has been inactive
for more than an hour. The SSA will also record a purge event if the
workstation stops responding or isturned off before exiting the application.
If the SSA itself is stopped or the host on which it is running stops
responding, then any metering activity it was tracking—even non-LWA
metering activity—will also be recorded as a purged use. The purge record
will be recorded the next time the SSA is started.
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Features

24

Idle Detection and Termination

Once the application isin use, the LWA will monitor the application’sidle
time, if that option has been selected. Upon the occurrence of anidle
warning period time-out, the LWA will display a popup message at the
user’s desktop to indicate the idle activity. You can customize theidle
warning and idle termination messages received by the workstations to
contain any text, up to 117 characters. The message customization will
affect all License Profiles. Customization is not available for a specific
License Profile (see page 107). After the defined number of idle warnings,
the LWA will terminate the application. For each idle warning and idle
termination the LWA processes, it will notify the SSA of the action, and the
event will berecorded intheMETER . LOG file. To view theidlewarning and
termination events, select the Details of License use Report, as shown on

page 138.

An application is considered idle if it is not the currently focused
application. A focused application isthe one that is topmost on the desktop
and is active. The currently active window features a highlighted caption
bar, as shown in the following figure.

Figure 3-1
E Untitled - Mote... [H[=] B3
File Edit Search Help
N
E Untitled - Hotepad M= 3
File Edit Search Help

+
Focused Application
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All other windows have a diminished or grayed caption bar. The Idle
Detection option does not take mouse and keyboard actions into account
because auser may bewaiting for the completion of afunction (for example,
arecalculation) or reading the contents of the screen. Once focusistaken off
of an application’swindow (i.e., it is minimized, another application is
focused, etc.), theidle timer begins. Once the defined time period has
elapsed, awarning will be displayed.

Figure 3-2

APPLICATION IDLE WARNING

& The Application [Calculator] has been idle too long, please begin using it or exit now,

After an administrator-defined number of warnings, with the possibility of
infinite, the user receives a termination notification, and the application is
terminated. If the License Profile has been defined to warn only, then the
user is continually warned of idle detection, and no application termination
OCCurs.

Figure 3-3

APPLICATION TERMINATED

° The Application [Calculator] will now be terminated, your unsaved work will be lost,

NOTE: In both of the above examples, the name shown within the square
brackets is the same as that in the actual application’s caption bar
(also known asthetitle bar). In this example, Calculator isthe
name shown in the application’s caption bar.

Hereis an example of how Sof Track’s Idle Detection and Termination
feature works: Suppose theidletime period on aworkstation was defined as
one minute. Each minute that passed without activity would incur a new
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warning. If the number of warnings before termination was set to 5, the user
would receive atermination notification one minute after the fifth warning,
and then, the application will be terminated.

CAUTION: NO DATA WILL BE SAVED! When the application is
terminated, it isaforceful termination, and any unsaved data
WILL BE LOST.

Timekeeping
Uses of the timekeeping feature include:

» Customer Billing of Application Use on their behalf

« CAD/CAM

* Lega Applications

» any environment where the customer is billed for services
* Internal Departmental Billing of Application Use

» Shares application costs between departments

» Charges application upgrade and other costs based on departmental
use

» Finds out how the application is actually being used, idle time and
overall use
Timekeeping maintains a second log that is independent of the metering
activity stored intheMETER . LOG repository. Thetimekeeping report logis
accessed viathe More Rptstoolbar button within SOFTRACK . EXE. TO
access, click View Timekeeper Data L og. Thisreport typeis further
detailed on page 181.

You can define the Timekeeping option to suit your needs. See page 74.

When an application defined for timekeeping is launched, the LWA will
receive timekeeping instructions from the SSA that must be performed
before allowing the application to be used.
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The following figure shows a sampl e timekeeping prompt.

Figure 3-4

#p SofTrack Timekeeping Control

Enter your ID CODE for this application.™ # 1

o
s

*r'our responge must be exactly 6 characterg; #H2

#3 Your response is required.

The choices you make when defining the timekeeping option affect three
areas of this prompt:

» Thefirst areaisthe timekeeping prompt. The text you enter may be up
to 110 charactersin length.

» Thesecond areaisthe response length. In the License Profile, you may
select afixed length for the user to enter (as shown in the above figure)
or aminimum length. The maximum response length allowed is 50
characters.

» Thethird area denotes whether or not aresponseisrequired before the
application is allowed to launch. The user’s response is not a password;
rather, it is a code associated with the particular use of the selected
application.

» If aresponseisrequired (asin the abovefigure), the application will
be dismissed and not allowed to run if the user clicks Cancel.
» If aresponseisoptionaly required, no timekeeping datawill be
recorded if the user clicks Cancel.
In either case, the METER . LOG will contain arecord of the application’s
use in addition to any timekeeping datalogged. By clicking Cancel, the
user is not turning off metering—just the timekeeping feature.

If you selected the Silent - No Prompt option in the License Profile
definition, the user will not receive atimekeeping prompt at al. In this case,
atimekeeping record will always be logged, and the user’sresponse will be
defined as: ***SILENT***,
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Disallow Multiple Launches per Desktop

This option ensures—per user desktop-that only one instance of any file
defined by this License Profileisin use at any time. For example, the
License Profile definesfour different executablefilesfor metering. If one of
those filesisin use, no others will be alowed to run, including a second
instance of the application first used. This option ensures that certain
applications, such asin-house database-accessing applications, are run only
once. If such an application is run more than once per desktop, it could
corrupt the database; hence the value of this option.

You can customi ze the message that the workstation receivesto contain any
text, up to 117 characters. The message customization will affect all License
Profiles. Customization is not available for a specific License Profile. To
customize the message, select Administration | Customize License

M essages from the main menu of SOFTRACK . EXE,. For further information
regarding message customization, see page 107.

Installation on Windows NTv4/2000/2003/XP
and Terminal Server Hosts

28

IMPORTANT: Before you begin, note that the LWA installation method
detailed here installs both the Local Workstation Agent
(LWA) and the Quick Inventory Agent (QIA). If you prefer
to install the Quick Inventory Agent without the Local
Workstation Agent, refer to “Installing the Quick Inventory
Agent” on page 189. Note that if you install only the QIA,
you will not be able to take advantage of LWA functions,
such as Smart Inventory, Local Application Metering, Idle
Detection, and Timekeeping.

MSI Method

The Sof Track M S| installer was created using the Windows Installer
technology made available by Microsoft Corporation. Every effort has been
made to follow best practices related to the implementation of this
technology. If any issues should occur as aresult of limitations and/or
known issues with the Windows Installer, direct such support inquiries to
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Microsoft Technical Support. Integrity Software is unable to provide
support for issues related to Windows Installer and/or environmental
problems.

The Sof Track LWA M Sl installer was designed to ease the installation of
Sof Track components. The Sof Track LWA MSI Install ation Package
(LWASETUPMS) islocated in the Install.LWA .and.QIA folder:

NOTE: The latest versions of the Sof Track LWA M Sl installer provide
support for automatically upgrading a previous manual
installation of the LWA. This also does not require that you
remove aprevious manual LWA installation prior to deploying the
MSI.

Special Note: Mass-Deployment of the LWA via MSI

The Sof Track Technical Support team has created a document to assist with
the mass-deployment of the LWA. This whitepaper is available at the
following URL:

http://www.softwaremetering.com/outgoing/Deploying_Sof Track_MSI_Installer.pdf

Additional details are availablein “MSI Method - Options’ on page 44.

1 Fromthe Install.LWA.and.QIA directory of the product installation,
copy the LWASETUPMSI file to the workstation and double-click to
launch it.

2 Click Next in the Welcome dialog.

3 Select Typical Installation in the Installation Method dialog and then
click Next.

4 Inthe Server Name dialog, type the name of the server hosting the SSA
and select the OS platform. Then, click Next.

5 Click Install in the Ready to Install dialog and wait for the installation
to complete.

6 Reboot the workstation.
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Manual Method

Additional details are available in “Manual Method - Options for Use on
Windows NTv4/2000/2003/XP and Terminal Server Hosts’ on page 49.

Follow these instructions when installing the LWA on Windows
NTv4/2000/2003/X P computers, including Termina Server Hosts:

1 Copy thefollowing files from the LWA\NT-2K-XP directory of the
product installation to the designated workstation’s
%SystemR00t% \System32\Driver s directory:

¢ STLWA-NT.EXE
¢ STLWMON.SYS

Thereisno option to load these files from aremote device. The
Windows operating system requires that all system-level kernel drivers
be located in this specific directory.

*  OnWindows NT and 2000 systems, the default %SystemRoot%
directory isC:\WINNT.

*  On Windows XP and 2003 systems, the default %SystemRoot%
directory isC:\WINDOWS.

If you are not certain what your %SystemRoot% directory is, perform
the following:

a Click Sart | Run and then enter cMD . EXE.
b Intheresulting CMD window, type the command:
SET <enter>

c Look through the alphabetical list of SET parametersfor the value
of %SystemRo0t% .

2 Click Sart | Run and then enter cMD . EXE.

In the resulting CMD window, change the current directory to
%SystemRoot\System32\Drivers.
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4 Enter the following command:
STLWA NT -install

followed by the command:
STLWA NT -server YOUR SERVER NAME

where YOUR_SERVER NAME is the name of the server hosting the
SSA.

TIP: Specify only the server’s name. Do not use \ \server name Or
wWww.Server name.com.

The -install command will install the LWA as a service on thelocal
machine. It will be defined to load automatically at boot time. To view
itsentry, open Control Panel and then openthe Servicesbrowser. There
you will find the Sof Track Local Metering Agent Service.

The -server command will store the name of the server hosting the
SSA intheloca machine s registry.

5 To start the Sof Track LWA, reboot the workstation.

Special Note: Terminal Services Metering

When the LWA isinstalled on a Terminal Server Host, it will automatically
detect this and will self-configure its operations. Terminal Server Hosts
include:

¢ Windows NTv4 Terminal Server Edition
e Windows 2000 with Terminal Services Enabled
* Windows 2003 with Terminal Services Enabled

» any of the above with athird-party add-on, such as Citrix WinFrame or
MetaFrame (www.citrix.com)

In Terminal Service environments, the LWA—per computer—will

automatically configureitsinternal processes to allow metering and

tracking for up to 4,000 terminal service sessions.
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IMPORTANT: Metering of terminal services sessions requires that each

session log in to the same eDirectory/NDS Tree as the
NetWare server being reported to by the LWA. If the user
sessions do not at |east authenticate to the same
eDirectory/NDS Tree, no metering will occur.

Installation on Windows 3x/9x/Me
IMPORTANT: Before you begin, note that the LWA installation method

32

MSI Method

detailed here installs both the Local Workstation Agent
(LWA) and the Quick Inventory Agent (QIA). If you prefer
to install the Quick Inventory Agent without the Local
Workstation Agent, refer to “Installing the Quick Inventory
Agent” on page 189. Note that if you install only the QIA,
you will not be able to take advantage of LWA functions,
such as Smart Inventory, Local Application Metering, Idle
Detection, and Timekeeping.

NOTE: The Softrack MSI installer does not support Windows 3x.
Additional details are availablein “M S| Method - Options’ on page 44.

1 Fromthe Install.LWA.and.QIA directory of the product installation,
copy the LWASETUPMSI to the workstation and double-click to

launch it.

2 Click Next in the Welcome dialog.

3 Inthe Server Name dialog, type the name of the server hosting the SSA
and select the OS platform. Then, click Next.

4 Click Install in the Ready to Install dialog and wait for the installation
to complete.

5 Reboot the workstation.
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Manual Method

Additional details are available in “Manual Method - Options for Use on
Windows 3x/9x/Me€” on page 51.

Follow these instructions when installing the Local Workstation Agent on
Windows 3x, 9x, and Me workstations:

1 Copy thefollowing filesfromthe LWA\Win9xM e\nw-srvr directory of
the product installation:

* STLWA.EXE
* STLWA-WE.EXE
* STLWA.VXD
to the designated workstation’s C:\WINDOWS directory or to a
server-based directory that is available to any user logging on to the
workstation. If using a server-based directory, it must be available
immediately after login.

2 USeNOTEPAD.EXE to edit the sTLWA-1LM. INT file. Itsdefault contents
are:

[STLM]
NotLocalOnly=0

NotL ocalOnly, is, by default, disabled. If you set it to =1, it will be
enabled. This option isfurther explained in the Sof Track L ocal
Workstation Agent: Options section later in this chapter. See page 52.

3 Copythemodified sTLwa-LM. INT fileto the samedirectory whereyou
copied thefilesin step 1.

4  Enter the command:
STLWA -install
This command will create an entry in the local workstation’s registry
key:

HKLM\Software\Microsoft\Windows\CurrentVersion\Run

The entry will ensure the LWA isloaded each time the workstation is
restarted.
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NOTE: If the workstation is Windows 3x-based, this option will not create
aregistry key. You will need to manually edit thewIn. In1 fileand
include the following:

LOAD=STLWA . EXE

5 To start the Sof Track LWA, reboot the workstation.

NOTE: Once loaded, the LWA cannot be stopped. Trying to do so will
produce the following warning message:

Figure 3-5

WARNING ]
° If you End the SofTrack Metering Agent. your workstation will FAIL.
DO NOT EMD THIS TASK

If you force the LWA to terminate, the workstation, by design, will
fail. Thisis a security feature to help prevent errant users from
disabling the LWA.

IMPORTANT: If you attempt to install the LWA for Windows 3x/9x/Me on
aWindows NT/2000/2003/X P workstation, you will
receive the following error:

Figure 3-6

° Unable ta load.

Use of STLWA-LM.EXE is For Windows 3x, 9x and Me environments only.

Use STLWA_MT.EXE For Windows NT, 2000 and %P environments

TIP: If your installation includes Novell’'s ZENworks, you can create an
Application Object with the appropriate registry key(s) and then use
the Force Run option to push it to all the others.
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Installation on Macintosh Workstations

If you are only performing Sof Track’s server-based metering via the SSA
(that is, metering of applications hosted by the Windows or NetWare server
where the SSA isinstalled), you must still use the Local Macintosh Agent
to meter applications used by your Macintosh workstations.

The LMA communicates with the SSA via TCP/IP using port 3884. Port
3884 (decimal) has been exclusively assigned by the IANA for Sof Track’s
use worldwide. For more information visit http://www.iana.org.

IMPORTANT: You must use SSA version 6.50 or later to receive support
for the LMA.

The Sof Track Local Macintosh Agent (LMA) isinstalled at each Macintosh
workstation that you require Sof Track’s Auditing, Metering and/or Control
abilities.

The LMA isdelivered in two (2) different implementations:

* LMA for Macintosh MacOSX versions 10.1 through the latest 10.3.x
release

* Includesfull support for the Classic environment
* See README included in the download for the latest details
* LMA for Macintosh MacOS9, all versions
* RequiresCarbonLibv1.5 or later (free update availablefrom Apple)
* See README included in the download for the latest details
The LMA agent files are located on the following links:

http://www.softwaremetering.com/download macosx.phtml

http://www.softwaremetering.com/download macos9.phtml

The following examples will demonstrate how to install the LMA on your
Macintosh workstations.
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Macintosh OSX Workstations

In this example, we will be installing the LMA on a Macintosh using
MacOSX (any version) workstation that is reporting to a SSA hosted by
either aWindows or NetWare server.

To begin, download the LMA for MacOSX from:

http://www.softwaremetering.com/download macosx.phtml

Open the image and the following will appear:

Figure 3-7

é Finder File Edit View Go Window Help

SofTrack OSX Client 1.0.1

e

SofTrack OSX Client
1.0.1

SofTrack Client SofTrack Client For
MacO5 9

Installation for MacOS X
1 Dragthe SofTrack Client application to the client machine'shard drive.
You may put it anywhere you like, but the client's/Applicationsfolder
is recommended.
2 Whilelogged in with an administrator-privileged account, launch the
Sof Track Client application. When you launch it the following will

appear:
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Figure 3-8

Welcome To The SofTrack Client For MacOSX!

Enter your SofTrack server address. This can be either the
server's |P address, or the server's fully qualified name, if it has
one. Do not enter any port specifiers.

Server Address:

Enter your Sof Track server address when prompted. There isno need to
reboot or log out. The Sof Track Client will automatically beinstalled for al
userson the client machine. Further, during itsfirst run, Sof Track Client will
add itself to the Global Login Items list; this ensuresthat it will be
automatically launched when any user logsiin.

In the example below we have entered a TCP/IP address:

Figure 3-9

SofTrack First Run

Welcome To The SofTrack Client For MacOSX!

Enter your SofTrack server address. This can be either the
server's |P address, or the server's fully qualified name, if it has
one. Do not enter any port specifiers.

Server Address:  198.206.217.209

Cait ) G

To change the server address, delete the preference file specified below, log
out, and log back inwith an administrator-privileged account. The Sof Track
Client will start, discover the preference file is missing and automatically
prompt you for the new server address.

Preference file used by the Sof Track Client for MacOS X:
ILibrary/Preferences/com.softwaremetering.Sof TrackClient.plist
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Installation for MacOS X Classic Environment
1 Openthe SofTrack Client for MacOS 9 folder:
Figure 3-10

()

SofTrack 05X Client 1.0.1
4 MB availa

)

C

selected, 30

1 of 3 items

L
aa

SofTrack Client SofTrack Client For
MacOS 9

© © © [ SofTrack Client For MacOS 9

1 of 2 items selected. 30.4 MB available

Ream,txt

2 Put the Sof Track Client extension in the Extensions folder contained
within the System Folder for OS9:
Figure 3-11

Ir \J
[ OF

System Folder
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Figure 3-12
8eoe [ Extensions =]

" ) g —

© O wEw W f @ A »

Back Forward View i Computer Home Favorites Applications

1 of 196 items selected, 13.12 GB available
- —Name — - = &| Date Madified Sizy
@ Setup Assistant Launcher 12/20/01, 2:00 PM &
Setup Internet Support 1/3/01, 2:00 PM 516
Setup Modem Selector 9/14/01, 2:00 PM [: [
@ Shared Library Manager &/4/99, 2:00 PM 168
@ Shared Library Manager PPC 8/4/99, 2:00 PM 208
w ShareWay IP Personal Band 10/10/00, 2:00 PM 106
7 SimpleText Guide 11/20/96, 2:00 PM 360
SLPPlugin 5/2/01, 2:00 PM 216
_L SofTrack + 3/15/04, 11:39 PM 80
B8 software Update Engine 10/9/00, 2:00 PM ?de
@ Software Update Scheduler 10/9/00, 2:00 PM 64
@ SOMobjects™ for Mac OS5 9/14 /96, 2:00 PM 136
@ Sound Manager 4/10/01, 2:00 PM 420 4
&) soundspacezuib 3/6/02, 2.00 PM 16 v
&= - il

3 Create aplain text file named "Sof Track Server" and place it on the
desktop.

We suggest using TextEdit or SimpleText to create thisfile.

Thisfile must contain the TCP/IP address of the server hosting the

Sof Track Server Agent. This value must exist on asingle line, with no
return or carriage feed, and nothing else! Be sureto not include any port
specifiers. Be sure that the only value is the "dotted" TCP/IP address:

Figure 3-13

é TextEdit

File Edit

Foarmat

la : I
198.206.217 209|
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If you are using TextEdit (as shown above), be sure to set the format to

plain text:

Figure 3-14

€ Textidit File Edit

e o

Window Help

Font b
; Text >

E_ (Make Plain Text 08T |
Prevent Editing

Wrap to Page O BW
Allow Hyphenation

g

»

TS

I1 =¥ ;g =F T T

[i98.206.217 209

When saving the file, be sure there is no extension. The file should

appear on the desktop as shown below:

Log out.

Figure 3-15

R il
SofTrack Server

When you log back in, the Sof Track extension will start and will

automatically detect the Sof Track Server file and will read its contents
and then remove the file from the desktop. The contents of the file will
be stored in the Preferences folder with the filename Sof Track.plist.

The Preferencesfolder isasub-folder contained within the OS9 System

Folder.

To change the server address, smply recreate the Sof Track Server file,
log out, and log back in. The Sof Track Client will start, discover the new
Sof Track Server file and automatically act upon it.
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Macintosh OS9 Workstations

In this example, we will be installing the LMA on a Macintosh using
MacOS 9 (any version) workstation that is reporting to a SSA hosted by
either aWindows or NetWare server.

Installation for MacOS 9
To begin, download the LMA for MacOS 9 from:

http://www.softwaremetering.com/download macos9.phtml

1 Open the image and the following will appear:

Figure 3-16

§ é File Edit View Window Special Help

O == [ Soffrack Client For Mac0s 9 =HI B
a8 2 items, 1 MB available

Read Me. txt SofTrack

SofTrack Administrator Guide for NetWare

41


http://www.softwaremetering.com/download_macos9.phtml

Installing the SofTrack Local Workstation Agent/Local Macintosh Agent

2 Put the Sof Track Client extension in the Extensions folder contained
within the System Folder:

Figure 3-17

£ 3 File Edit View Window Special Help

<= Macintosh HD
10 items, 7.81 GB available

..

&l System Folder
36 items, 7.81 GE available

Appearance

E:

&/

Apple Menu Items Application Suppor:

&
&

[=4
=

ColorSync Profiles

&/

Contral Stri

p Modules

=

“avorites

Internet Plug-1ns

Contextual Menu ltems

Control Panels

&

Extensions Extensions { Disabled)

4}

Fonts

& @

Internet Search Sites  Language & Region Supoort

[«]»

SNED

3 Create aplaintext file named "Sof Track Server" and placeit on the
desktop.

We suggest using SimpleText to create thisfile.

Thisfile must contain the TCP/IP address of the server hosting the

Sof Track Server Agent. This value must exist on asingle line, with no
return or carriagefeed, and nothing else! Be sureto not include any port
specifiers. Be sure that the only value is the "dotted” TCP/IP address:
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Figure 3-18
§ o File Edit Font Size Style Sound Help
untitled
198.206.217.204|
B Desktop | * = Macintosh HD
23 Macintosh HD [ Hect |
&> Browse the Internet
|} CarbonLib [ Desktop |
1 iTunes ! -
&> Mait 000, 2:00 PM
5| QuickTime Player _m 001, 3:20 PM
& shertock 2 - o1, 3.07 PH
: = D01, 317 PM
Save this document as: b o1, 332 PM
|SI:II'Trﬂl:k Senreﬂ I Q O po1, 3:.07PM
599, 2.00 PM

When saving the file, be sure there is no extension. The file should
appear on the desktop as shown below:

Figure 3-19

4 Restart the Macintosh.

5 When you restart, the Sof Track extension will start and will
automatically detect the Sof Track Server fileand will read its contents
and then remove the file from the desktop. The contents of the file will
be stored in the Preferences folder with the filename Sof Track.plist.
The Preferences folder is a sub-folder contained within the System
Folder.

To change the server address, simply recreate the Sof Track Server file,
log out, and log back in. The Sof Track Client will start, discover the new
Sof Track Server file and automatically act upon it.
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MSI Method - Options

Installation Method Dialog

Inthelnstallation M ethod dialog, you can select a Typical Installation or
an Advanced Installation. Thisdialog aso allows you to choose whether
or not to disable the BUILD ERROR (select this option if your machineis
alaptop) and the Quick Inventory Agent (QIA) installation.

Figure 3-20

i'é’u SofTrack Local Workstation Agent for Windows, 6.45.4 Setup

r
SofTrack Local Workstation Agent for Windows, 6.45.4 t:zﬂ

Select Installation Method

Flease select the type of installation you wish to perfarm,

‘—_. ITypicaI Installation -- Install using the default settings, j

[~ This is a laptop camputer {disable the BUILD ERROR),
[~ Do not inskall the Guick Irvenkary Sgent (04 components,

Copytight @) Integrity Software, 1988-2007, Al rights reserved,

Cancel |

< Back

» Typical Installation — Selecting this option will perform an installation
of the LWA using default settings. This option provides the fastest
method for installing the LWA.

» Advanced I nstallation — Selecting this option will allow you to modify
default settings prior to installation.

* Thisisalaptop computer — Selecting this check box will disable the
BUILD ERROR. Typically, this error appears to the user when the
workstation isunableto reach the Sof Track Server Agent (SSA). Such an
error may occur when the laptop is removed from the LAN.
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* Do not install the Quick Inventory Agent (QIA) components—
Selecting this check box will disable the installation of the Quick
Inventory Agent. Thiswill prevent an inventory from being gathered on
the client workstation unless the inventory is gathered using an
alternative method.

NOTE: On Windows 3x/9x/M E-based workstations, the Sof Track MSI
installation does not include the I nstallation M ethod dialog.
Instead, it proceeds directly from the Welcome dialog to the
Server Name dialog.

Server Name Dialog

The Server Namedialog alowsyou to enter the name of the server hosting
the Sof Track Server Agent (SSA) and select the Operating System (OS)
platform.

Figure 3-21

i'é’u SofTrack Local Workstation Agent for Windows, 6.45.4 Setup

r
SofTrack Local Workstation Agent for Windows, 6.45.4 %

Configure Target Server Name and Server Agent Type

Flease enter the name of the server hosting the SofTrack Server Agent.
The narme must be defined without any slashes (eq: SERVER1).

The type of server hosting the SofTrack Server Bgent is a:

IMicrosoFt Windows Server (default) ﬂ

Copytight @) Integrity Software, 1988-2007, Al rights reserved,

< Back Cancel |

IMPORTANT: The default OS platform is Microsoft Windows Server.
Select theNovell NetWar e Ser ver optioninstead toinstruct
theinstaller to configure itself for a NetWare environment.
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NOTE: On Windows 3x/9x/M E-based workstations, you cannot select
Novell NetWare Server in the Server Name dialog. A warning
message will be displayed in red indicating that the Sof Track M Sl
installer must be executed using a specific method if you need to
target aNovell NetWare-based SSA. Thismessageisshowninthe
following figure.

Figure 3-22

i'.;!-" SofTrack Local Workstation Agent for Windows, 6.45.4 Setup

r
SofTrack Local Workstation Agent for Windows, 6.45.4 mzﬁ

Configure Target Server Name and Server Agent Type

Please enter the name of the server hosting the SofTrack Server Agent,
The name must be defined without ary slashes {eq; SERVERL),

The type of server hosting the SofTrack Server Agent is a:

||~.' crosoft Windows Server (defaul) vI

A Windows I« Dperating System was detected. The default installation of
the L' on & windows 9x 05 is ta target a Windows-based S5A. If you
plan to target a Metware-based 554, pou must cancel this dialog and
execute MSIEXEC from a command line using a sting similar to the
following:

MSIEXEC /i LwWASETUP.MSI SSATYPE=1

Copyright & Integrity Seftware, 1988-2007, &l rights reserved,

< Back Cancel

46 SofTrack Administrator Guide for NetWare



Installing the SofTrack Local Workstation Agent/Local Macintosh Agent

Advanced Install: Configure Advanced Settings — LWA
Options Dialog

If you selected the Advanced I nstallation option in the I nstallation
Method dialog, the Configure Advanced Settings— LWA Optionsdialog
will appear after you click Next in the Server Name dialog. This LWA
Optionsdialog alowsto you to modify default installation settings.

Figure 3-23

i'é’u SofTrack Local Workstation Agent for Windows, 6.45.4 Setup

Configure Advanced Settings - Li'd Opkions

r
SofTrack Local Workstation Agent for Windows, 6.45.4 t:zﬂ

Listed below are several options used to alker the behavior of the SofTrack Local
‘Workstation Agent on your workstation, Default values have been pre-selected.

IEnabIe {default) ’l the LOAD DELAY option For ISD Seconds, {default) 'I

METER. and AUDIT itemns accessed IREMOTELY and LOCALLY. {default) j

IShow {default) Yl the BUILD ERROR when the L' is unable to contact the 554,

IWait 5 minutes {defaulk) j for a response when initially contacting the 554,

Gather an INVENTORY at [each boot-up. {defauly x| [12:00 M (default) - |

Copyright @) Integrity, Software, 1988-2007, &l rights resetved,

Help | < Back

Cancel |

* Enablethe LOAD DELAY option — This option alows you to enable
or disabletheload delay feature aswell as configure how long of adelay
should occur.

* METER and AUDIT itemsaccessed — This option providesthe ability
to select whether or not the LWA should meter and/or audit applications
executed viajust the local hard drive or from both the local hard drive
and aremote path (i.e., shared network location).

* Show the BUILD ERROR - This option enables you to select whether
or not an error dialog should appear to the user when the LWA isunable
to contact the SSA.
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» Wait 5 minutesfor aresponse — This option allows you to configure
whether the LWA should attempt to contact the SSA for a period of only
five minutes or indefinitely.

» Gather an INVENTORY at — This option enables you to configure
whether an inventory should be gathered only when the workstation is
started or both at boot-up and at adaily timed interval. The latter feature
isuseful for aworkstation that isnot frequently restarted but that requires
adaily inventory.

Advanced Install: Configure Advanced Settings — STUSER

Dialog

If you selected the Advanced I nstallation option in the I nstallation

M ethod dialog, the LWA Options dialog will appear after you click Next
in the Server Name dialog. After you make your selectionsin the LWA
Optionsdialog and click Next, the Configure Advanced Settings -
STUSER dialog appears.

This STUSER dialog allows you to select whether or not the STUSER
utility should be installed on the client workstation.

Figure 3-24

i'._-% SofTrack Local Workstation Agent for Windows, 6.45.4 Setup

-
SofTrack Local Workstation Agent for Windows, 6.45.4 %

Configure Advanced Settings - STUSER

SofTrack’s License Activity Monitor (STUSER ) utility is a tool available to all users.,
STUSER provides a method to wview the current users of selected License Profiles on
selected servers,

Additional information regarding STUSER can be Found within the SofTrack
Adminstrator's Guide, available for download at https/ fwww, softwaremetering, com,

wWauld vou like ko install the STUSER utility? INo (default) 'I

Copyright € Integrity Sefbware, 1988-2007, &l tahts reserved,

Help | < Back

Cancel
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* YES- Setting this option will install the STUSER utility.

* NO — Setting this option will prevent the STUSER utility from being
installed.

Manual Method - Options for Use on Windows
NTv4/2000/2003/XP and Terminal Server Hosts

The following options are available for the LWA on Windows
NTv4/2000/2003/X P computers, including Terminal Server Hosts; each is
saved in the local registry; the usage format iS STLWA NT -option.

-HideBuildError
-ShowBuildError

When loaded, the LWA confirms with the SSA that the LWA is properly
licensed. This confirmation can be denied for the following reasons:

* The SSA isnot active.

* The SSA requires an updated license.

»  Theworkstation on which the LWA isrunning is disconnected from

the network and, therefore, cannot contact the SSA.

If confirmation is denied, the LWA will display an error message and
then unload. To prevent the error message, usethe -HideBuildError
option. You may want to prevent the error message from appearing if
your workstations are routinely disconnected from the network or if the
SSA isnot always active.

The -showBuildError option will enable the error messageif it has
previously been disabled with -HideBuildError.

The default isto display the LWA licensing error to the user.

-notlocalonly

Usethisoption to instruct the LWA to meter all applicationsthat arerun,
regardless of where the application file is hosted. By default, only
applications that exist on the workstation’s local hardware will be
metered. When this option is used, the LWA will meter any application
used. You can use SOFTRACK . EXE to determine if this option has been
set. To do so, open SOFTRACK . EXE, click the Version toolbar button,
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click OK, and then click OK again; you will be presented with alist of
active connections. Connectionsthat are using thisoption will include an
[S] notation.

-localonly

Usethisoption to instruct the LWA to meter only those applications that
exist onthelocal computer’shardware (i.e., C:\ drive and any other local
device). Thisisthe default LWA operation.

-loaddelay

Thisoptionisavailableto delay theloading of the LWA inthe event there
isanother application that is also loading at login that needs to complete
prior to the LWA’s |oad. We know of no commercial applications that
require the use of thisoption. It is provided as a debugging aid. The
maximum delay is 180 seconds.

-profile

This option will display the LWA's current settings. To save these
settings, perform the following steps:

Click Sart | Run and then enter cMD . EXE.

In the resulting CMD window, change the current directory to
%SystemRoot\System32\Drivers.

Enter the following command:
STLWA NT -profile > output.txt

The resulting output . txt will contain the profile information.
-profiles

This option will display the LWA's current settings and check to see
whether or not the server isavailable. To save these settings, perform the
following steps:

Click Sart | Run and then enter cMD . EXE.

In the resulting CMD window, change the current directory to
%SystemRo00t% \System32\Drivers.

Enter the following command:
STLWA NT -profiles > output.txt

The resulting output . txt will contain the profile information.
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Manual Method - Options for Use on Windows 3x/9x/Me

The following options are available for the LWA on Windows 3x/9x/Me
workstations; the format for use iS STLWA <options.

DoNotShowBuildError

When loaded, the LWA confirmsits proper licensing with the SSA. This
confirmation can be denied for the following reasons:

e The SSA isnot active.

* The SSA requires an updated license.

» Theworkstation that the LWA isrunning onisdisconnected fromthe
network and, therefore, cannot contact the SSA.

If confirmation is denied, the LWA will display an error message and
then unload. As shown below, to prevent the error message from
appearing, set the DoNotShowBuildError Option to 1. You may want
to prevent the error message from showing if your workstations are
routinely disconnected from the network or if the SSA is not always
active.

The default isto display the LWA licensing error to the user.

Thisoption can only be specified viathe sTLwa-LM. INT file. A sample
STLWA-LM. INT isprovided in the product download.

[STLM]
DoNotShowBuildError=1

When set to O or if not defined, the LWA will display an error at startup
indicating that licensing confirmation cannot be obtained. After this
message is displayed, the LWA will automatically unload.

-install XYZ
or

/install XYZ

This option will update the local workstation’s registry to delay loading
STLWA-LM. EXE for X seconds after login. Because it is stored in the
registry, you do not need to specify this option again. This option can be
used to change the delay as well including changing it to O.
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/delay

Thedelay optionisavailableto delay theloading of the LWA inthe event
there is another application that is also loading at login that needs to
complete prior to the LWA's load. The only situation we are aware of
where this option was necessary was in the case of a custom application.
We know of no commercial applications that require the use of this
option. You can usethe -install option instead. The maximum delay
is 180 seconds.

/sa

This option will display the name of the server to connect to in a popup
window at the time the LWA |oads.

TIP: Specify only the server’s name. Do not use \\server_ name Of

WWW.Server name.CoOm.

/notlocalonly

Usethisoption to instruct the LWA to meter all applicationsthat arerun,
regardless of where the application file is hosted. By default, only
applications that exist on the workstation’s local hardware will be
metered (i.e., C:\ drive and any other local device). When this option is
used, the LWA will meter any application used. You can use
SOFTRACK . EXE to determine if this option has been set. To do so, open
SOFTRACK . EXE, click the Version toolbar button, click OK, and then
click OK again. You will be presented with alist of active connections.
Connections that are using this option will include an [S] notation.

This option can also be specified in the STLWA-LM. INT file:

[STLM]
NotLocalOnly=0

If set to =0, it will be off (default); if set to =1, it will be on.
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Upgrading SofTrack LWA - MSI Method

Windows NTv4/2000/2003/XP and Terminal Server Hosts

The Sof Track M Sl installer package provides support to perform upgrades.
When performing an upgrade, use the same method that was used to
originally deploy the MSI. Upgrading the M Sl is essentially the same as
performing anew installation, and all properties must be defined again. You
can perform an upgrade of the MS| by executing the new MSI installation
package using the steps mentioned in “M S|l Method” on page 28.

Windows 9x/Me

You must uninstall the MSI from Windows 9x/Me before performing an
upgrade.

NOTE: The Softrack MSI installer does not support Windows 3x. Instead,

refer to the following section on the Manual Method.

Upgrading SofTrack LWA on Windows 3x/9x/Me - Manual

Method

To upgrade the LWA on a Windows 3x/9x/M e workstation:

1

5

Using REGEDIT, edit the Registry (or wIin. 1N1 file) and remove the
entry for STLWA-LM so that it is no longer loaded.

Reboot the workstation.
Copy over the upgraded files.

Run sTLWA-LM -install or edit the Registry and add back the entry
for sTLwA-1LM. EXE (or edit wIN. INT and add back the
LOAD=STLWA-LM. EXE line).

Reboot the workstation.

The upgrade is complete.
CAUTION: The upgrade will not be complete until you reboot the

workstation.
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Removing SofTrack LWA - MSI Method
NOTE: The process of removing the MSI installation will depend on the

origina method that was used to install it on each client
workstation. For example, an administrator who used Active
Directory to deploy the MSl would use the same method to
remove it.

Click Sart | Settings | Control Panel.
Double-click Add or Remove Programs.

L ocate the appropriate entry for the Sof Track L ocal Workstation
Agent for Windowsinthe Add or Remove Programs screen and click
the corresponding Remove button.

Removing SofTrack LWA - Manual Method

54

Windows NTv4/2000/2003/XP and Terminal Server Hosts

To remove the LWA from a Windows NTv4/2000/2003/X P compulter,
including Termina Server Hosts:

1
2

Click Sart | Settings | Control Panel.

Double-click Administrative Tools, double-click Services, and then
double-click Sof Track Local Metering Agent Service.

In the General tab, click Stop. Then, click OK.
Click Sart | Run and then enter cMD . EXE.

In the resulting CMD window, change the current directory to
%SystemRo00t% \System32\Drivers.

Enter the following command:
STLWA NT -remove

Delete the following files:
%SystemR00t% \System32\Driver sSSTLWA_NT.EXE
%SystemR00t% \System32\Driver sSSTLWMON.SY S
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8 Reboot the workstation.
Theremoval is complete.

CAUTION: Removal will not be complete until you REBOOT the
workstation.

Windows 3x/9x/Me Workstations

To remove the LWA from a Windows 3x/9x/M e workstation:

1 Using REGEDIT, edit the Registry (or win.1N1I file) and removethe
entry for sTLWA-LM So that it is no longer loaded.
Theregistry key to edit is:

HKLM\Software\Microsoft\Windows\CurrentVersion\Run

2 Reboot the workstation.
3 Deletethefollowing files:
* C:\WINDOWS\STLWA-LM.EXE
* C:\WINDOWS\STLWA-LM.INI
* C:\WINDOWS\STLWA-WE.EXE
e C:\WINDOWS\STLWA.VXD
4 Reboot the workstation.
Removal is complete.

CAUTION: Removal will not be complete until you REBOOT the
workstation.
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Removing SofTrack Client for MacOS X

Toremove Sof Track Client for MacOS X, ssmply deletethe Sof Track Client
application and preference file. To remove the Sof Track Client from the
Global Login Itemslist, edit the file below and remove the entry for

Sof Track Client. You may use TextEdit or pListEditor to modify thisfile.

/Library/Preferences/loginwindow.plist

Removing SofTrack Client for MacOS X Classic Environment

To remove Sof Track Client for MacOS X Classic Environment, ssimply
delete the Sof Track extension and preference files. The preferencefileis
foundinthe Preferencesfolder, itisnamed Sof Track.pList. The Extensions
and Preferencesfolders are sub-folders contained within the System Folder
for OS9:

Figure 3-25

S\.'ste-m Folder

Removing SofTrack Client for MacOS 9

To remove Sof Track Client for MacOS 9, simply delete the Sof Track
extension and preference files. The preference fileisfound in the
Preferences folder; it is named Sof Track.pList. The Extensions and
Preferences folders are sub-folders contained within the System Folder.
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Chapter 4 Defining a Software Metering
License Profile

Preparations for Defining a License Profile

NOTE: The Sof Track Evaluator’s Guide includes a similar section.

All recording of Sof Track activity tracking datais performed by the

Sof Track Server Agent (SSA). You must define a server-based file system
path—called the METER . LOG Path—to enable the SSA to record this data.
The METER . LoG Path defines where the SSA stores all activity tracking
data.

NOTE: In order for SOFTRACK . EXE t0 be able to create reports from this
data, the METER . LOG Path must be accessible viaa server share.

To Set the METER.LOG Path

1 Open SOFTRACK.EXE.

2 Click Set METER.LOG Path from the Administration menu. Select
the share and file system path to use.

What is Stored in METER.LOG and When Is It Recorded?
The SSA records activity tracking datato the METER . LOG upon the
completion of ametering event. When a metered application is opened, the
SSA beginsto track it. Once the metered application is closed (exited), its
metering event is then recorded to METER . LOG and is available for
reporting.
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NOTE: If the elapsed time between the application’s being opened and
closed isless than 30 seconds, no record iswritten. The only
exceptionsto this are when the SSA blocksthe application’s usage
dueto no licenses' being available. In this case, the entry written
to METER . LOG indicates that the requesting user was either
blocked or queued, depending on how the License Profile has
been defined.

Other Files and Directories Found in the METER.LOG Path

Depending on how you configure the SSA, you will aso find other filesin
the METER . LOG Path.

If you enabled Archiving (see page 111), you will find files named
METER. 000, METER. 001, etc. These files are archived copies of

METER . LOG that contain historical activity tracking data. To enable
SOFTRACK . EXE to use an archived file for reporting, select Reports |
Current log file within SOFTRACK . EXE. In the dialog that appears,
highlight the log file you want to use for reporting (or, optionally, select the
Report from All METER.* files check box), and then click OK.

If you are using the Timekeeping option (see page 74), you will find this
data stored in the file TIMEKEEP . CSV.

If you are using the Discover all applicationsthat are not metered option
(seepage 182), you will seethe LoCALUNR . LOG file. You can configurethis
option by selecting Include use of any applications not defined for
metering on the Sof Track Server Optionslink on the Administration
menu within SOFTRACK . EXE. See Figure 6-18 .

If you are using Global Licensing (see page 91), you will find directories
with hexadecimal names (i.e., names using numbers 0-9 and letters A-F).
These are coded for the different Sof Track License Profiles that have been
flagged as Global. You will aso find different Global Licensing reporting
files whenever you generate such reports.

If you use the Quick Inventory feature (see page 187), you will seea
directory named Computers. Within will befilesfor each computer where
a Quick Inventory has been performed.
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If you use the Audit feature (see page 207), you will see adirectory named
Audit. Within will be files for each computer where Audit data has been
gathered. These files can grow in excess of IMB per day per workstation.

Excluding Accounts from Metering

System Backup applications can appear to be using a metered application
when, in fact, they are only opening the file to back it up. When such
“backup accounts’ are metered, you receive incorrect metering. Also, if no
licenses are available when the backup accounts attempt to open a metered
application, the request is denied, and the backup softwareis unable to back
up thefile. The following procedure details how to exclude such accounts
from metering:

1 Open SOFTRACK.EXE.

2 Click Administration | Usersto Exclude from Metering.
3 Inthediaog that appears, click I nsert.

4 Inthe next dialog, choose the accounts you want to exclude.

NOTE: Only those accounts that have logged in while the SSA was active
are available.

5 Click OK to insert the chosen users.
6 Click OK to save your changes.

Userswill be excluded from metering beginning the next time they log
in. If the userslogged in when added to the exclude list, they will have
to log out and log in again to be properly recognized as being on the
exclude list.
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Defining a License Profile

Sof Track uses License Profilesto define what to meter and how to meter it.
Perform the following procedure to create a License Profile:

1 Open SOFTRACK.EXE.

2 Click the Licensestoolbar button.

Figure 4-1

Licenses

3 The Select License Profile screen appears.

60

Figure 4-2
Licenze Registry:
] CALCULATOR oK. |
]  MAC-TEXTEDIT
] MALWARE ﬂl
=] MULTIMEDIA S —
] MEWHNSTALL &l
] MOTEFAD
=] OUTLOOK
=]  PALMPILOT
] FRESTRICTED_APFS
]  SPARK
] STATION-USE
]  WEROXLASER Delete |
Bename |
Copy
4 Click Add. Thefollowing screen appears.
Figure 4-3
Enter Mew License Mame: -
oK.

Lancel
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NOTE: The License Profile name can contain up to 20 characters and may
include symbols and spaces. Spaces will be converted to
underscores.

5 Enter the name caLc and click OK.

The following screen appears.
Figure 4-4

CALC's License Profile [ %]

f Yendor/Suite/Time Restrictions T MNotes/Costs T Global License Sharing
Local Macintosh Files T Files Tracked T Groups Tracked
Server-based Windows Files T Local Windows Files T

[~ Global License Server-bazed Windows Files:

I aximum Add
Concurrent
Uszers: 1

:

Minirmum
Concurrent

Uszers: hia
Hueue

Hold
Time: i)

~Boundaries——————
[ Block License
[ Do Mot Alert on

Significant Uzage
[ dllows Owerflow

Alert at I

Concurrent Users.

1] | ) Db i

&l Active Uzers | Gueued Users | Message to Al | Help | QK | B

Each License Profile can include several options. For this short
demonstration, we will focus on just afew. Note that the default setting
for Maximum Concurrent Usersis 1.

6 Click the Local Windows Filestab. Files entered here are tracked
whenever the file is opened. Files entered here must exist on a
server-based file system path.
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7 Click the Add button.
The following screen appears.

Figure 4-5

Enter Local Windows File To Track:

_QK
]
Specify only the filename of the application to track, do not use any slashes [ or /) Cancel |

2]
e
ol

8 Forourfirsttest, IntheEnter Local WindowsFileTo Track field, type
CALC.EXE. Notice that you browse your file systemsto find the exact
file you want to meter. With Sof Track you can meter by the filename
only (aswe will do in this demonstration) or by the file's full path
designation.

NOTE: When choosing the application file to meter, always select the
initial . EXE filethat isused to run the application.

If you are metering adatafile, ssimply select that file.

9 Click OK to accept the filename.
The filename now appearsin the Local Windows Fileslistin CALC's
License Profile.

10 Update the number of concurrent users you want to alow for this
License Profile in the Maximum Concurrent Usersfield.

NOTE: Once aworkstation uses an application or other file from the
License Profile, its user may invoke as many copies of the
application/file as they require without using additional licenses.
Sof Track can limit launches to once only per desktop. Doing so
requires the use of the Sof Track Local Workstation Agent (LWA).

See Chapter 3.
11 Click OK.

NOTE: Thereisno Cancel button on the License Profile screen. Every
change is made, verified, and implemented immediately.
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A message appears, indicating that the Sof Track License Server Agent
has been refreshed.

Figure 4-6
SofTrack on Windows Server integrity-2k [ %]

.
\E) The SofTrack Server Agent has been Refreshed,

Testing the CALC License Profile

NOTE: When testing, we recommend using one machine to run

SOFTRACK . EXE (Or STUSER . EXE—See page 215) and another
machine to launch the metered application.

Before testing the CALC License Profile:

The caLc. EXE file must be launched from a server-based share on a
server that is hosting the SSA.

* The SSA must be active for testing.
To test the CALC License Profile:

1
2

Open SOFTRACK . EXE.

Click Licensesand double-click CAL C fromthe Select LicenseProfile
list.

Click Active Users.

From another Windows-based workstation, run CALC from the
server-based share. If you use car.c. Exe from your local machine, you

will not be metered as part of thistest. The Sof Track LWA can be used
to track applications that are stored on user workstations.

Click Refresh List. Youwill seeyour test workstation and user showing
asan Active User.

Exit CALC and then click Refresh List.
The username is no longer listed.
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Chapter 5 License Profiles

Overview

In the previous chapter, you defined a sample License Profile and set some
basic options. This chapter describes all License Profile options.

The material in the remainder of this guide assumes that you are familiar
with the concepts covered in the last chapter, Chapter 4, “Defining a
Software Metering License Profile” on page 57. If you are new to Sof Track,
take afew minutes to review the material in the previous chapter.

In general, the job of the License Profileisto specify any number of the
following:

* Theexecutablefile or filesthat Sof Track will meter. Sof Track for
NetWare meters server and/or workstation-based 16-bit and 32-bit .EXE
filesthat are launched from Windows-based workstations.

* Any file of any type including non-executable files to be metered based
on open and close activity. Such filesinclude CD-ROM libraries and
databases. Sof Track’s metering can be passive, that is, watching use
without restricting use.

» Toaudit only without enforcing usage limitations. Thisability to audit or
passively meter allows you to simply watch what applications are used
and how they are used.

» To specify how many copiesof alicense can be used concurrently. When
the number you specify is exceeded, new usage is blocked until a
previously used license is freed.

» To specify which eDirectory/NDS Groups to meter. Users outside the
memberships of the groups specified are not tracked as part of the
specified License Profile. This ability allows you to divide licenses
between different groups of users.
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Whether or not the License Profileisto be Globally shared among other
NetWare servershosting Sof Track Server Agents(SSA). WhenaLicense
Profileismarked Global, itslicense count isto be shared among as many
serversasyou require. Per License Profile, this option allows sharing of
up to 65,000 licenses.

How long to hold alicense for a user who was queued (for future use)
and had their usage blocked because of insufficient licenses being
available. The Queue Hold Time specifies how long to exclusively hold
afreelicensefor apreviously queued user before returning it to the pool
of available licenses.

If you want to discover what applications are being used at each
workstation without defining a License Profile for each, please see
page 128.

Several more options are described in the following sections.

Accessing a License Profile

1
2

Open SOFTRACK . EXE.
Sedlect Licenses from the menu, or click the L icenses toolbar button in
the toolbar.

From the Select License Profile, select an existing License Profile.
When the License Profile appears, it is ready for your edits.

Selecting Files to Meter

Sof Track meters applications by tracking their executable files. For
Windows 16-bit and 32-bit applications, Sof Track only meters fileswith
.EXE extensions. Thefileto meter isalwaystheinitial . Xz file launched.
To meter filesof ANY extension, use the Files Tracked tab.

66
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To select filesto meter:

1 Click the appropriate tab in the License Profile, i.e., Server-based
Windows Files, Macintosh Files, L ocal Windows Files, or Files
Tracked. (These are explained on page 68, page 70, and page 72.)

Figure 5-1
LOCAL_CALC's License Profile E
f Yendor/Suite/Time Restrictions T MNotes/Costs T Global License Sharing
T Files Tracked T Groups Tracked
Server-based Windows Files: T Local Windows Files T tacintosh Files
Server-bazed Windows Files:

I aximum Add

Concurrent

Uszers: 1

Minirmum

Concurrent

Uszers: hia

Hueue

Hold

Time: IU

-Boundaries——————

[ Block License
[ Do Mot Alert on

Significant Uzage

[ Allow Overflow
Alert at I
Concurrent Users.
1] | ) loe i
| Active Uzers ” Gueued Users I | Message to Al I | Help I | Ok I B

2 Once the appropriate tab is selected, click the Add button at the upper
right. In the file selection screen that appears, you can select as many
files as you want—this enables you to add multiple files at once.
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NOTE: For the Server-based Windows Files and Files Tracked tabs, if
you specify afull file system path, Sof Track will only meter that
instance of the selected application/file. To meter all instances,
simply enter the filename only with no path.

NOTE: For the L ocal Windows Filestab, only the filename isallowed; no
path is expected or available. The L ocal Windows Files tab
provides the ability to meter applications used by the workstation
regardless of where the file originated (i.e., local hard disk,
SAN/NAS, Linux server running SAMBA, other users
workstations, even a Windows NT/2000/2003 server, etc.). Only
those workstations using the Sof Track LWA will meter files
specified in the L ocal Windows Filestab. The LWA isavailable
for al Windows-based workstations, including Terminal Services
Client, Citrix MetaFrame and WinFrame, and XP's Remote
Desktop Connection. The LWA isfurther detailed in Chapter 3.

Understanding Files to Meter:
Server-Based Windows Files Tab

68

Thistab isfor executable files (* . EXE) that exist on file system shares
directly managed by the NetWare server hosting the SSA. Filesentered here
are metered directly by the SSA and require nothing on the user workstation
launching the specified executables to be metered. The SSA provides the
ability to meter without an agent on the user workstations by capturing and
examining the network traffic flowing between the workstation and the
server.

You may specify the exact file system path including the sharename, or you
may specify the filename only. Partial paths will not be metered. Full or
exact file system paths are often used to meter separate versions of the same
file. If you specify the filename only, then any executable file by that name,
regardless of the share or directory path it isrun from, will be metered asif
they were all the samefile.

If you specify afull path including the sharename, please note that the SSA
can only properly meter usage if the user workstation using thefile has been
restarted (i.e., rebooted) since the last time the SSA itself was started.
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Typically, the SSA isstarted when the server boots up, so thisisnot an issue.
However, if you are testing, and the SSA was started after the workstation
has logged in to the server, it will not properly meter the full path defined
filename. The requirement of the SSA being started prior to the
workstation’s last restart is due to the method that Windows-based
workstations uses to define its access to the server’s shares. If thefileis
specified by only itsname and not itsfull path, then metering will take place
even when the SSA was started after the workstation logged in to the server.

If you experience difficulty metering applications placed in the
Server -based Windows Files tab, we suggest the following:

» Try metering with the filename only.

» Try moving thefile to the Files Tracked tab (discussed in the next
section).
When auser is denied access, the SSA prevents the file from being opened
by theworkstation. In response, the Windows operating systemin use on the
workstation issues one or more error messages indicating that the file
cannot be opened or cannot be found. Additionally, Sof Track’s SSA also
sends amessage informing the user that either their usage is blocked or that
they have been queued (if the Queue Hold Time has been defined—see
page 81). For some environments, thiswill generate alot of support callsto
the company hel pdesk.

To prevent the Windows-generated error messages upon access denial,
Sof Track offersthe Sof Track LWA (described in Chapter 3).

NOTE: The LWA only meters files defined in the L ocal Windows Files
tab. The LWA prevents the Windows-generated error message by
providing an agent that “lives’ inside the user workstation, and it
provides alevel of control not available outside the workstation.
When an access denial occurs with the LWA, the user receives
only the Sof Track message. You can customize the message that
Sof Track sends to suit the needs of your environment (see

page 107).
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Understanding Files to Meter: Files Tracked Tab
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Thistab is useful for metering any file of any type, including executable
files (*+ . EXE) that exist on file system shares directly managed by the
NetWare server hosting the SSA. Files entered here are metered directly by
the SSA and require nothing on the user workstation launching the specified
executables to be metered. The SSA provides this ability to meter without
an agent on the user workstations by watching for file open and file close
requests flowing between the workstation and the server.

TheFilesTracked tabisvery useful for metering CD-ROM databases such
as Lexis/Nexis, access to other databases, and watching who is accessing
important files such as payroll spreadsheets. (Remember, Sof Track’s
metering can be passive, that is, it can watch use without restricting use.)

You may specify the exact file system path including the sharename, or you
may specify the filename only. Partial paths will not be metered. Full or
exact file system paths are often used to meter separate versions of the same
file. If you specify the filename only, then any executable file by that name,
regardless of the share or directory pathit isrun from, will be metered asif
they were all the samefile.

If you specify afull path including the sharename, please note that the SSA
can only properly meter usage if the user workstation using thefile has been
restarted (i.e., rebooted) since the last time the SSA itself was started.
Generally the SSA isstarted when the server bootsup, so thisisnot an issue.
However, if you are testing, and the SSA was started after the workstation
has logged in to the server, it will not properly meter the full path-defined
filename. The requirement of the SSA being started prior to the
workstation’s last restart is due to the method that Windows-based
workstations use to define its access to the server’s shares. If thefileis
specified by only itsname and not itsfull path, then metering will take place
even when the SSA was started after the workstation logged in to the server.
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When auser is denied access, the SSA will prevent the file from being
opened by the workstation. If the file tracked is a data-associated file, that
is, nonexecutable, then the application in use that is attempting to open that
filewill issue its own internal warning or error message regarding its
inability to open thefile. If thefile tracked is an executable file, the
Windows operating system in use on the workstation will issue one or more
error messages indicating that the file cannot be opened or cannot be found.
Additionally, regardless of thefile' stypewhose accessis being blocked, the
SSA will also send a message informing the user that either their usageis
blocked or that they have been queued (if the Queue Hold Time has been
defined—see page 81). For some environments, this may generate support
calls to the company helpdesk. An alternative when metering executable
filesthat will suppress the error messagesisto use the L ocal Windows tab
defined in the next section. For tracking data files, Sof Track does not and
will likely never offer a mechanism to suppress the warning or error
messages generated by an application attempting to open ablocked datafile.

Important Note:
Specifying Executable Files in the Files Tracked Tab

Differences when specifying executable filesin the Files Tracked tab
versusthe Server-based Windows Filestab are: (a) If the executablefile’'s
usage isless than 30 seconds, no metering will be recorded; (b) If the
executable file is opened for non-execution use, such as gathering itsicon
for presentation on the desktop, and there are no licenses available at that
moment (due to all licenses being in use or the license being flagged as
Blocked), the user will receive a Windows-generated error message
indicating the file cannot be found and a message from the SSA indicating
the license is not available.

Versionsof the SSA previousto November 2001 metered every usage of the
filesincluded in the Files Tracked tab, even uses less than 30 seconds.
Because of this, it was not recommended to meter executable fileswith the
Files Tracked tab. Versions of the SSA since November 2001 meter in the
new manner described above, and the result is accurate metering of
executable files defined in the Files Tracked tab.
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Understanding Files to Meter: Macintosh Files

Thistab isuseful for metering any Macintosh file of any type that existson
file system shares directly managed by the Net\Ware server hosting the

Sof Track Server Agent (SSA). Filesentered here are metered directly by the
Sof Track Server Agent and require nothing on the user workstation
launching the specified executables to be metered. Only filesfound in the
Macintosh namespace are allowed. Metering of locally installed Macintosh
applicationsis not currently supported.

Understanding Files to Meter: Local Windows Files Tab
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Thistab isfor metering Windows-based 16-bit and 32-bit executable files
(* . EXE) that exist anywhere on any device. Metering MS-DOS (* . com)
filesisnot supported. Files entered here are metered by the Sof Track Local
Workstation Metering Agent (LWA), which is software that must be
installed on each workstation to be metered. Only executable files may be
entered into the L ocal Windows Filestab. Additionally, only the filename
is supported. Currently thereis no support for metering by directory path
plusfilename or by drive letter (i.e., A:\, C:\, etc.). The filename to choose
is always the same name as the file used to launch the application.

The LWA can be used on any Windows-based workstation from Windows
3.11 through Windows X P and supportsall Terminal ServicesClient servers
and clientsincluding Citrix and all other terminal service products.
Additionally, the LWA supports the Remote Desktop Connection (RDC)
introduced by Windows XP. The LWA provides this metering ability by
directly interfacing with the Windows operating system. This gives the
LWA the power to meter every application the workstation uses. Use the
L ocal Windows Files tab to meter all files the workstation uses. This
includes but isnot limited to files run from Storage Area Networks (SANS),
Network Attached Storage (NAS), any network server including Linux
servers using SAMBA, memory cards, zip drives, CD-ROMs, DVDs,
floppy drives, etc. Optionally, the LWA can be configured to meter only
those files run from locally attached devices such as hard drives or CD-
ROM drives.

Theory of Operations and Installation of the LWA is discussed on page 22.
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Figure 5-2
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As shown in the figure above, the L ocal Window Filestab also offers
severa additional options not available when metering files viathe Ser ver-
based Windows Filestab or the Files Tracked tab. Below are descriptions
of each of these options.

Disallow Multiple Launches per Desktop

This option will ensure per user desktop that only one instance of any file
defined by this License Profilewill bein use at any time. For example, if the
License Profile defines four different executable files for metering, if any
one of thosefilesisin use, no otherswill be allowed to run, including a
second instance of the application first used. We have found this option
useful to ensurethat certain applications such asinhouse database accessing
applications are run only once. If that application isrun more than once per
desktop, it could corrupt the database—hence the value of this option.
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The message received by the workstation can be customized to any text you
want, up to 117 characters. The message customization will affect all
License Profiles; there is no customization available for a specific License
Profile. To customize the message, from the main menu of SOFTRACK . EXE,
select Administration and Customize License M essages. For further
information on message customization, see page 107.

Activate Timekeeping Code Prompt for This License

Profile

The Timekeeping option is used to track the amount of active time an

application isused. You can optionally require the user to enter a code that
will be recorded that helpsidentify the application’s usage with a particular
activity such ashilling application usageto aparticular client or department.

In addition to normal metering usage being tracked, the Timekeeping option
creates a separate log file for its specific entries. Thislog fileis named
TIMEKEEP.CSV and is stored in the directory you defined for the

METER . LOG file. (See page 110.) Timekeeping reports are accessed by
clicking the M ore Rpts button in the toolbar on the front screen of
SOFTRACK . EXE. Thereport isin comma-separated values (csv) format for
easy importing to your favorite spreadsheet or database.

Options for Timekeeping include:
* Responseis Optional

This option signalsto the LWA whether or not the user isforced to enter
aresponse before allowing the application to be used. If not checked, and
therefore optional, the user can click Cancel on the Timekeeping prompt
and still use the application with no Timekeeping data being recorded.
Please note that regular metering data will always be recorded.

e Minimum Input Length

This option signals to the LWA the minimum response length in
characters the user must provide before allowing the application to be
used. The maximum value that can be used is 50 (characters).

SofTrack Administrator Guide for NetWare



License Profiles

» Fixed Input Length

This option signals to the LWA the exact response length in characters
the user must provide before allowing the application to be used. The
maximum value that can be used is 50 (characters).

» Silent - No Prompt
This option signals the LWA not to prompt the user at all but to ssmply
provide timekeeping data.

» Timekeeping Prompt

Here you specify the prompt the user will receive when running an
application tracked by Timekeeping. The prompt can be up to 110
charactersin length.

The following figure shows an example Timekeeping prompt seen
during use:

Figure 5-3

#p SofTrack Timekeeping Control

Enter your ID CODE for this application.™ # 1

Cancel |
*r'our responge must be exactly 6 characterg; #H2

#3 Your response is required.

There are three areas of this prompt that are affected by the choices you
make when defining the timekeeping option:

* Thefirst isthe Timekeeping Prompt. The text you enter may be up
to 110 charactersin length.

* Thesecond isthe length of the response that you want the user to
enter. Inthe License Profile, you may select afixed length (asshown
in Figure 5-3) or a minimum length. The maximum response
allowed is 50 characters.

* Thethird iswhether aresponseis required before allowing the
application to launch. The user’sresponseis not a password but,
rather, a code to associate with the particular use of the selected
application. In Figure 5-3, aresponseisrequired, which meansif the
user clicks Cancdl, the application will be dismissed and not
allowed to be run. The prompt can be configured to optionally
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reguire aresponse. In this case, if the user clicks Cancel, no
timekeeping datawill be recorded. In any casethe METER . L.OG will
contain arecord of the application’s use in addition to any
timekeeping datalogged. By clicking Cancel, the user is not
“turning off” metering, just timekeeping.
If, in the License Profile definition, you have selected the Silent - No
Prompt option, the user will not receive atimekeeping prompt at all. In
this case a timekeeping record will always be logged, and the user’s
response will be defined as: ***SILENT***,

During use, update Timekeeping L og every [] minutes (range: 1-60;
O=update only at exit of usage).

This option indicates how often to record the then current Timekeeping
data. Reasons you would not set this value to zero include:

» Userswho do not want Timekeeping data to be recorded might
reboot their workstation or otherwise log off before properly exiting
the application’s use.

» If auser’sworkstation locksup or stopsresponding, no Timekeeping
datawill be recorded if this option is set to zero.

» If you require avery accurate detailing of how the application was
used, do not set the option to zero.

Reporting for the Timekeeper option
You can access the Timekeeping report from the M or e Rpts tool bar

button on SOFTRACK . EXE’S main screen. Additional reporting
information is discussed in page 181.

Activate Idle Detection for This License Profile
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Once the application isin use, the Sof Track LWA will monitor the
application’sidletimeif that option has been selected. Upon the occurrence
of an idle warning period time-out, the LWA displays a popup message at
the user’s desktop to indicate the idle activity. The message can be
customized. Theidlewarning andidletermination messagesreceived by the
workstations can be customized to any text you want, up to 117 characters.
The message customization affects all License Profiles. Thereisno
customization available for a specific License Profile. See page 107. After
the defined number of idle warnings, the LWA terminates the application.
For each idlewarning and idle termination the LWA processes, it will notify
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the SSA of the action, and the event will berecorded intheMETER . LoG file,
To view the idle warning and termination events, select the Details of
License use Report as shown in page 138.

An application is considered idle if it is not the currently focused
application. A focused application isthe one that is topmost on the desktop
and is active. The currently active window will be noted by its highlighted
title bar as shown below.

Figure 5-4

E Untitled - Mote... [H[=] B3

File Edit Search Help

N
E Untitled - Hotepad M= 3
File Edit Search Help

+
Focused Application

All other windows will have diminished or grayed caption bars. The Idle
Detection option does not take into account mouse and keyboard actions,
because a user may be waiting for a function such as a recalculation to
complete or may be reading the screen’s contents. Once focus is taken off
an application’swindow (i.e., thewindow is minimized, another application
isfocused, etc.), theidletimer begins. Once the defined time period has
elapsed, awarning is displayed.

Figure 5-5

APPLICATION IDLE WARNING B

& The Application [Calculator] has been idle too long, please begin using it or exit now,
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After the administrator defines the number of warnings, with the possibility
of infinite, the user receives a termination notification, and the application
isterminated. If the License Profile has been defined to warn only, then the
user is continually warned of idle detection, and no application termination
OCCUrs.

Figure 5-6

APPLICATION TERMINATED

° The Application [Calculator] will now be terminated, your unsaved work will be lost,

In both examples above, the name shown within the square brackets|[ ], is
the same as the caption bar of the actual application. In this example,
Calculator was the application’s name in itstitle bar.

Asan example: If you have defined one minute asthe idle time period, each
minute that goes by will incur anew warning. If the number of warnings
before termination is set to 5, that means that one minute after the fifth
warning, the user will receive atermination notification, and the application
will be terminated.

WARNING: NO DATA WILL BE SAVED! When the application is
terminated, it isaforceful termination, and any unsaved data
WILL BE LOST.

Theidle warning and idle termination messages received by the
workstations can be customized to any text you want, up to 117 characters.
The message customization will affect all License Profiles; thereisno
customization available for a specific License Profile. To customize the
messages, from the main menu of SOFTRACK . EXE, Select Administration
and Customize License M essages. For further information regarding
message customization, see page 107.
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Deleting a File from the Metering List

Todeleteafilefromthelist of filesto meter, highlight thefileand click Del.
Prior to removal, your request will be confirmed.

What SofTrack Does and Does Not Meter
Sof Track for NetWare does not meter MS-DOS applications (. coM files).

Unless you are using the Sof Track LWA, Sof Track for Windows
NT/2000/2003 does not meter files accessed via Microsoft's NetWare File
and Print Services (FPNW option).

Sof Track for Windows NetWare does meter the following:

» Windows 16-bit and 32-bit applications that are hosted by a NetWare
server running the SSA.

» Any fileof any typethat resides on a server-based share that is accessed
remotely (i.e., must be opened over a network, if such files are opened
from alocal console on the server or terminal services session are not
tracked).

» Windows 16-bit and 32-bit applications launched from local
workstationsor any other device (requiresthe use of the Sof Track LWA).
If you are using the Sof Track LWA on a Terminal Services hot,
Sof Track requires that the terminal session (thin client) users be logged
ontothesameNDS Tree asthe server hosting the SSA. Thisrequirement
isfurther detailed on page 31.

* Windows 16-hit and 32-bit applications launched by the Terminal
Services, Citrix, or XP's Remote Desktop Connection client (requiresthe
use of the Sof Track Local Workstation Agent).
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Integrity Software’s SofTrack Metering Preference

The Sof Track Local Workstation Agent provides avery valuable set of
services. We recommend that you use the Sof Track Local Workstation
Agent. For further information, please read Chapter 3, “Installing the
Sof Track L ocal Workstation Agent/L ocal Macintosh Agent” on page 21.

Basic SofTrack License Profile Options

The SofTrack License Profile includes a number of flexible waysto define
applications for active and passive metering. Active metering is when the
number of licenses allowed is actively enforced with additional usages
being blocked. Passive metering iswhen all usage is tracked and no usage
is blocked. Both active and passive metering allow you to define activity
levels for administrator alerts, which are discussed below.

Global License
Thisoption isdiscussed in “ Global Licensing: Overview” on page 91.

Maximum Concurrent Users

Each License ProfileincludesaM aximum Concurrent User scount. If you
want to allow an unlimited number of users but be notified when aparticular
threshold is reached, use the Allow Overflow option described bel ow.

The number you specify should be one of the following:

» Thenumber of licenses of the product that you are legally entitled to use
concurrently

or

» |If using Global License sharing, the number of licensesyou want to share
on this particular server

Ordinarily the Maximum Concurrent Users count islimited to 1,000. To
share up to 65,000 licenses, use the Global License sharing option—even
when using the Global License option, the Maximum Concurrent Users
monitored per License Profile per Server is 1,000.
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Minimum Concurrent Users

Thisoption is used exclusively with Global Licensing and is discussed in
“ Setting Minimum Concurrent Users Count for Global Licenses’ on

page 95.

Queue Hold Time

Sof Track contains a number of features that help you ensure that there are
always enough licenses available for users who need them. However, there
will be times when no licenseis available. For those times there isthe
Queue Hold Time. By defining a Queue Hold Time (value: 1 through 30
minutes), you enable queuing for the selected License Profile. The Queue
Hold Time sets the amount of time that Sof Track will exclusively hold the
newly available license for the queued user. A license becomes available as
other users relinquish their use. Once alicense becomes available, the
gqueued user is sent a“popup” notification message signalling that the
licenseisnow ready for their use. You can change the message they receive
under the Customize L icense M essages option under the Administration
menu within SOFTRACK . EXE. See page 107.

Setting the Queue Hold Time is optional. The default of O indicates that
gueuing is disabled, and when a user is denied access due to no licenses
being available, their use will be rejected or blocked. Setting the Queue
Hold Time to avalue between 1 and 30 minutes enables queuing and will
ensure that queued users will be given sufficient time to begin using the
requested License Profile before another queued user is notified or before
another user is given access to the License Profile controlled application.

NOTE: Only eight users can be queued at any one time for any one
particular License Profile. The ninth user receives a message that
the license is not available, and they will not be queued.

Here is an example of what the user will experience:

1 User Joseph attemptsto open ametered application for which thereisno
license available.

2 Theuser Joseph will receive a“Request for License <name of License
Profile> has been queued.” message.
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3 At thispoint, Joseph will not have access to the guarded application.

4 Later, when alicense becomes available and if the user Joseph is still
logged in, he will recelve amessage stating “ License <name of License
Profile> isbeing held until <timewheretimeisthe current time plusthe
number of minutes you specified in the Queue Hold Time>".

NOTE: The messages the user receivesin Steps 2 and 4 can be
customized. See page 107.

Block License

When you click on and set Block License, you are instructing Sof Track to
completely block use of any files defined within the License Profile. Usage
that is Blocked due to this option is recorded as a“rejected” use.

You will also notice that when the Block License option is checked, the
Global License, Maximum Concurrent Users, Minimum Concurrent
Users, and Queue Hold Time fields become disabled.

Do Not Alert on Significant Usage

When you click on and set Do Not Alert on Significant Usage, you are
instructing Sof Track to not send any usage alerts that have been defined.
The usage alerts are defined under “Usersto Notify of Significant License
Usage” on page 109.

Allow Overflow
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When you click on and set Allow Overflow, you are instructing Sof Track
to alow an unlimited number of usersto use the License Profile sfile(s).
The limit is actually 3,000 users per server. When Allow Overflow is set,
the Maximum Concurrent Users count isignored for license usage
enforcement, but it is still referred to when generating usage aerts as
defined under “Usersto Notify of Significant License Usage” on page 109.
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Password

The Passwor d option allows you to add a layer of extra security to the
details of your License Profiles. Normally any user with Administrative
privileges on the server can modify the License Profile details. When you
set a Password, the user must be an Administrator and know the password.
The Password will be prompted for when you first try to edit aLicense
Profile.

Notes/Costs

Each License Profile includes a tab entitled Notes/Costs. The Application
Note 1 and Application Note 2 fields are free form, giving you the ability
to enter up to 120 characters of data you define. The notes you define will
appear in the License Profiles Definition Report. See page 185.

Below the Application Note 2 field is the Costs section where you can
optionally enter data to be used when generating the Cost Savings Report.
See page 155. The default screen shows the Number of Licenses Owned
as being equal to the number of Maximum Concurrent Users. If these
numbers differ, click the Different from Maximum Concurrent Users
radio button and enter the appropriate number in the adjacent field. Next,
enter the application’s cost per license.
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Figure 5-7
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Vendor Contact Information

In addition to containing a Notes/Costs section, each License Profile
includes a Vendor Contact section. This section is found within the
Vendor/Suite/Time Restrictions tab. This section has two fields, one for
the vendor name and onefor the vendor phone number. Thesefieldsarefree
form, and you can enter any text you require. The vendor information you
define will appear in the License Profiles Report. See page 185.
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Advanced SofTrack License Profile Options

Time Restrictions

With Sof Track you have the power to restrict when someone can begin to
use an application. Withinthe License Profile, click the Vendor /Suite/Time
Restrictionstab, and you will see a button labeled Time Restrictions.
Click this button and you will be presented with the following screen.

Figure 5-8
Time Restrictions for License Profile X_EXCEL_95
Select Time Restictions:
Sunday Monday Tuesday ‘Wednesday Thursday Friday Saturday
i dnight i dnight Canhcel |
1am 1am —
2arn 2arn
3amn 3amn
darn darn
Sam 5am Help |
Earn Earn
Tarn Tarn
Sarn Sarn
Sarn Sarn
A0am A0am
A1am A1am
oon oon
1pm 1pm
2pm 2pm
3pm 3pm
dprin dprin
aprn aprn
Eprn Eprn
Tpm Tpm
pm pm
Sprn Sprn
10prm 10prm
11pm 11pm

You will noticethat the each hour of the week isrepresented within thegrid.
Initially the grid is empty; that is, there are no restrictions. Click the
appropriate grid box for each hour in which you want to block usage for any
file defined in the License Profile. Grid entries displayed in red represent
restricted hours. If users attempt to use any files defined in the License
Profile during arestricted time, their request will be blocked. Queuing, if
enabled, will not occur for those usages blocked by atime restriction.

The server’sloca time and not the local workstation’s is used to determine
when to restrict usage.
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Metering Multiple Files per Application or File Pooling

With Sof Track you can group several applications together within asingle
License Profile. This ability allows you to correctly meter licenses for
groups of files contained within asingle product. When alicense agreement
for a product group specifies that the applications included may be run on
only one workstation at atime, you can combine the applicationsin one
License Profile to ensure that they are used legally.

To defineaLicense Profile for asuite of applications, be sure to specify the
filesto meter for each individual application within the product.

When you combine multiple applications in the same License Profile, your
users can still open more than one application at atime. Thisis because
Sof Track counts all uses of applications defined within asingle License
Profileasoneuse. Thisalso allowsanindividual user to open morethan one
copy of an application without tying up an additional license. Thisis
consistent with the ordinary ability to allow more than one copy of an
application to be in use at once on a single system.

NOTE: The phrase single system indicates a particular logon session or
desktop. Thisis particularly important to remember when using
Sof Track in a Terminal Services Client or Remote Desktop
Connection environment.

Suite Metering
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With Sof Track you can also meter product suites. This Suite option can be
used for any suite of applications or for standalone licenses.

For example, if you have 10 copies of aword processing application and 30
copies of an office suite, and you want to define two (2) License Profiles:
one standalone for the word processing application and one for the office
suite (which includes the word processing application), the Suite option
allocates the StandAlone licenses before the Suite licenses. Thus, if auser
were to begin use of the standal one word processing application, and then
while still using the word processing application begins using the
spreadsheet application from the office suite, the use of the SandAlone
license would be relinquished as the user is automatically transferred to the
Suite license.
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Once a user has been automatically switched from a SandAlonelicenseto
the Suitelicense, he or shewill not be downgraded to aStandAlonelicense
at any time. Only upon releasing the Suite license will the user be eligible
to use the SandAlone license again.

Defining Suite Metering

You will be defining at least two License Profiles—one for the suite of
applications and one for each standal one application.

1

2
3
4

Create anew License Profile.

Select the Vendor/Suite/Time Restrictions tab.
Click on the Suite Option check box.

Select what sort of suite you are defining:

a If defining asingle application, (i.e., aSandAlone License), select
thefirst option and in the dropdown list, choose the License Profile
that provides the matching suite. If you have not yet defined a
License Profile that represents the Suite, you can select this later.

b If defining the Suite of applications, i.e., the License Profile that
contains all the suite’s application files, select the second option.
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5 Click the Server-based Windows Files tab and enter the appropriate
file(s). In the StandAlone License Profile you will likely have asingle
executable. In the Suite License Profile, you will have at abare
minimum the exact same file(s) defined in the StandAlone License
Profile(s).

Group Tracking: Overview

With Sof Track you can meter and track license use by eDirectory/NDS
Group membership. When you use Sof Track’s Group Tracking option, you

can:
» Track and report license usage by eDirectory/NDS Group membership.

» Divideasingle application’slicenses between different eDirectory/NDS
Groups to ensure availability.

» Scope metering by eDirectory/NDS Group, which can be used to
represent different departments or organizations.
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Group Tracking: How It Works

Select aLicense Profile for editing and click the Groups Tracked tab. By
default, the Groups Tracked listisempty. Thisindicatesthat Sof Track will
meter any user who attempts to use the applications defined. Only group
members’ usage will be metered when you specify one or more
eDirectory/NDS Groupsin the License Profile’s Groups Tracked list. For
accurate metering results of any one specific application, do not use the
same group in more than one License Profile that is defined for that
application.

Users who are not members of the group(s) specified will not be metered
unlessthereisanother License Profilefor the same application(s) that either
has no groups to be tracked or specifies a group to track that includes the
user as a member.

Sof Track’s Group Tracking does not displace Windows file and directory
security.

NOTE: If al License Profiles defined for a specific application include
groups to track, it is possible that a user who is not a member of
any group that is tracked will be able to use the application
without being metered.

Example: Only Allow Group Members Access to an
Application
The example here will show you how to use Group Tracking to allow only

group members access to an application and to deny accessto al non-group
members:

1 Create an eDirectory/NDS Group that includes only those users you
want to allow application access.

2 Create two License Profiles. The first profile will include the
eDirectory/NDS you established earlier. The second profile will be for
all other users, i.e., non-members. Both profiles should define the same
filename(s) to meter.
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3 Inthefirst profile, enter the number of licensesyou own in the
Maximum Concurrent Usersfield. (See page 80.) Next, click the
Groups Tracked tab. Click Add and select the eDirectory/NDS
Group(s) to track.

4 Inthe second profile, after you add the appropriate filename(s), click
Block License. (See page 82.)

5 Thatisall youneedtodo. Now all group memberswill have access, and
non-members will be denied access.

Example: VIP Access

VIP Tracking is simply away of using Sof Track’s Group Tracking feature
to reserve a particular number of licenses for specific users. Senior
executives might, for example, want to always be able to access the
spreadsheet program that tracks budget information.

1 Toensurethat an application is always available to specific users,
follow the example below:

a When you set up the spreadsheet program for metering, create a
special License Profilefor your senior executives. Giveit aunique
name, such as Excel_VIP.

b Select thefilesand path (if required) to meter for the application.

c Select theLocal Group or Groupsthat you want to include in the
VIP group in the License Profile Groups Tracked box.

d SettheMaximum Concurrent Userscount for thefirst licenseto a
number equal to the number of VIP users. For example, if the groups
specified in Group Tracking include atotal of five users, set the
Maximum Concurrent Users count at 5.

2 You can then create a second License Profile, such as Excel_all, for all
the other groups on your network.

a Select thesamefilesto meter asyou selected inthe License Program
for the VIP group.

b Inthe Group Tracking box, select al the Local Groups on the
server except those you specified in the License Profile for VIP
users. You may enter no groups.
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c Setthe Maximum Concurrent Users count to a number equal to
thetotal number of licensesyou own minusthe number you set aside
for VIP users.

When you set up License Profiles as described in the previous procedure,
your VIP users (asindicated by their group membership) can freely access
Excel at any time, and their usage will be tracked separately.

If youwant to make Excel freely availableto your VIP usersbut do not want
or need to track their usage, simply create only one License Profile that
contains all user groups except those in the VIP group. Once you create a
License Profilefor an application, Sof Track will not meter or track users not
included in a License Profile tracked group. To keep license usage within
legal limits, deduct the number of VIP users from the Maximum
Concurrent User s count when you definethe License Profilefor therest of
your users. You may also define VIP usersin the Usersto Exclude from
Metering list.

NOTE: You can set aside more than one group of VIP usersfor an
application. Simply set up additional License Profiles.

Global Licensing: Overview

Figure 5-10
=9

With Sof Track you have the ability to share licenses between Windows-
based servershosting the SSA. You can share up to 65,000 licenses between
an unlimited number of servers. Global licensing operateswith all filetypes
including Server-based Windows Files, Macintosh Files, Files Tracked,
and L ocal Windows Files.

The SSA for NetWare utilizes Novell’s NetWare Core Protocol (NCP) for
sharing of global licenses. The SSAswill only share global licenses with
NetWare serversin the same eDirectory/NDS Tree. The SSA locates other
SSAs by reading eDirectory/NDS to see which other servers have a

Sof Track token installed.
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IMPORTANT: If the Allow Overflow option is used within a Globally

defined License Profile, the sharing of licenses will not
take place on that server because there will be an infinite
pool of licenses available; therefore, the particular server
will never be out of licenses. Even if the Allow Overflow
option is used, Global License Reporting will still work
correctly. See page 82.

Global Licensing: How It Works

Sof Track’s Global Licensing allows you to share licenses between servers.
What follows is a short theory of operation:

92

A user attemptsto use an application tracked by aLicense Profilethat has
been marked asa Global License, and al licenses are currently in use.
In other words, the Maximum Concurrent Users count has been
reached.

The SSA begins the process of seeking an available license. The user’s
usage is blocked (because there are no licenses); however, if queuing is
enabled, the user will be queued. It is highly recommended that you
defineaQueueHold Timefor every License Profile marked asaGlobal
License.

The SSA will contact the other servers hosting the same named Global
License Profile to seek an available license. If oneisfound, it will be
moved from the other server to the current server. This movement results
in the Maximum Concurrent Users count being reduced by one at the
server with afreelicense and increased at the recipient server. Oncethis
transfer is completed, the user will, if queued, be notified that the license
isavailable for hisor her immediate use. This entire process can take
from 15 seconds to 5 minutes, depending on the size and configuration
of the network.

The Minimum Concurrent Users count field, available only to Global
License Profiles, is used to ensure the specified amount of licenses
remain on the selected server. Note that in the above step, when alicense
isacquired from another server, it is actually moved to the destination
server. Therefor, if Server A had 10 licenses and Server B had 5, and
Server B requested alicense from Server A that was granted, you would
find that Server A now has 9 licenses and Server B has 6 licenses. The
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Minimum Concurrent Userscount field is used to set afloor to ensure
that the specified number of licensesis always located on the selected
server.

* If nolicenseisimmediately available, the user remains queued until a
license becomes available. A license becomes free when another user on
the same server relinquishes their use of the license. The SSA will not
continue to seek a license from other servers unless the Early Global
License Request License Profile option is selected. Thisoptionisfound
under the Global Licensing Sharing tab within the License Profile.

NOTE: The user isnot required to be connected to the other server where
the licenseis moved from. The exchange is automatically handled
between the SSAs at each server and requires no user
intervention.

Global Licensing: Defining a Global License Profile

1 Ensurethe SSA isstarted on each server whereyou will define aGlobal
License Profile.

2 Definealicense Profile at each server using the exact same name for
each License Profile at each server. Only the License Profile name must
be exactly the same (unless using the Global Passwor d); the other
details such asfiles, user counts, etc., do not have to match.

The optional Global Password is available in case you want to make
sure your Global License Profiles are shared only on the serversyou
want. For instance, if another department is using Sof Track, thereis
nothing that prevents them from using the same names for their Global
License Profiles, so to prevent inadvertent license sharing between your
department and theirs, use the Global Passwor d option. When you use
the Global Password option, you define a password that must be the
same on all the serversfor the same named Global License Profile. The
password is encrypted and verified between servers hosting the Global
License Profile before sharing licenses. At no time will auser be
regquested to verify this Global Password; it is strictly used between
Sof Track’s SSAs for purposes of verifying the validity of the license
exchange.
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NOTE: You can use the Replicate License Profiles option found under
the Administration menu within SOFTRACK . EXE t0 assist in
creating the same named License Profile on multiple servers.

3 Click the Global License check box in the License Profile to enable it
for global licensing.

4  Set the Minimum Concurrent User s count. It can beO.

5 Setthe Queue Hold Timeto ensure that, if blocked, the user will be
made aware when a license has become available for them.

Global Licensing: Options

Setting Maximum Concurrent Users Count for Global
Licenses

Sof Track’s Global License option balances license usage between servers
based on the number of licenses you specify in the Maximum and
Minimum Concurrent Usersfields. Initially you might evenly divide your
total number of licenses owned across your servers. For example, if you
have 500 licenses to share among five servers, you could define 100 in the
Maximum Concurrent Usersfield of the License Profile for each server.
You could also define al 500 on one server and the rest with zero. The
numbersyou initially define at each server are your choice. When Sof Track
balances license usage between servers, it is actually moving the licenses
between the servers.

If any server goes down or becomes otherwise unavailable, the remaining
servers will be able to continue enforcing their Maximum Concurrent
User s counts, since those counts have been balanced and as such represent
the typical licensing needs of those specific servers. However, when the
missing server rejoins the network, full license movement (balancing) will
automatically resume.

It is possible for the Maximum Concurrent User s value to be zero.

Over time, as licenses are shared among your servers, Sof Track actually
moves licensesto bal ance them between servers, and the number of licenses
at each server changes. Thus, assuming you specified a M aximum
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Concurrent Users count of 100 at each server as suggested above, in a
month’s time you may find that the servers have the following number of
licenses: 50, 201, 167, 35, and 47. In total there are still 500 licenses, but
Sof Track has balanced them to better fit the needs of each server.
Remember, it isentirely possible for a server to have O (zero) licenses asits
Maximum Concurrent Users count.

NOTE: Excessive license movements will indicate that there are too few
licenses to service the network’s users efficiently. Also of note,
the actual movement of licenses between serversis not recorded.
For any specific Global License, you can usethe Global License-
Online View option available within SOFTRACK . EXE under
Reportsto view the current Maximum Concurrent User s count
at each server.

Setting Minimum Concurrent Users Count for Global
Licenses

Sof Track’s Global Licensing option givesyou the ability to reserve licenses
on a specific server. To ensure that a set number of licenses always remain
on a selected server, use the Minimum Concurrent Usersfield. If you
specify avalue of zero, the Maximum Concurrent Users count can
become zero as well. This possibility is described in the preceding section.
If you specify avalue greater than zero for the Minimum Concurrent
Usersfield, that number of licenses will aways remain on the selected
server, i.e., they will never be transferred to another server. Keep in mind
that users on servers without an available license will be subject to aslight
delay while Sof Track searches for an available license on another server.

Setting Early Global License Request for Global Licenses

Sof Track’s Global Licensing allows you to predictively move licenses
between serversto anticipate your users needs. Ordinarily Sof Track will
wait until al licenses on a server are exhausted before requesting a license
from another server. The Early Global License Request option lets you
select at what point a license should be requested from another server. A
license will be requested when the number of free (i.e., available) licenses
on aserver isreduced to the number specified in the Request new License
before current Maximum field.
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NOTE: To avoid excessive licensing movement, we recommend that you
set thisvalueto 1.

To access this option, click the Global License Sharing tab when editing
the License Profile.

Setting Queue Hold Time for Global Licenses

We highly recommend the use of the Queued Hold Time option for Global
Licenses. By choosing this option you ensure that any user who has their
access denied due to insufficient licenses will be notified when alicense
becomes available. Further, the license will be exclusively held for the
number of minutes you indicate in the Queue Hold Time. If, after
notification of the license being available, the user does not begin use of the
license (i.e., being use of the application guarded by the license) within the
Queue Hold Time, the next user in the queue will be notified. When there
are no further users to notify, the license will become available to the next
user who requestsits use.

NOTE: The queue holdsup to 8 users. If aninth user is denied access, that
user will not be queued and must try again later.

Hereis an example of what the user will experience:
1 User Joseph attemptsto open ametered application for which thereisno
license available.

2 Theuser Joseph will receive amessage, Request for License
<name of License Profile> has been queued.

At this point Joseph will not have access to the guarded application.

3 Later, when alicense becomes available and if Josephisstill logged in,
he will receive amessage stating License <name of License
Profile> is being held until <time where time is the
current time plus the number of minutes you specified
in the Queue Hold Times>.

NOTE: The messages the user receives can be customized. See page 107.
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Implementing License Profile Definitions

When you are finished defining the License Profile, click OK in the lower
right corner of the License Profile screen. Noticethereisno Cancel button;
each update you make isimplemented immediately. After you click OK,
you will be returned to the list of License Profiles window where you will
notice that each profile defined has one of two symbols:

» =® indicatesthe License Profileis globally enabled (see page 93)
» = indicatesthe License Profileis not globally enabled

Normally when you click OK, you will also receive a popup message
indicating whether the SSA has been refreshed or not. The term refreshed
indicates the SSA has been directed to rescan and update its internal
processeswith themodified License Profile definitions. If you do not seethe
Refreshed message, or you just want to make sure, you can always click the
Refresh SSA button in the toolbar of SOFTRACK . EXE.

NOTE: Because Sof Track’s License Profile definitions are stored in
eDirectory/NDS, it is possible that the replica hosting the
Sof Track OU may take more than a few minutes to become fully
updated with your changes. If you added a new License Profile,
check the Sof Track Status screen at the NetWare server. In its
upper right corner, you will see anotation of how many Profilesit
recognizes (see figure below). If this count does not match,
chances are eDirectory/NDS has not yet finished updating. Our
suggested isto retry the Refresh SSA button in 5 minutes. If this
condition persists, we suggest using DSREPAIR to check that
status of the replica hosting the Sof Track OU on that NetWare
server.
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Figure 5-11
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When License Profile Changes Take Effect
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The options you set in aLicense Profile, whether in anew License Profile
or as changes to an existing profile, take effect as soon as the SSA is
refreshed (see above). Metering of the application(s) defined by the License
Profile will take place for all usages that begin after the SSA has been
refreshed. Asaresult, if auser is already using the metered application at
the time its filename is added to the License Profile, he or she will not be
metered until the next time he or she opens the application.

If you manually decrease the Maximum Concurrent Users count, any
currently active users may not have their activity properly recorded. Thisis
not a concern when the Maximum Concurrent Users count is
automatically reduced by Global License activity. See page 92.

If you STOP and RESTART the SSA while usersare actively using metered
applications, you will probably notice that metering becomes inaccurate
until the next time the userslog in to the server hosting the SSA.

NOTE: Our recommendation isthat you edit License Profiles that have
active users at atime when the number of active usersislow.
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When License Usage Data is Updated

For each use of ametered application, Sof Track createsasingle entry in the
METER.LOG file. For moreinformation, see Chapter 7. Thisentry iscreated
when the use of the metered application has been completed. Thus, if you
try to generate ametering report at 10 a.m., you will not see any activity for
the current day unless users have already exited the metered application(s).
To view current metering activity, use one of the methods defined in the
following section.

Monitoring Active License Use

Sof Track provides two applications for monitoring active license use. The
firstissOFTRACK . EXE. After openingit, select Licenses, select the desired
License Profile, and click Active Users. The Active Users window opens.

Figure 5-12
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¥ SofTrack License Activity Monitor

The second application you can use to monitor active license useis
STUSER.EXE. STUSER isfully detailed in Chapter 10.

Figure 5-13
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SOFTRACK . EXE providestwo additional administrative monitoring features
that STUSER does not. Thefirst isfound by clicking the Queued Users
button in the License Profile window. This option will display thelist of
users who have been temporarily denied access to the metered application
and are waiting to be notified that alicenseis available. Thelist of Queued
Usersisauto-refreshed every 10 seconds. The second isthe M essageto All
button in the License Profile window. This option will prompt you for a
message to deliver to the current License Profile’'s active users.
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Checking Licenses In and Out for Offline Use: Overview

Thisfeature alows administrators to check licenses out to users using local
copies of applications when disconnected from the network. By checking
out the license for the offline use, your license use remains in compliance.
Thisfeatureis mostly used by users with laptops who will be using metered
applications while they are away from the office. If the user will be using a
locally installed application and will remain connected to the network, we
suggest using the Sof Track LWA instead (see Chapter 3). Refer to each
application’s license agreement for specific details on how applications
stored on local hard drives are to be metered/licensed.

Checking Licenses Out for Offline Use: How It Works

As an administrator, open SOFTRACK . EXE and select the desired License
Profile. Next, click the Active User s button. The following screen appears.

Figure 5-14
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Click Insert. The following screen appears.

Figure 5-15
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Select the desired users to check out.

NOTE: The SSA must be active and the desired user must be currently
logged in to that server in order to appear in the list for selection.

NOTE: Whenever a user checkout occurs, the actual M aximum
Concurrent User scount for the License Profileisreduced by one
(1), except when the License Profileis set to Allow Overflow. If
the License Profileis set to Block License, then no checkout can
occur. Finaly, Time Restrictions are ignored for checked out

usage.
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Checking Licenses In from Offline Use: How It Works

As an administrator, open SOFTRACK . EXE and select the desired License
Profile. Next, click the Active User s button. The following screen appears:

Figure 5-16
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Select the desired user to check in and click Delete. The user’s license will
be checked back in.

NOTE: The SSA must be active for the list of checkout users to appear.
NOTE: Whenever auser checkin occurs, the actual Maximum
Concurrent Users count for the License Profile is incremented

by one (1) except when the License Profileis set to Allow
Overflow.
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Chapter 6 Administrative Options

Starting SOFTRACK.EXE

The sorFTRACK . EXE Administrator tool isthe central tool to configure and
report Sof Track usage. SOFTRACK . EXE can be run from any Windows
desktop that has network access to the server(s) to manage.

When starting SOFTRACK . EXE, You can select from the following methods:

1 SOFTRACK /NW “servername”
The /nw command line option will direct SOFTRACK . EXE to attempt to
connect to the selected server.

2 SOFTRACK

This option specifies no command line option. The default NetWare
Server will be the current server. To select another server, click the
Server toolbar button:

Figure 6-1
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Backing Up SofTrack License Profile
Definitions and Activity Data

To back up/archive Sof Track’s License Profile Definitions:

1 Open SOFTRACK.EXE.

2 Change to the NetWare Server to back up.

3 Click the Profiles toolbar button.

4 Saveto afile of your choice.

To back up/archive Sof Track’s Metering Activity Data:

» Back upwith WinZip or other archiving utility the contents, including all
subdirectories, of the directory selected to be the METER . LOG path.

Administrative Options

106

The balance of this chapter will discuss the options that appear under the
Administration menu of SOFTRACK . EXE.

Figure 6-2
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Customize License Messages

Customizing License Messages: Overview

Sof Track includes several default messages that are sent to usersto inform
them of various actions that Sof Track is performing. For instance, a user
who isbeing denied accessto alicense will receive amessage to that effect.
There are several reasons for customizing Sof Track’s messages, including
providing text for non-English speaking users.

Sof Track message customization is per Sof Track Server Agent and not per
License Profile; that is, if you customize the “you have been denied access’
message, that is the message userswill receive regardless of which License
Profile’sfiles are being denied access. Sof Track does not provide a
mechanism for customizing messages on aLicense Profile level.

Sof Track’s messages are sent to the user desktops via Novell’s Client32 as
popup Messages.
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Customizing License Messages: How
1 Open SOFTRACK.EXE.
2 Select Administration | Customize License M essages.
The following window appears.

Figure 6-3
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3 Edit the messages asrequired and click OK. The changesyou make are
only implemented on the current server. To edit messages on other
servers, usethe Server menu option to change to another server and edit
the messages on that server.

4 The Restore Default button replaces the selected text with the default
Sof Track message.
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Users to Notify of Significant License Usage

Users to Notify of Significant License Usage: Overview

Sof Track provides usage alertsthat assist in proactive management of your
License Profiles. Sof Track can be configured to notify selected users.
Specifically, Sof Track includes three alert levels for license usage: 90% of
maximum, 100% usage, and overflow (i.e., maximum + 1).

Sof Track alerts are per Sof Track Server Agent and not per License Profile.

Sof Track’s alert messages are sent to the administrator desktops via
Novell’s Client32 as popup messages.

Users to Notify of Significant License Usage: How

1 Open SOFTRACK.EXE.
2 Select Administration | Usersto Notify of Significant License Usage.

The following window appears.

Figure 6-4

Users To Motify E

Uszers To Matify of Significant Licenze Usage:

Craig.isw
5 Lancel

=
s

Delete

Help

X Matify at Overflow

Prefix: I

[ Maotify at 1003%
Prefix: I
[ Matify at 90%
Prefix: I
3 Click Insert and add the names of individuals to be notified. You can
include as many users as you require.
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4 Click the Notification Level(s) to include.

5 Youcanadd atext prefix of up to ten characterstothealerts. Thisoption
wasoriginally intended for automated software or devicesthat would be
receiving alertsinstead of actual users, and the prefix was used to trigger
specific actionsin the automated software or device.

Set METER.LOG Path

Set METER.LOG Path: Overview

Besureto review “Preparations for Defining a License Profile’” on page 57.

TheMETER . LOG file isthe repository of Sof Track’s metering activity for
that server. Sof Track’s Reporting options rely on the data stored in the
METER. * files(METER.001, METER. 002, €fC.) to generate metering
activity reports. The default path is sys : sysTEM on the NetWare server
hosting the SOFTRACK . NLM.

Entries are added to METER . L.OG by the Sof Track Server Agent upon the
completion of ametering event, that is, once the user has entirely exited the
metered application. Metering events of less than 30 seconds are not
recorded. Therefore, launching and exiting an application in less than 30
seconds will not result in a metering event being recorded. However, if the
application is defined to have its usage blocked, its usage will be blocked
immediately, not after 30 seconds. The

30-second window exists to prevent undesirable metering events, such as
virus scans or other nonproductive application use, from being tracked. On
average, each metering event record is approximately 60 bytesin length.

Set METER.LOG Path: How

Open soFTRACK . EXE and select Administration | Set METER.LOG
Path.

* Thedefault pathissys: SYSTEM.
» |f the path is erased, no metering event data will be recorded.
* Do not specify adrive letter in the path (i.e., C:\).
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Set METER.LOG Archive Rate

Set METER.LOG Archive Rate: Overview

Unchecked, the METER . LoG file will grow without limitation. The larger
the METER . LOG becomes, the longer it can take to provide reports. The
Sof Track Server Agent can be configured to automatically archive the
METER . LOG file at a defined interval.

Figure 6-5

Set METER.LOG Archive Rate E
C Archive METER.LOG every IU days.

O Archive METER.LOG every ISunday J at Imidnight J

@ Archive METER.LOG on the following days of the morth:
I B J I néa J I néa J I néa J I néa J
[2pm x| midvight = midviaht = midviaht =] micicht =]

O Never &ichive METER.LOG
Hob

Archiving of METER . LOG is accomplished by renaming it to METER. 001,
METER. 002, etc. After it isrenamed, a new one will be created
automatically the next time a metering event occurs.

The Archive optionisonly for theMETER . LOG file. No other datafilesused
by the Sof Track Server Agent will be archived. Other filesinclude the
LOCALUNR.LOG (Seepage 182) and TIMEKEEP.CSV (See page 181).

The Sof Track reporting utilities, SOFTRACK . EXE and SOFTDRPT . EXE, can
be set to read only one METER . L.OG file (i.e.,, METER. 001, METER. 002,
etc.) or toread all METER . * files. For SOFTRACK . EXE, thisability isfound
under the Reports menu item. Select Current Log File: to set. For
SOFTDRPT . EXE, this ability isviaits command line interface, whichis
further described on page 179.
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Set METER.LOG Archive Rate: How
Open soFTRACK . EXE and select Administration | Set METER.LOG
Archive Rate.
The Archive Rate can be set to one of the following options:

» Archive METER . LOG every [abc| days.
* Archive METER . LOG every [day of week] at [specific hour].

» Archive METER . LOG on the following days and specific hour of the
month.

* Never Archive METER.LOG.

Replicate License Profiles

Replicate License Profiles: Overview

In multiple server environments, often one server’s License Profile
definitionsaresimilar to or exactly the same asthose on other servers. When
the SSA isused in amultiple server environment, you can usethe Replicate
License Profiles option to copy selected License Profile definitions from
one server to others. The replication of License Profiles takes place only at
your direction.

Replicate License Profiles: How

Open sOFTRACK . EXE and select Administration | Replicate License
Profiles.

Thelist of current License Profilesisfound on the left and the domains and
servers you can copy to on the right. When you click adomain, it is
automatically searched and replaced with the list of serversin that domain.
Serversyou are currently authenticated to will appear with a“key” in the
icon, as seen below.
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Figure 6-6
License Profile Replicator on Server QUEST E
Select License Profiles To Replicate: Select Recipient Servers:
1 ANOTHER_was 2l ok | +Search far Nefware Servers using TCP/IP
E s ELIl EvEBALL
] FT_CAlC Niw/51
=19 GLOBAL_BOY Q-BERTNT
] LOCAL_CALC SALSA
5] NOTEPAD_LOCAL SHARKFIN
E uu
o e
] TEST
AT Hel
1wt ~

Defaul: Replicate to all selected Servers, ovenwriting any existing.

O Only Replicate to Servers that alieady have same name License Profile

O Only Replicate to Servers that DO NOT already have same name License Profile

‘ [ Confim before avenwriting any same name License Profile [T Use'WaN delay

Login M ame: I

Password: I

You may select specific License Profiles to be copied and as many
destination servers as required.

If you click on the To NT... button, you will be presented with alist of
Windows NT/2000/2000 domains and serversto select from for replication.

TheUse WAN delay option addsextraerror checking to help thereplication
in environments that utilize slow WAN links.

Migrate SofTrack from Bindery Context to NDS

Thisoption will copy al SofTrack objects from the Bindery Context of a
NetWare 4, 5, or 6-based server to the Sof Track Organizational Unit for the
current server. Sof Track objects in the Bindery Context are there from a
NetWare 3-based installation of Sof Track that was upgraded to
eDirectory/NDS.

The migration occurs without confirmation.
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Delete SofTrack from Bindery Context

Upon confirmation, this option will DELETE ALL SofTrack Objects from
the Bindery Context of a NetWare 4, 5, or 6-based server. Thisoption is
NOT available for NetWare 3-based servers.

Users Required to Load Local Windows Metering Module

Users Required to Load Local Windows Metering Module:
Overview

This opti on' is used to establish which users must have the Sof Track Local
Workstation Metering Agent (LWA) (see Chapter 3) installed. Initialy no

usersarerequired to load the LWA. Usersyou definewill not be checked for
violation until their next logon to the server. Thismeansif the user islogged
in at the time you place them in the list of users required to load the LWA,
they will not be checked for aviolation until their next logon.

Because the LWA can only be defined to report to asingle server, be sureto
define the list of users required to load the LWA on the server that is

designated by LWA.. Therefore, you would not define the same user on two
different servers, since the LWA will only report to one server, and the other
will not know the LWA isloaded since the LWA never reportsto that server.

The users you select must have the LWA loaded by the time the Grace
Period elapses. The Grace Period beginsthe moment the user logsinto the
NetWare server hosting the SSA.

The Grace Period defaultsto 10 minutesafter login. It isrecommended that
this value remain larger than 5 minutes to provide time for initial
workstation setup. See Figure 6-9.

1. Local Windows Metering Modul e was the previous name for the Local Workstation
Agent.
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If the LWA isnot loaded, aviolation is created upon the expiration of the
Grace Period.
There are three options that can be exercised upon aviolation.

1 Usersto Notify (see page 109) will receive a NetWare popup message

stating:
Figure 6-7
Novell.
Message Text | Mumber | Time First Received | Sending Server |
Con[39] {AUEST LocalMeter Absent 2 E/15/07 5:52:35 AM QUEST

Full Message:

Meszage from server QUEST:
Received Friday, June 15, 2007 5:52:35 AM {2 of these messages received):

Con[39] {OUEST HLocalMeter Absent

Meszage Mumber
LClear I [S[ean A | Eeply... | IT
The format indicates:

Connection Number X on Server Y does not havethe Loca Workstation
Metering agent loaded.
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2 Theuser in violation will be warned with:

Figure 6-8
# Nefware Message Popup E
Novell.
Meszage Test Mumber | Time First Received | Sending Server |
:Error 451: SofTrack Local Windows Mod... 3 E/B/2007 10:14:06..  GQUEST

Full Message:

Meszage from server QUEST:
Received Tuesday, June 5, 2007 10:14:05 AM {2 of these messages received):

Error 451: SofTrack Local Windows Module NOT Loaded.

’—I Meszage Mumber
Clear [S[ean A | Etepli.. | l—
- = = 1of1

The error code 451 is an indicator for you and your helpdesk staff. If a
user callsinwith an “error 451", that can used to help identify the
problem.

3 Theuser inviolation will have their connection to the NetWare server
terminated. However, due to the operation of Novell’s Client32, the
connection will likely be immediately reestablished. This option was
created circa 1993 when the client did not automatically reconnect a
terminated session and the user was | eft disconnected.
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Users Required to Load Local Windows Metering Module:

How

Open soFTRACK . EXE and select Administration and Users Required to
Load Local Windows Metering Modulel.

To add new users, click Insert. Inthe selection list you may select multiple
usersfor insertion. Once sel ected, users must log out and log in again before
they will be required to load the LWA.

To remove users, select the users to remove and click Delete.

Enter the Grace Period value and select the check box options you require.

Figure 6-9
Users Aequired to Load Local Windows Metering Module E

Uszers Required to Load Local ‘Windows kMetering Module:
Grace Period before Yiolation Action: ID mirutes.
rAwvailable Violation Actions:

[ Matify Users defined under Sigrificant License Usage

™ wham User of Vinlation OI

[T Discormect User from Server g—r&

1. Thiswasthe previous name for the Local Workstation Agent and may still exist else-
where in the user interface.
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Users to Exclude from Metering

Users to Exclude from Metering: Overview

This option allows you to designate users on the network to exclude from
metering. Some entities on the network can skew Sof Track’s metering
reports. Tape backup utilities, for example, can appear to be using ametered
application during backup. Asaresult, such utilities could be denied access
to productsfor which nolicenseisavailable. Also, your usage reportswould
include the backup users along with real users.

NOTE: All user accounts used by backup products should be excluded
from metering.

Users to Exclude from Metering: How
To prevent these non-users from being metered:

1 Open SOFTRACK.EXE.

2 Select Administration | Usersto Exclude from Metering.
3 Inthediaog that appears, click I nsert.

4 Inthe next dialog, choose the accounts you want to exclude.

You may also select Organizational Units (OUs) to exclude. Any object
defined within the OUs that you select for exclusion will also be
excluded from metering.

NOTE: Only those accounts that have logged in while the SSA was active
are available.

Click OK to insert the chosen accounts.
5 Click OK to save your changes.

Userswill be excluded from metering beginning the next time they log
in. If the userslogged in when added to the exclude list, they must log
out and log in again to be properly recognized as being on the exclude
list.
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Token Maintenance

Token Maintenance:; Overview

Sof Track’s usage rights are governed by the token you purchase. For

Sof Track to recognize your token, you must install it on the server(s) it was
purchased for, where the Sof Track Server Agent (SSA) isor will bein use.
The SSA does not need to be activeto install or remove the token(s). If you
have previoudly installed an evaluation token, it will automatically be
removed once it expires.

The Sof Track Token only determines how the SSA performs. Maintenance
of the Sof Track Token does not affect or in any way modify the activity data
Sof Track has recorded. Likewise, maintenance of the Sof Track Token will
not affect your License Profiles or any other definitions you have
established.

The SofTrack Token isinstalled in the [Root] object of your
eDirectory/NDS Tree. Therefore, when installing the Sof Track Token, you
must be logged in with an account that has sufficient privilegesto [Root].

TIP: You can copy the Token file (* . TKN) to SYS : SYSTEM of the NetWare
server, and it will be automatically recognized by the Sof Track Server
Agent (v6.20d and later). But, if you do this, be sure to install the
Token viathisinterface. Installation via SOFTRACK . EXE iSimportant
for Global Licensing (see“Global Licensing: Overview” on page 91).
The Sof Track Server Agent determines which NetWare servers are to
beincluded in Global License sharing by identifying the NetWare
servers where a Sof Track Token has been installed via
SOFTRACK . EXE.

SofTrack Administrator Guide for NetWare 119



Administrative Options

Token Maintenance: How
1 Open SOFTRACK.EXE.
2 Select Administration | Token Maintenance.

If thisisthefirst timeyou areinstalling the Sof Track token, you will see
ascreen similar to the following.

Figure 6-10

,;:'So[Tlack End User License Agreement [ x]

Fleaze carefully read the following:
[INTEGRITY SOFT'ARE LICENSE AGREEMEMT FOR SOFTRACK SOFTWARE -

THIS SOFTWARE 1S LICENSED, NOT SOLD, AND AVAILABLE FOR USE ONLY UNDER THE
TERMS OF THIS LICENSE AGREEMENT. PLEASE READ THIS LEGAL AGREEMENT
CAREFULLY. INTEGRITY SOFTWARE WILL OMLY LICENSE THE SOFTWARE PROVIDED
'+/TH THIS AGREEMENT TO %0OU IF ¥0OU FIRST ACCEPT THE TERMS OF THIS AGREEMENT.
REGARDLESS OF HOW 0OU ACQUIRE THE SOFTWARE [ELECTROMICALLY, PRELOADED,
ON MEDIA OR OTHERWISE), USE OF THE SOFTWARE CONSTITUTES YOUR ACCEPTANCE
OF THESE TERMS.

Integrity Software, Inc. [“Integrity'’] grants you a nonexclusive, nontransferable licenze under the
terms stated below to the Software in the country in which you acquire it

1. Licenze Grant. Thiz license agreement is your proof of licenze to use the Software and

muszt be retained by vou. Integrity Software, Inc. [VIntegrity”] grants to you [sither as an individual or
entity] a personal, nonvtransferable, and non-exclusive object code only license to use the copy of the
object code version of the Integrity software accompanying this license [the "Software'] by [i]

installing the Software on one server, [i] running the install program to create the number of remote

uzer copies and associated uger 107 for which vou have a paid-up license, [ii] loading such remote

uger copies and uzer |0z on remote personal computers, and [iv] making backup or archival copies. LI

[T | accept this agreement | Do Mot Accept I | Accept I

This screen must be accepted to install a Sof Track Token. The full contents
of the Sof Track End User License Agreement (EULA) islocated on page iii
of thismanual.

You will only be prompted once to accept the EULA. You will be prompted
to accept the EULA again if you engage in Token Maintenance on a
different workstation and SOFTRACK . EXE isbeing runfrom alocal driveon
that workstation.
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Once accepted, the following screen will appear:
Figure 6-11

SofTrack Token Maintenance for Netware Server QUEST E
Currently Installed Tokens: | 1] 4 I

Token Type | Expiration
ESD[TIaCk for 10 Workstations in HDS Tree [ibm_tree]. | Maintenance current until May

Remove
1] | » Token

Select Token to Install:

=) A
=D B\
- A
-G DA
= ExA |
-3 FA
B2 G\
-G HoA
CREC N R - [Install Token

| v

1.1

The above figure indicates that atoken isalready installed. Theinstalled
tokens listed will be al the tokens that have been installed for the current
server. Remember, the Sof Track Server Agent does not need to be active to
perform token maintenance.

To install your token, open the appropriate directory path and click Install
Token.

Typically, you would only remove atoken if it is expired.

To verify the Sof Track Server Agent recognizes the token(s) you have
installed, use the Ver sion toolbar button on the main screen of
SOFTRACK . EXE.

NOTE: The Version toolbar button is only useful when the SSA is active.

Figure 6-12
=] £

o [ )
Refresh

554 Wersion
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If the Sof Track Server Agent was just loaded, you may see the following.
Figure 6-13

@ SofTrack(R] Software Metering LM v6.23b
temory In Use: BE7.B583 bytes
Loaded: Jun 06, 2007, 09:154M

<MLM iz initializing:

Otherwise, the following will appear.

Figure 6-14

@ SofTrack(R] Software Metering LM v6.23b
temory In Use: 865,805 bytes
Loaded: Jun 06, 2007, 09:154M

Tokens Installed: 10

NOTE: If the SOFTRACK.NLM in useis prior to v6.23a, the Tokens
Installed line will not appear.

License Managers

License Managers: Overview

Use of Sof Track’s Administrator interface, SOFTRACK . EXE, requires
supervisory eDirectory/NDS privilegesto the Sof Track OU (page 19).
When the user of SOFTRACK . EXE does not have such privileges, the
management options of SOFTRACK . EXE Will be grayed/disabled.

There are two ways to allow such users the ability to manage with
SOFTRACK . EXE. Thefirst isto use NWADMIN, ConsoleOne, iManage, or
other utility to assign the user sufficient privilegesto the Sof Track OU. The
second is to establish the user as a Sof Track License M anager.
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Sof Track License Managers can modify all Sof Track definitions on the
NetWare server they have been assigned to manage. The only exception is
that the License Manager cannot establish other License Managers. The
users you assign to be License Managers must have READ accessto the
Sof Track OU. The License Manager assignment does not convey any file
system rights. Therefore, if the License Manager user will need to create
reports, you will need to assign appropriate file system rights to their
eDirectory/NDS login account via another means. At aminimum, you must
assign READ and WRITE file system privileges to the METER . LOG path.

The License Manager function is only available when the Sof Track Server
Agent (SSA) is active. The License Manager function routes all Sof Track
management requests to the SSA, and the SSA will perform the request on
behalf of the user. Remember, the user account that isbeing used as License
Manager must have ordinary READ access to the Sof Track OU.

License Managers: How
To designate usersto be License Managers:
1 Open SOFTRACK.EXE.
2 Select Administration | License Managers
3 Fromthe License Manager s window, click Insert.
The Select Userslist box appears.

4 Click the names of usersto designate as License Managers (you can
select any number) and click OK to insert the chosen users.

NOTE: Only those usersthat have logged in to the server while the
Sof Track Server Agent is active appear inthelist.

5 Click OK to save your changes.
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SofTrack Server Agent Version

SofTrack Server Agent Version: How

Open soFTRACK . EXE and select Administration | Sof Track Server
Agent Version. You may also access the Version information via the
Version toolbar button on the main SOFTRACK . EXE SCreen.

Figure 6-15

@ SofTrack(R) Software Metering MLM +6.23h
temory In Use: 865,805 bytes
Loaded: Jun 06, 2007, 09:154M

Tokens Installed: 10

The Version information shown includes the current amount of memory
being used as well as the date and time the Agent was started.

If your Agent'sversion is 6.23a or later, you will also see the Tokens
Installed line. Thisline indicates how many Sof Track Tokens the Agent
currently recognizes. If the SSA isin Evaluation Mode, it will be noted.

Once you click OK, you will be presented with the following option:

Figure 6-16

SofTrack on HetWare Server QUEST E

@ List current in-use conhections for this server?
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SofTrack Server Agent Version: In-Use Connections
Click OK (onthe screen shown above), and ascreen similar to thefollowing

will appear:
Figure 6-17
SofTrack on HetWare Server QUEST E

In use connections:
Mary.ves 37 [R] L] [C] ak
adrnir, izw 32 [R]
Craig.izw 47 [R]
M ark. izw 14 [R]
Steve.izw 43 [R] L] [C]
Werm.isw Ll [R] L] 5] IC]
SofTrack Licenses In Use: B [F] = Has Requested a License

[L 1= Has Loaded Local Agent:

[5]= Has Loaded Local Agent: with Server Metering

[C]=Has Loaded the TSE/Citrix Local Agent

Thislist shown here only includes those connections that have:
* Used a server-based file that is metered

OR
» Haveloaded the Sof Track Local Workstation Agent

The first column of data shows the connection’s eDirectory/NDS logon
name.

The second column shows the connection number assigned by the NetWare
Server.

The third column area shows the options associated with the particular
connection.

[R] indicates the connection has requested the user of a metered application

[L] indicates the connection has |oaded the Sof Track Loca Workstation
Agent

[S] indicates the connection has loaded the Sof Track Local Workstation
Agent including the notlocalonly option

[C] indicates the connection is aterminal server and has loaded the
Sof Track Local Workstation Agent
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Immediately below and to the left is an indicator, Sof Track Licensesin
Use. This number indicates how many workstations are utilizing a License
for the use of Sof Track—in other wordsa Sof Track Token. The number here
must be less than or equal to the number of workstations your Sof Track
Token purchase was for. The size of your purchaseisindicated on the prior
screen on the Tokens Installed line. A connection is utilizing a Sof Track
Licenseif it is showing, in the display, any combination of the 4 indicator
options (R, L, S, or C).

SofTrack Server Agent Options

126

SofTrack Server Agent Options: Overview

The Sof Track Server Agent includes several additional configuration
options. These options include configuration of SofTrack’s Audit and
Control functionality that is accomplished viathe Sof Track Local
Workstation Agent.

Figure 6-18

SofTrack on Server QUEST Options E

SofTrack Server Agent and Reporting Options:
™ Do Mot Dispatch Global Licenses

™ Do Mot Check for Ready Global Licenses in History Report Cancel |
™ Block Individual User Reporting - [Germary]

SofTrack Local Workstation Agent Auditing and Control Options:

For "wiorkstation Monitoring and Auditing Report' [stored in WAUDITSCOMPUTER_MAME]

¥ Include all Internet Explorer Browser Access Attempts

¥ Include all &pplication Launch Attempts [whether defined for metering or not)

¥ Include all File Open and Create Attempts

™ Record creation of executable files only - do not record other file creates nor any file opens

Control Options - not recorded

™ Dery Rename and Create requests for all files ending in * EXE or * COM

¥ Black Use of executable files that do not end with = EXE or = COM

[V Block Browsing the Intemet via Internet Explorer
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» Do Not Dispatch Global Licenses

The <default> for thisoptionisto be selected. If cleared, then the current
server will not dispatch or broker Global Licenses between servers. The
current server will participate in Global License sharing and reporting; it
just will not act asahost for the dispatching of global licenses. You might
select this option on serversthat are onthe “dow side” of aWAN link so
that other servers needing to find a global license (so that alicense can
be dispatched to them) will never seek it as a dispatcher.

NOTE: You must have at |east one server that can act as a Global License
dispatcher; otherwise, no global licensing will occur.

* Do Not Check for Ready Global Licensesin History Report

The <default> for this option isto be cleared. If selected,
SOFTRACK . EXE, When using the Global License - Report Summaries
and Graph reporting option discussed in page 172, will not check to see
if the Global Licenses are actually ready for printing/graphing. Instead,
each globally defined License Profile will belisted. Normally (that is, if
thisoptioniscleared), SOFTRACK . EXE Will first make sure each License
Profileisready for printing/graphing before displaying it as being
availablein thelist. The significance here is the amount of time it can
taketo build thelist of License Profilesready for reporting. Beforeusing
this option on your system, we recommend that you first test the default.
If it is quick enough for your purposes, we recommend not using this
option.

» Block Individual User Reporting - [Germany]
When selected, this option will record al application use anonymously;
that is, no usernames will be included. This option was created in 1993
to comply with the then-current German labor laws regarding employee

monitoring. It has been included in the current product so that the option
can be properly unset when required.

SofTrack Administrator Guide for NetWare 127



Administrative Options

* Includeuse of any application not defined for metering

When selected, this option will record all applications used at each
workstation that isactively using the Sof Track Local Workstation Agent.
All applications used will betracked by filename and workstation where
used. Thisoption will not record uses of applicationsthat are defined for
metering (i.e., in the Local Windows Filestab of any License Profile).
See page 72. Reporting for thisoption is available under the Reports
menu option by selecting Discover all applications used that are not
defined for metering by workstations using the L ocal Wor kstation
Agent.

* Includeall Internet Explorer Browser Access Attempts

When selected, this option will direct the Local Workstation Agent (see
Chapter 3) to audit every page access attempted via Microsoft’s Internet
Explorer browser. The access attempts are recorded in afile named after
the submitting workstation, also known as the COMPUTER NAME. This
fileislocated in the Audit subdirectory under the METER . L.OG path. The
file format is comma-separated values (csv). See Chapter 9 for further
details.

NOTE: Recording of all Internet Explorer Browser Access attempts can
produce log files that can approach 1IMB of data per day per
workstation tracked.

* Includeall Application Launch Attempts (whether defined for
metering or not)

When selected, this option will direct the Local Workstation Agent (see
Chapter 3) to audit every application launched via any means. The
application filenameistracked. Tracking here does not include how long
the application wasin use.

This option will only audit those applications the LWA is defined to
track. Specifically, the LWA can be configured to monitor only those
applications launched from local drives or from any device (also known
aSnotlocalonly mode). See Chapter 3 for further details.

This option differs from the “Recor d use of any application...” option
in that this option records all application launches whether or not the
application is specifically defined for metering.
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The application launches are recorded in afile named after the
submitting workstation, also known asthe COMPUTER NAME. Thisfileis
located in the Audit subdirectory under the METER . LOG path. Thefile
format is comma-separated values (csv). See Chapter 9 for further
details.

* Includeall File Open and Create Attempts

When selected, this option will direct the Local Workstation Agent (see
Chapter 3) to audit every file opened and every file created via any
means. Thisincludesfiles opened with modification permission that can
indicate modification of existing files. The filename being opened or
created istracked. If afileisbeing created or opened with modification
privileges, the process name requesting the create operation is included.
And, if thefileisbeing copied, thisis also included.

The file open and create actions are recorded in afile named after the
submitting workstation, also known asthe COMPUTER NAME. Thisfileis
located in the Audit subdirectory under the METER . LOG path. Thefile
format is comma-separated values (csv). See Chapter 9 for further
details.

NOTE: Recording of al file open and file create attempts can produce log
filesthat exceed IMB of data per day per workstation tracked.

» Record creation of executable files only—do not record other file
creates nor any file opens

This sub-option isonly available if Include all File Open and Create
Attemptsis selected. When selected, this sub-option will record only
those file creation and modification events that are attempted for
executablefiles, . Exe and * . com. If this sub-option is|eft cleared,
those events will still be recorded, and additionally, al other file open
and file create events will also be recorded. Because recording of all file
open and create events can generate over IMB of data per day per
workstation and because of the significance of knowing when executable
files are created or modified, we created this sub-option.
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» Deny Rename and Create requestsfor all filesending in * .EXE or
* . COM

When selected, this option will direct the Local Workstation Agent (see
Chapter 3) to deny filerename and file create requestsfor al filesending
in* . EXE and * . coM. Thisdenial isextended to opening of existing files
for modification.

Denialsare not recorded, and the user or process requesting such actions
that are being denied receives standard Windows error messages that
indicatethefileisinaccessible, which hasthe benefit of not alerting users
to the presence of Sof Track. Therefore, users are not aware that their
actions are being specifically denied rather than some other fault.

* Block Use of executablefilesthat do not end with * . EXE or *.coM

When selected, this option will direct the Local Workstation Agent (see
Chapter 3) to deny execution of any file that does not end in the suffix
.EXE or . coM. Generally, thisis only possible on Windows NT, 2000,
XPB, and 2003 workstations/servers.

Denialsare not recorded, and the user or process requesting such actions
that are being denied receives no error at all. The application ssimply will
not start. This has the benefit of not aerting usersto the presence of
Sof Track. Therefore, they are not aware that their actions are being
specifically denied rather than some other fault.

» Block Browsing the Internet via I nternet Explorer

When selected, this option will direct the Local Workstation Agent (see
Chapter 3) to deny any Internet access made via Microsoft’s Internet
Explorer. Only accessesto local files on thelocal machine (127.0.0.1) or
to non-routable TCP/IP addresses are allowed. Non-routable TCP/IP
addresses include:

http://10.0.0.0 through 10.255.255.255
https://10.0.0.0 through 10.255.255.255
http://172.16.0.0 through 172.31.255.255
https://172.16.0.0 through 172.31.255.255
http://192.168.0.0 through 192.168.255.255
https://192.168.0.0 through 192.168.255.255
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Denialsare not recorded, and the user or process requesting such actions
that are being denied receives no error at al. The browser will simply
present ablank page. This has the benefit of not alerting usersto the
presence of Sof Track. Therefore, they are not aware that their actionsare
being specifically denied rather than some other fault.

SofTrack Server Agent Timezone

SofTrack Server Agent Timezone: Overview

Usethisoption to define the host server’stimezone for purposes of defining
the time basis for Global Licensing Reports.

Figure 6-19
SofTrack on Server dude Timezone E
® {Use Predefived Time Zond Mo ]
[ Ameica, [USA), Eastem Time 5:00 Behind =l
) Customize Time Zone
Standard Time Dffzet from UTCIGMT]: 00:00 Hours J
O Time iz Ahead of UTCIGMT] - East of 0 degrees Longitude
@ Time iz Behind of UTC(GMT] - West of 0 degrees Longitude
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Issue Immediate SofTrack Server Update

Issue Immediate SofTrack Server Update: Overview

When you usethisoption or click the Refresh SSA button in thetoolbar, the
Sof Track Server Agent will, if currently active, re-read all Sof Track
definitions you have created. This action ensures that the Sof Track Server
Agent is aware of any changes you have made to any Sof Track definition.
Once refreshed, the following popup message appears.

Figure 6-20

SofTrack on HetWare Server QUEST E

@ The SofTrack Server Agent haz been Refreshed.
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Sof Track’s reporting provides a variety of printed/text-based reports,
including those for metering activity, non-metered application use (see
page 128), timekeeping activity (see page 74), and Quick Inventory (see
Chapter 8). Sof Track’s reporting includes graphical reporting of metering
activity. Sof Track also includes a batch-mode, command-line tool to
produce text-based metering activity reports.

Interactive Reporting of Metering Activity: Overview

Sof Track’s Metering Activity Reports are based on data stored within
METER.LOG and theMETER . * files. The Archive option (see page 111) can
be used to save off older datasets (i.e., METER. 001, METER. 002, €fC.).
Metering Activity isrecorded to METER . LOG upon the completion of the
metering activity. For instance, if you are metering the use of an application
and while you were still using the application try to generate a report
showing its activity, you would see nothing regarding the current use. To
view active use of applications, click the Active User sbuttonin the sel ected
License Profile or use the STUSER utility, which is further described in

Chapter 10.

Sof Track provides the following types of interactive Metering Activity
reports:

» Server-based License Profiles Printed/Text-based
» Server-based License Profiles Graphical

» Server-based License Profiles Active Users

» Global Licenses Printed/Text-based

» Global Licenses Graphical

» Global LicensesActive View
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The term interactive indicates that the report is produced from the
SOFTRACK . EXE interface.

Sof Track provides the following types of batch-mode Metering Activity
reports:

* Server-based License Profile Printed/Text-based
* Server-based License Profile Printed/Text-based: Web-based

The term Batch-Mode indicates that the report is produced from the
command linetool SOFTDRPT . EXE, Which isdescribed later in this chapter.

(See page 179.)

Interactive Reporting of Metering Activity: How

Setting the METER.LOG for Report Generation

All metering activity reports created by SOFTRACK . EXE rely upon the data
stored in the METER . * files. Because of its use in several different areas,
setting which METER . LOG file to useis defined in one place. To set:

Open SOFTRACK . EXE, select Reports| Current log file. Note that the
current selection is noted following the text Current log file.
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When selected, the following window will appear.

Figure 7-1

Select Log File For Reporting [ %]

Select Log File:

METER.0OO Jun B, 2007 3 y
METER.LOG ~ Jun13,2007  [555 bytes]

Lancel |

[~ Report from &l METER.* files

The currently highlighted file does not represent the current selection. The
current selection isfound when you first click on the Reports menu option.
To report from the contents of asingle METER . * file, select it. Otherwise, to
report from all METER. * files, select the Report from All METER.* files
check box at the lower |eft of thewindow. Therefore, only two optionsexist:

* Reporting from all METER. * files
OR

* Reporting from a specific METER.. * file

Once you make your selection, it will be remembered until you exit
SOFTRACK . EXE, except if your selection isto Report from All
METER.* files, it will be remembered each time you run SOFTRACK . EXE
without the need to reselect it each time you run SOFTRACK . EXE.
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Special Note:
Reporting of Metering Activity for the Current Day

When you create a printed or graphical report of metering activity for the
current day, you may notice some discrepancies. Below is an explanation
of what is occurring:

The Printed Reportswill select only completed metering events, that is,
where the user has actually exited the metered application. Because of this,
the maximum concurrent use values shown may not match the report data.
Thisis explained shortly.

The Graphical Reports may provide seemingly different datafor intraday
(i.e., current day) reporting than the printed reports.

What follows explains these discrepancies:

The Maximum Concurrent In-Use value (MAX) shown in the reportsis
actually recorded in every metering activity event written to theMETER . LOG
file and represents the current in-use value. This value indicates:

when this particular user stopped using the metered application the
current in-use value was X (i.e., number of users using the metered
application—including the user who is now exiting the metered application)

Even though the METER . LOG records are not yet complete—that is, the
metering activity showninthePrinted Reportsareonly for completed uses
of the application—anyone still using the application (i.e., an active user, as
shown in the active user listing for the License Profile) will not be in the
printed report yet, but the fact that they are still an active user of the metered
application isreflected in the MA X value shown in the report. For instance,
the Printed Report shows 10 uses, but the Graphical Report shows a
MAX of 33. This discrepancy indicates that alarge number of usersisstill
activein the metered application and, as such, their record of use hasnot yet
been written to the METER . LOG file.

Therefore, it is entirely possible to have aMAX vaue greater than the
number of executions shown in the report, for the reason that there are
severa active executions not yet accounted for in the METER . L.OG file.
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Step by step, here iswhat occurs:

» Each time a metered application’s use is initiated, the user becomes an
active user of the application.

» At thispoint, thereis no record of their usein the METER . LOG fil€;
therefore, their specific use will not yet appear in the Printed Report.

» Each time a user exits the usage of a metered application, an entry is
written to the METER . LOG file.

* Included in that record isaMAX value (explained above).

» Usersactively using the metered application have not yet been accounted
for inthe METER . L.OG file. Use STUSER (see Chapter 10) or
SOFTRACK . EXE (See page 169) to view the metered application’s
currently active users.

Our suggestion to avoid this discrepancy isto wait until atime when
everyoneisout of the metered application.

Server-Based License Profile Reports: Printed/Text-Based
Open sorFTRACK . EXE and click the Reports toolbar button.

Figure 7-2

Feports

After one or two initialization messages windows, the report dialog will be
presented.
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REPORT: TYPE Tab
Begin by selecting the Report Type.

Details of License Use Report: Overview

Figure 7-3
Define Usage Report [QUEST] E
Type T Output T Diates T Users T Licenses

Select Report Type:

O Details of License use Report

® Summary of License use Report

O Summary of Uzer License use Report

O Summary of License use by User Report

) SofTrack's Cost Savings Summary Report

D ata to Inchude:

[ Momnal Access [ Queued decess

¥ Rejected Access [ Purged Access

| g n

Sort By:

® Name O Elapsed Time ) Executions

O Qusues/Rejects C Pugez O Maimum

Thisreport type includes one line of detail for each application used,
grouped by License Profile. For each line of detail, the following is

displayed:

138

User name
Time into application
Time out of application

Usage Type:

e Norma

e Queued

* Regected

* Purged

* IdleWarning

e |dle Termination

Network address of user’s workstation or name of Terminal Server
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For thefirst License Profilein the report, adetail line will be included each
time the Sof Track Service (Sof Track Server Agent or SSA) was started.
Included after the last record for each License Profileisan In Use Time
summary and Maximum In Use value detail line.

Details of License Use Report: Datato Include

You may select only those record types you want to view (Normal, Queued,
Rejected, and Purged). (See Figure 7-3.) Normal accessincludes the record
types Idle Warning and Idle Termination.

The SofTrack Service Started record type is always included.
NOTE: Sort options are not allowed for this type of report.

Details of License Use Report: Example Report and Discussion
The following is an example of a Details of License use Report.

Figure 7-4

-2 SofTrack Print Preview M= 3
File:
Type of Report: Details of License use Report ﬂ
File Serwver: dude
Ferquested by: Aduwinistrator
Print Date: June 13, 2007
Feport Dates: 411 Dates
User Time In Time (ut Network Hode
License: [_CALC_55]
ADMINISTRATOR 3/20/07 at  l:10pm QUEUED IPF addr: 198.206.217.122
ADMINISTRATOR 3/20/07 at 6:43pm  EREJECTED [ E1000][ 40F435F187]
adnin 3/20/07 at  9:04pm Tdle Warning [ AEECDE][ 8O5SFE26220]
adnin 3/22/07 at 9:05pm  Idle Terminate [ AEBCDE][ SOSFEZ62ZZ0]
adnin 5/ 7407 at 9:E7am 5/ 7407 at 9:Z7am [ ElO00][ 40F435F157]
adnin 5/ 7407 at  9:d3am 5/ 7707 at S:rddam [ El000][ CO4F0458E9]
ADMINISTRATOR 5/ 6/07 at 3:27pm  Idle Warning [ ELO0O0][ 0O45A594C66]
ADMINISTRATOR 5/ 86/07 at 3:27pm  Idle Terminate [ ELO0O0][ 0O45A594C66]
ADMINISTEATOR 5/ 8/07 at  3:30pm 5/12/07 at  4:5Zpm [PURGED-no address ]

o =Additienal Records=
In Use Time: 137 days 6:2Z1, Maximum In Use For License _CALC_55 [5]

NOTE: For every five lines of detail in the figure above, ablank lineis
inserted for readability.
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Thefollowingisadiscussion of each of the detail pointsthisreport includes:

140

License Profile name

The License Profile Name is included once, and the records that follow
arefor that License Profile. In this example, the License nameis
_CALC 55.

User name

The User nameisincluded for each detail line of metering activity.
Occasionaly, you may see the names“UNIDENTIFIED” or “Not
Found’. These represent entries for users that most likely have been
deleted from eDirectory/NDS.

Timeinto application

This value represents when use of the License Profile began. Use of the
License Profile indicates that the user began using some application or
file defined within the License Profile.

Time out of application

Thisvalue, if shown, indicates the time the user stopped using the
License Profile. Stopping usage of a License Profile indicates the user
has exited or closed all applicationsand/or datafilesbeing tracked by the
License Profile.

If thisvalueis shown and thefield following the Time Out field includes
[PURGED-no address], thisindicatestherecordisaPURGE record. A
PURGE record means the user’s actual exit time (for use of the License
Profile) is not known. The Time value recorded is when the SSA
recognized that the user’s connection to the server was no longer valid.
Sometimes this occurs when the server hosting the SSA failsor is
otherwise stopped unexpectedly. Other timesthisoccurswhen the user’s
workstation fails or unexpectedly stops communicating with the server
hosting the SSA.
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If the value isinstead a phrase, it indicates that type of event occurred.
Events here include:

* QUEUED
Indicates the user was not allowed to use an application or file
defined by the License Profile; however, the user was queued for
future access once alicense becomesfree. Notification to theuser is
viaa popup message. When alicense becomes available, the user is
again notified by a popup message; there is no record of this event
in the report—only the initial queuing event.

» REJECTED

Indicatesthe user was denied accessto the application or filetracked
by the License Profile. This occurs when queuing is not defined or
eight users are already queued.

* ldleWarning
Indicates the user was notified that an application being tracked by
the License Profile has been left idle for too long and to begin using
it again.

* Ildle Termination

Indicates the user’s use of an application being tracked by the
License Profile has been terminated.

Finally, if the Time Out isavalue and the next field indicates a
workstation address or name, thisindicatesaNORM AL use record.

* Network / Node Address
Indicates the Network and Node Address of the user’s workstation.
e InUseTimeand Maximum In Use

Attheend of thedetail linesfor each License Profile, aone-line summary
of the overall timein useisdisplayed in Days, Hours, Minutes format,
and the Maximum Concurrent uses during the reporting period is noted.
Maximum Concurrent uses indicates how many different workstations
and/or terminal server sessions were using the applications/files defined
by the License Profile at the same time.
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Details of License Use Report: Comma-Delimited Report Option

Under the Output tab, you can select the output to be in comma-delimited
format. The following is the same report as shown in Figure 7-4, except in
comma-delimited or csv format.

Figure 7-5
-2 SofTrack Print Preview M= 3
File
CALC_55,ADMINISTRATOR,20,3,3,13,10,98,0,0,0,0,0,198, 206. 217, 122, -
CALC_55,ADMINISTRATOR,20,3,3,18,43,99,0,0,0,0,0,E1000, 40F435F187,

_CALC_55,admin,22,3,3,21,4,88,0,0,0,ABECDE, S05FE26220,
_CALC_55,admin,22,3,3,21,5,89,0,0,0,ABECDE, S05FE26220,
_CALC_55,admin,?,5,3,9,27,7,5,3,9,27,E1000, 40F435F187,
_CALC_55,aduin,?,5,3,9,43,7,5,3,9,44,E1000, CO4F0458E9,
_CALC_55,ADMINISTRATOR,S,5,3,15,27,88,0,0,0,0,E1000,454594C66,
_CALC_55,ADMINISTRATOR,S,5,3,15,27,89,0,0,0,0,E1000,454594C66,
_CALC_55,ADMINISTRATOR,S,5,3,15,30,97,0,0,0,0,0,0,

+,137,6,32,5,%%, El

The following is the format, repeated for each detail line:

License Name,
User Name,
Day In,

Month In,
Year In,

Hour In,
Minute In,
Day Out,
Month Out,
Year Out,
Hour Out,
Minute Out,
Net Address,
Node Address,

A single* signifiesthe end of that License Profile's data and the beginning
of that License’'s summary data. The summary data is Elapsed Days,
Elapsed Hours, Elapsed Minutes, and Maximum Concurrent In-use.

A ** dggnifiesthe end of the summary data. The end of thereportissignified
by *k* .
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If the Day Out code is greater than 31, refer to the following table.
Day Out Code Meaning

99 Rejected Access

98 Queued Access

97 Purged Access

96 Unknown Event

89 Idle Termination Event
88 Idle Warning Event

Summary of License Use Report: Overview

Figure 7-6

Define Usage Report [QUEST] E

Type T Output T Diates T Users T Licenses

Select Report Type:

O Details of License use Report
® Summany of License uze Feport

O Summary of Uzer License use Report
O Summary of License use by User Report

) SofTrack's Cost Savings Summary Report

D ata to Inchude:

[ Momnal Access [ Queued decess
¥ Rejected Access [ Purged Access

i a RE
Sort By:
® Mame O Elapsed Time O Executions
O Qusues/Rejects C Pugez O Maimum

Thisreport type includes a one-line usage summary for each License
Profile. For each line of detail, the following is displayed:

* License Name

» Elapsed Timein use

* Number of Executions [#Execd)]

* Number of Queuing Events [#Queued]

*  Number of Purges [#Purged]

» Number of Rejects [#Regected]

» The Maximum Concurrent in-use [#Max]
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The term Executions means application use or afile being tracked was
opened. Number of Executions also includes Purges, since they were
executions that were not properly recorded. Remember, Sof Track can track
the use of datafiles hosted by the server. Technically, these are uses but not
executions.

Summary of License Use Report: Sort By

Asindicated in Figure 7-6, you may sort on one of the following: License

Name, Elapsed Time in use, Number of Executions, the combination of the
number of Queuing and Reject events, Number of Purges, or the Maximum
Concurrent use.

The sort order is one direction, alphabetically or from highest to lowest
value.

NOTE: The Datato Include options are not allowed for thistype of report.

Summary of License Use Report:
Example Report and Discussion

The following is an example of a Summary of License use Report.

Figure 7-7

-2 SofTrack Print Preview M= 3
File:
Type of Report: Summary of License use Report ﬂ
File Serwver: dude
Ferquested by: Aduwinistrator
Print Date: June 13, 2007
Feport Dates: 411 Dates
License Name Elapsed Time #Execd #Queued #Purged #Rejected #Max
_CALC_55 137 days 6:21 46 13 7 o 5
_EXPLOFER 0 days 1:02 4 o 1 o Z
_LONG_PATH CALC 0 days 0:08 4 o 4 114 1
_OUTLOOK 0 days 1:20 5 o Z o 4

El
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Thefollowingisadiscussion of each of the detail pointsthisreport includes:
License Name

Indicates the License Profile being reported.

Elapsed Time

Indicates the overall time*“in use’. Thisisthe aggregate sum of all uses,
including Normal and Purged uses for the reporting period.

#Execd

Indicates the number of execution/use eventsthat occurred. Usethe Details
of License use Report to view each individual execution/use event.
Number of Executions also includes Purges, since they were executionsthat
were not properly recorded.

#Queued

Indicates the number of times users were denied access and were queued for
future use. Use the Details of License use Report to view each individua
gueuing event.

#Pur ged

Indicates the number of Purge events that occurred. Use the Details of
License use Report to view each individual Purge event.

#Regj ected

Indicatesthe number of times userswere denied access and were not queued
for future use. Use the Details of License use Report to view each
individual Reject event.

#M ax

Indicates the highest value for the concurrent in-use value for the reporting
period. The exact dates and times when the maximum was reached are not
indicated on this report or any other printed report but are indicated on the
Graph report detailed later in this chapter. See “ Server-Based License
Profile Reports. Graphical” on page 164.

NOTE: Because each lineisits own summary, there is no overall
summary.
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Summary of License Use Report:
Comma-Delimited Report Option

Under the Output tab, you can select the output to be in comma-delimited
format. The following is the same report as shown in Figure 7-7, except in
comma-delimited or csv format.

Figure 7-8
-2 SofTrack Print Preview M= 3
File
_CALC_55,137,6,21,46,13,7,0,5, -
EXPLORER,0,1,2,4,0,1,0,2,

LONG_PATH CALC,0,0,8,4,0,4,114,1,
OUTLOOK,0,1,20,5,0,2,0,4,
TEE

The following is the format, repeated for each license:

License Name,

Elapsed Days,

Elapsed Hours,

Elapsed Minutes,

Number of Executions,
Number of Queue Events,
Number of Purge Events,
Number of Reject Events,
Maximum Concurrent in-use,

The end of the report issignalled by ***.
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Summary of User License Use Report: Overview

Figure 7-9
Define Usage Report [QUEST] E
Type T Output T Diates T Users T Licenses
Select Report Type:
O Details of License use Report
O Summary of License use Repart
® Summary of User License use Report
O Summary of License use by User Report
) SofTrack's Cost Savings Summary Report
D ata to Inchude:
[ Momnal Access [ Queued decess
[X Rejected Access X Purged Access Eii
Sort By:
® Name O Elapsed Time ) Executions
O Qusues/Rejects C Pugez O Maimum

Thisreport typeincludesaLicense Profile usage summary grouped by user.
For each line of detail ,the following is displayed:

License Name
Elapsed Timein use

Number of Executions [#Execd]
Number of Queuing Events [#Queued)]

Number of Purges [#Purged]

Number of Rejects [#Rejected]
The maximum concurrent use [#Max]

The term Executions means application use or afile being tracked was
opened. Number of Executions also includes Purges, since they were
executions that were not properly recorded. Remember, Sof Track can track
the use of datafiles hosted by the server. Technically, these are uses but not
executions.
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Summary of User License Use Report: Sort By

Asindicated in Figure 7-9, you may sort on one of the following: License

Name, Elapsed Time in use, Number of Executions, the combination of the
number of Queuing and Reject events, Number of Purges, or the Maximum
Concurrent in-use. The User names are always listed in alphabetical order.
The sort options are for the License Profile detail summary lineslisted for

each user.

The sort order is one direction, alphabetically or from highest to lowest
value.

NOTE: The Datato Include options are not allowed for this type of report.

Summary of User License Use Report:
Example Report and Discussion

Thefollowing is an example of a Summary of User License use Report.

Figure 7-10

-2 SofTrack Print Preview M= 3
File:
Type of Report: Summary of User License use Report ﬂ
File Serwver: dude
Ferquested by: Aduwinistrator
Print Date: June 13, 2007
Feport Dates: 411 Dates
License Name Elapsed Time #Execd #Queued #Purged #Rejected #Max
ADMINISTRATOR

_CALC_55 89 days 9:zZ0 34 13 3 o (1)

_EXPLOFER 0 days 1:02 4 o 1 o (1)

_LONG_PATH CALC 0 days 0:08 4 o 4 56 (1)

_OUTLOOK 0 days 1:16 3 0 ] 0oL
Admin

_CALC_55 47 days 15:43 Z o o o (1)
JOHN

_CALC_55 0 days 5:22 6 1 0 0oL

_OUTLOOK 0 days 0:03 1 0 0 0oL
SAM

_CALC_55 0 days 0:01 1 0 0 0oL [
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Thefollowingisadiscussion of each of the detail pointsthisreport includes:
User Name

Each new user islisted in the License Name column with the name being at
the left margin.

License Name

Indicatesthe profile being reported and isindented by 2 spaces from the | eft
margin to visually separate it from the User names, which are presented
against the left margin.

Elapsed Time

Indicates the overall time*“in use’. Thisisthe aggregate sum of all uses,
including Normal and Purged uses for the reporting period.

#Execd

Indicates the number of execution/use eventsthat occurred. Usethe Details
of License use Report to view each individual execution/use event.
Number of Executions also includes Purges, since they were executionsthat
were not properly recorded.

#Queued

Indicates the number of times users were denied access and were queued for
future use. Use the Details of License use Report to view each individua
gueuing event.

#Pur ged

Indicates the number of Purge events that occurred. Use the Details of
License use Report to view each individual Purge event.

#Regj ected

Indicatesthe number of times userswere denied access and were not queued
for future use. Use the Details of License use Report to view each
individual Reject event.
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#M ax

Alwaysindicatesthe value of (1), since thereisno breakdown of how many
times the same user was simultaneously using the selected License Profile
from different workstation/terminal server sessions. In many networks, the
user name is used uniquely and is not used for multiple concurrent logons.

NOTE: Thereisno overall summary.

Summary of User License use Report:
Comma-Delimited Report Option

Under the Output tab, you can select the output to be in comma-delimited
format. The following isthe same report as shown in Figure 7-10, except in
comma-delimited or csv format.

Figure 7-11
-2 SofTrack Print Preview M= 3
File
ADMINISTRATOR, CALC_55,89,9,20,34,13,3,0, -
ADMINISTRATOR, EXPLORER,0,1,Z2,4,0,1,0,

ADMINISTRATOR, LONG_PATH CALC,0,0,8,4,0,4,56,
ADMINISTRATOR, OUTLOOK,0,1,16,3,0,2,0,
*
;
Admin, CALC_55,47,15,48,2,0,0,0,
*
;
JOHN, CALC_55,0,5,22,6,1,0,0,
JOHN, OUTLOCK,0,0,3,1,0,0,0,
*
;
S4M, CALC_55,0,0,1,1,0,0,0,
*
;

TEE vI

The following is the format, repeated for each detail line:

User Name,

License Name,

Elapsed Days,

Elapsed Hours,

Elapsed Minutes,
Number of Executions,
Number of Queue Events,
Number of Purge Events,
Number of Reject Events,

A single* on aline by itself indicates the end of the current user’s data.

A *** on aline by itself indicates the end of the report.
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Summary of License Use by User Report: Overview

Figure 7-12
Type T Output T Diates T Users T Licenses
Select Report Type:

O Details of License use Report
O Summary of License use Repart

O Summary of Uzer License use Report

) SofTrack's Cost Savings Summary Report

D ata to Inchude:
X Queued Access
X Purged Access

[ Momnal Access

[X Rejected Access

Sort By:

@ Mame
O Queuss/Rejects

O Elapsed Time
O Purges

) Executions

0 Masimum

Lancel

fifi=

Thisreport typeincludesaUser usage summary grouped by License Profile.
For each line of detail, the following is displayed:

User Name
Elapsed Timein use

Number of Executions [#Execd]
Number of Queuing Events [#Queued]
Number of Purges [#Purged)]

Number of Rejects [#Rejected)]

The maximum concurrent in-use [#Max]
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The term Executions means application use or afile being tracked was
opened. Number of Executions also includes Purges, since they were
executions that were not properly recorded. Remember, Sof Track can track
the use of datafiles hosted by the server. Technically, these are uses but not
executions.

Summary of License Use by User Report: Sort By

Asindicated in Figure 7-12, you may sort on one of the following: License
Name, Elapsed Time in use, Number of Executions, the combination of the
number of Queuing and Reject events, Number of Purges, or the Maximum
Concurrent use. The License Profilesare always listed in a phabetical order.
The sort options are for the User detail summary lines listed for each user.

The sort order is one direction, alphabetically or from highest to lowest
value.

NOTE: The Datato Include options are not allowed for thistype of report.

Summary of License Use by User Report:
Example Report and Discussion

Thefollowing is an example of a Summary of License use by User
Report.

Figure 7-13
-2 SofTrack Print Preview M= 3
File:
Type of Report: Summary of License use by User Report ﬂ
File Serwver: dude
Ferquested by: Aduwinistrator
Print Date: June 13, 2007
Feport Dates: 411 Dates
License Name Elapsed Time #Execd #Queued #Purged #Rejected #Max
_CALC_55
ADMINISTRATOR 89 days 9:zZ0 34 13 3 o (1)
Admin 47 days 15:48 ] 0 0 0oL
JOHN 0 days 5:22 6 1 0 0oL
SAM 0 days 0:01 1 0 0 0oL
_EXPLOFER
ADMINISTRATOR 0 days 1:02 4 o 1 o (1)
_LONG_PATH CALC
ADMINISTRATOR 0 days 0:08 4 o 4 56 (1)
_NAL
-No User Activity Found-
_OUTLOOK
ADMINISTRATOR 0 days 1:16 3 o Z o (1)
JOHN 0 days 0:03 1 0 0 0oL |
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Thefollowingisadiscussion of each of the detail pointsthisreport includes:
License Name

Each new License Profileislisted in the User Name column with the name
being at the left margin.

User Name

Indicates the user being reported and is indented by 2 spaces from the | eft
margin to visually separate it from the License Profile names, which are
presented against the left margin.

Elapsed Time

Indicates the overall time*“in use’. Thisisthe aggregate sum of all uses,
including Normal and Purged uses, for the reporting period.

#Execd

Indicates the number of execution/use eventsthat occurred. Usethe Details
of License use Report to view each individual execution/use event.
Number of Executions also includes Purges, since they were executionsthat
were not properly recorded.

#Queued

Indicates the number of times users were denied access and were queued for
future use. Use the Details of License use Report to view each individua
gueuing event.

#Pur ged

Indicates the number of Purge events that occurred. Use the Details of
License use Report to view each individual Purge event.

#Regj ected

Indicatesthe number of times userswere denied access and were not queued
for future use. Use the Details of License use Report to view each
individual Reject event.
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*

*
*
*
*

#M ax

Alwaysindicatesthe value of (1), since thereisno breakdown of how many
times the same user was simultaneously using the selected License Profile
from different workstation/terminal server sessions. In many networks, the
user name is used uniquely and is not used for multiple concurrent logons.

NOTE: Thereisno overall summary.

NOTE: Comparatively speaking, among the five report types here, thisone
requires the longest time to complete—up to five times that of any
other report.

Summary of License Use by User Report:
Comma-Delimited Report Option

Under the Output tab, you can select the output to be in comma-delimited
format. The following is the same report as shown Figure 7-13, except in
comma-delimited or csv format.

Figure 7-14
-2 SofTrack Print Preview M= 3
File
CALC_55,ADMINISTRATOR,&9,9,20,34,13,3,0, -
CALC_55,Admin,47,15,48,2,0,0,0,

CALC_55,J0HN,0,5,22,6,1,0,0,
CALC_55,3AM,0,0,1,1,0,0,0,

;
EXPLORER, ADMINISTRATOR,0,1,2,4,0,1,0,
;

LONG_PATH CALC,ADMINISTRATOR,0,0,8,4,0,4,56,

;
OUTLOOK, ADMINISTRATOR,0,1,16,3,0,2,0,
OUTLOOK, JOHN,0,0,3,1,0,0,0,

=l

The following is the format, repeated for each detail line:

License Name,

User Name,

Elapsed Days,

Elapsed Hours,

Elapsed Minutes,
Number of Executions,
Number of Queue Events,
Number of Purge Events,
Number of Reject Events,
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A * on aline by itself indicates the end of the current License's data.

A *** on aline by itself indicates the end of the report.

SofTrack’s Cost Savings Summary Report: Overview

Figure 7-15
Define Usage Report [QUEST] E
Type T Output T Diates T Users T Licenses
Select Report Type:
O Details of License use Report
O Summary of License use Repart
O Summary of Uzer License use Report
O Summary of License use by User Report
® 50T rack's Cost Savings Summany B eport
D ata to Inchude:
[ Momnal Access [ Queued decess
[X Rejected Access X Purged Access m
Sort By:
® Name O Elapsed Time ) Executions
O Qusues/Rejects C Pugez O Maimum

This report type displays your software costs based on your purchases
versus your actual usage. The report consists of a single detail line per
License Profile. The number owned and dollar cost figures are based on
your input to the Notes/Coststab of the selected License Profile (see
page 83). For each line of detail, the following is displayed:

e License Name

* Number of licenses owned/purchased

* Your dollar cost per license
» Calculated Total Cost

e The Maximum Concurrent in-use

e Calculated unused licenses
» Calculated Savings

SofTrack Administrator Guide for NetWare
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SofTrack’s Cost Savings Summary Report: Sort By

Asindicated in Figure 7-15, you may sort on one of the following: License
Name, Elapsed Time in use, Number of Executions, the combination of the
number of Queuing and Reject events, Number of Purges, or the Maximum
Concurrent in-use. Even though the report does not specifically reveal the

values of the Elapsed Time, number of Executions, number of Queuing and
Reject events, or number of Purges, you can still sort on these fields asthey
are maintained internally.

The sort order is one direction, alphabetically or from highest to lowest

value.

NOTE: The Datato Include options are not allowed for this type of report.

SofTrack’s Cost Savings Summary Report:
Example Report and Discussion

The following is an example of a Cost Savings Summary Report.

Figure 7-16

-2 SofTrack Print Preview M= 3
File:
Type of Report: SofTrack's Cost Savings Sumwmary Report ﬂ
File Serwver: dude
Ferquested by: Aduwinistrator
Print Date: June 13, 2007
Feport Dates: 411 Dates
License Name Owmed Cost/Lic Total Cost Max InlUse Thused Savings
_CALC_55 1 3% 95 5 a5 5 -4 § -380
_EXPLOFER 5% 19 5 a5 Z 3 § 57
_LONG_PATH CALC 1 3 [ i 1 ] ZER0
_OUTLOOK 19 5 1895 % 3,705 4 15 § 2,925

Total Savings with SofTrack: £ Z,602

El
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Thefollowingisadiscussion of each of the detail pointsthisreport includes:
License Name

Indicates the License Profile being detailed.

Owned

Indicates the number of licenses you have purchased. You define this
number in the selected License’s Profile under the Notes/Costs tab.

Cost/Lic

Indicatesthedollar cost per license purchased. You definethisnumber inthe
selected License's Profile under the Notes/Costs tab.

Total Cost

Indicates the calculated total cost to acquire the licenses you own. The
calculation is based on the values of the Owned and Cost/Lic fields.

Max InUse

Indicates the highest value for the concurrent in-use value for the reporting
period. The exact dates and times when the maximum was reached are not
indicated on this report or any other printed report but are indicated on the
Graph report detailed later in this chapter. See “ Server-Based License
Profile Reports: Graphical” on page 164.

Unused

Indicatesthe number of licenses not used. Thisvalueis based on the number
of licenses you own that you entered in the License’'s Profile under the
Notes/Coststab, lessthe M ax InUsevalue. If theM ax | nUseval ue exceeds
the number of licenses you own, the value shown will be negative,
indicating more licenses must be purchased to be properly licensed.

Savings

Indicates the calculated cost savings of using Sof Track to meter your
concurrent use licenses. If thisvalueis negative, it indicates you have not
purchased sufficient licenses to be properly licensed for concurrent use
licensing.

NOTE: Anoverall savings calculation at the end of the report indicates the
sum of the Savings fields for each License in the report.

SofTrack Administrator Guide for NetWare 157



Reporting

SofTrack’s Cost Savings Summary Report:
Comma-Delimited Report Option

This Report Type cannot be saved to the comma-delimited format. If tried,
the following error message will appear.

Figure 7-17

Report Selection Unavailable E

° Cost Savings Reports can only be generated for Text output, Comma-delimited format not supported.
Flease re-select in the OUTPUT Tab.

REPORT: OUTPUT Tab

Once you have selected the type of report you want, select the report’s
Output options. The following figure shows the default settings.

Figure 7-18
Define Usage Report [QUEST] E
Type 1 Output | Dates 1 Users 1 Licenses

Output Selection:
® Text Lines Per Page: 40

- |
) Comma Delirmited
Output Filename:
|SORTRFT.001

X Preview Report n
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The Output Selection options:

» Text—The report will be generated with full headers and page
numbering.

» LinesPer Page—Applicableonly for the Text Output. Specifies number
of detail lines per page.

» Comma Delimited—The report will be generated in csv
(comma-separated values) format.

The Output Filename indicates the name the report will be written to
unless Preview Report is selected. If no path is specified, the output file
will be written to the same directory designated for the METER . LOG file.

If Preview Report is selected, the report will be shown in awindow with
the option of saving it to afile or being printed. The Preview report is
written to atemporary filein the METER . LOG directory. The filenameis
PREVIEW. ???, Where ??? isarandom hexadecimal number. Occasionally,
these preview files are not deleted after use. You can safely delete them if
they are no longer being used.
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REPORT: DATES Tab

Onceyou have selected the Output typefor the report, select the date range
for the report. The following figure shows the default settings.

Figure 7-19
Define Usage Report [QUEST] E
Type T Output T Dates: T Users T Licenses

D ate Format:
@ MDD A ) MMADD A
O DDAMMAY O DDAMM A
rDate Fange:
O Report for past I days.
@ Report for selected date range:

"Start Date: "End Date: n

The Date Selection options:

» DateFormat—Select thedesired format. Theformat selected isonly for
Text-based output. Comma-delimited output will always be in the same
format as previously detailed.

» Date Range—Select the date range style you desire. The start date/end
dates must be entered in the same style sel ected in the Date Format. If the
start date and end date are left blank, reporting will be for all entries
recorded.
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REPORT: USERS Tab

Once you have selected the Output type for the report, you can select
specific usersfor reporting or allow the default to include al usersin any
report you create. The following figure shows the default settings.

Figure 7-20

Define Usage Report [QUEST] E

Type T Output T Diates T Users: T Licenses

@ Select Al Uzers

Bob.izw

Craig.isw
I k. isw

IS U serisw

QUEST.isw

545 Service - QUEST isw
Steve.isw

BrmLizw
admir.isw

Help I

The Users options:

o Select All Users—The default isfor all usersto be selected, which
means usage will be reported for all users.

» |If you select specific users, only those userswill beincluded in any report
you create.
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REPORT: LICENSES Tab

Once you have selected the Output type for the report, you can select
specific License Profiles for reporting or allow the default to include all
Licensesin any report you create. The window shown below represents the

default settings:
Figure 7-21
Define Usage Report [QUEST] E
Type T Cutput T Dates T Users T Licenses: ]

® Select A1l Li

elec ICENZES
_CALC_55 =
O PAT B
TLONG_PATH_CALC e
THAL
“OuTLOOK
ACROBATS
ARGUS
ATLAS_GIS_30
CD_MET
COREL7D
ELDE
EXCELERATOR —
GALSSS0
HLMS
LIMDEP742
LINDO/LINGD A=
LISRELSS
LOTUS123
MAPLE
MATHEMATICA4D =l IIII!HEIIII

The Licenses options:

* Sdect All Licenses—Thedefaultisfor all Licensesto be selected, which
means usage will be reported for all Licenses.

» If you select specific Licenses, only those Licenses will be included in
any report you create.
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REPORT: SAVE Button

Recalling

When you click the Save button, the following will appear:

Figure 7-22
Enter Mame For Report Defintion:
|

Enter any name you choose and click OK.

Thiswill save the current report definition, which is represented by the
selectionsyou have made on the Type, Output, Dates, Users, and Licenses
tabs. Note that the actual report data will not be saved using this option.

The saved report definition can be recalled by clicking the Recall toolbar
button or by selecting Reports | Recall Saved Report Definition.

a Report Definition

Figure 7-23

5

Recall

When you select the Recall toolbar button, you will be presented with alist
of saved report definitions. Note that theicon shown next to the report name
visually indicates the type of report saved.
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Figure 7-24

Recall a Saved Report Definition E

Saved Report Definitions:

+ ‘B8 ACROBAT REPORT
E5] ACTIVITY REPORT

= CALC REPORT

BRI COST SAVINGS

IPEE: DETAILS OF LICENSE USE

fi#fE=] SUMMARY OF LICENSE USE BY LISER

EBES] SUMMARY OF LICENSE USE
i SUMMARY OF USER LICENSE USE

When you save areport definition, you are saving the following:

Type

Output format
Date Format

Date Range
Usersto Include
Licensesto Include

After you Recall the report definition, click OK to begin the report
generation.

Server-Based License Profile Reports: Graphical
Open sorFTRACK . EXE and click the Reportstoolbar button:

164

Figure 7-25

il

Feports

SofTrack Administrator Guide for NetWare



Reporting

The following report dialog will be presented:

Figure 7-26
Licenze Registry:
:
ExXFLORER

_LONG_PATH_CALC

_NAL b

_OUTLOOK

ACROBATS

ARGUS

ATLAS_GIS_30

CD_NET

COREL7O
=l ELDE ;I
100% Uzage Represented By: I‘I

Select the License Profile for the History Graph.

NOTE: The History Graph created here reflects usage of the selected
License Profile on the current server only. For Global License
Profile History Graphs, see “ Graphical Global License Report” on

page 175.

The 100% Usage Represented By: prompt enables you to select the
graphing height before the graph is created. It will default to the maximum
concurrent users value defined for the selected License Profile. You can
easily change the graph height while viewing the graph. The Graphing
Height is used to indicate the Maximum Concurrent in-use for each day of
the graph.

Click OK to continue, and the following dialog will be presented:
Figure 7-27

Hizstory Date Fange Options:

® Feport for past 1 days.
|
O Report for selected date range:
Date Format: Start Date: —— EndDater ——
@ MM/DDAY | |
O DDMMAY
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Select your preferred date range method and click OK. If you select Report
for past xyz days, the value you enter for the number of days will be
remembered each time you run SOFTRACK . EXE. In either case, the
maximum graphing range is 114 days.

Onceyou click OK, the report will be generated, and when ready, a screen
similar to the following will appear:

Figure 7-28

&3 Local History for License _CALC_55 on Server dude =] E3

Done  Print  Change Graphing M azimum

| -Hlstory from Feb 24, 2007 through May 24, 2007; 100% Usage = 1 Concurrent User

1%

%

Feb Mar Mar Mar Mar Ao May Mary
24 2 0 7 24 21 5 12 13
O -EMPTY-

WADMINISTRATO: 959 DAYS 8:I5
M adwin : 47 DAYS 15:48
0 -EMPTY- a
[ -EMPTY- [ -EMPTY- a

[ -EMPTY- [ -EMPTY- 0
Top & Users (MNumber of Uses) Top & Users (Time In TTse)

=

[ I I SV IV

.ADMINISTRATO
M adwin

Note that the Graph Height (100%) used is 1. The barsin red indicate that
those days maximum in-use values are greater than one. To change the
Graphing Height, click the Change Graphing Maximum menu item:

Figure 7-29

Select Mew Graph Mazimum E
100% Uzage Represented By: I‘I

| Help I | LCancel I | ok I
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Here, we entered the value 6 and clicked OK.
The graph was redrawn:

Figure 7-30

&3 Local History for License _CALC_55 on Server dude M= 3
Done  Print  Change Graphing M azimum

| History from Fehb 24, 2007 through May 24, 2007; 100% Usage = 6 Concurrent Users

6 0%

Feb Mar Mar Mar Mar Mar Bpr Bpr Bpr Bpr May May May 1
24 3 10 17 24 il T 14 21 28 3 12 13
W ADMINISTRATO: 19 WADMINISTRATO: 959 DAYS 8:I5
M adwin : z M adwin : 47 DAYS 15:48
0 -EMPTY- 0 0 -EMPTY- : a
[ -EMPTY- 0 [ -EMPTY- : a
[ -EMPTY- : 0 [ -EMPTY- : a
Top & Users (Number of TTses) Top & Users (Time In TTse)

Notethat the barsthat were previously red are now blue, and their maximum
height is 5.

If you click on any of the blue bars (or red bars), you will be presented with
an intraday graph showing Maximum Concurrent in-use values for each
30-minute period during that entire day:
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Figure 7-31

=" Wiewing Activity of Friday, March 23
Done  Print  Previous Day Mext Day

T T T T T T
0a 1 2 3 4 5 & 7 & 9 10 11 12 1 2 3 4 5 B 7 & 3 10 Mp

The Previous Day and Next Day menu items allow you to conveniently
move between days of the graph. The Toggle View button will toggle the
view between showing the screen above and a screen that only shows the
in—use bars:

Figure 7-32

=" Wiewing Activity of Friday, March 23

Done  Print  Previous Day Mext Day

Today's Maximum In-Use: &

The Pie Charts shown on the main graph indicate the top 5 users by number
of executions or uses and the top 5 users by the elapsed time in use.
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Server-Based License Profile Reports: Active Users

The Active Users Report is used to view the current usage of aLicense
Profile. You can use SOFTRACK . EXE OF STUSER . EXE (detailed in
Chapter 10) to view the Active Users.

To Use SOFTRACK . EXE, start by opening sorFTRACK. EXE. Click the
Licensestoolbar button and select the License Profile for active user

viewing.
Click the Active User s button and a screen similar to the following will
appear.
Figure 7-33
| Ok I| LCancel I
Sort By:
) Connection
® User
Check Out
Users:
. | | _'I Befresh List I
Full Mame: I
Login Time: I
Start Time: I
Meszage To Send:

Thisscreenisfurther detailed in Chapter 5. See“Monitoring Active License
Use” on page 99.
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Interactive Reporting of Metering Activity:
Global Reporting

Global Licenses: Printed/Text-Based/Graphical: Overview

With Sof Track, you can define License Profiles as being Global (see
“Global Licensing: Overview” on page 91), which means licenses are
shared among various serversin your environment. Building reports that
summarize metering activity across these serversis provided for in
SOFTRACK . EXE under the Repor ts menu option (or the M ore Rptstool bar
button) by selecting Global License - Report Summaries and Graph.

Creating a Global License Summary involves two discrete steps.

1 Gathering of metering activity data from servers hosting the Global
License(s).
2 Printing or graphing the data that was gathered/collected.

Thefirst step can take a few minutes or several hours, depending on many
factors including:

» gpeed of the network connections between servers
» amount of datato be mined at each server
» thetime period selected for the Gather

The process of gathering is a disconnected process. When you select the
Gather button and after clicking OK on the time period options, all * . GLB
(Global License Broker) filesinthe METER . LoG path and its subdirectories
of the current server will be erased to make room for the new gather. Next,
all servers currently participating in sharing the licenses of each Global
License Profile on the current server will beinstructed to begin building the
global license summary datafilesfor each Global License Profile hosted on
those servers (whether or not those same Global License Profiles are also
hosted on the current server). The SSA must be active on each server in
order to receive areport from that server. If the SSA isnot active, there will
be no notation of this, other than the report you print or graph will not
include that server.

You may use the Status button to determine which servers are currently
gathering.
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Once you begin the Gather process, you can safely exit SOFTRACK . EXE,
and you may even log out of the network. The SSAswill be doing the work
of gathering the global licensing data.

Thereport summariesfrom each server aresaved to * . LT (Global License
Temporary) files at each server inthe METER . LOG path. Oncethesefilesare
built, they are compressed to * . cL.Q (Global License Quick) filesfor
transmission to the server that was your current server when you began the
Gather process. Once received by the destination server, thefiles are stored
as * . GLB files. After transmission ,the * .cLT and * .cLQ filesare
automatically deleted.

The values that are gathered are:

» Total Number of Executions (includes Purge events)
» Total Elapsed TimeIn Use

» Total Reject/Queue Events

* Overal Maximum Concurrent In-Use

Once thefirst step is complete, the second step usually takes no more than
aminute to complete.
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Global Licenses: Printed/Text-Based/Graphical: How

When you select Reports | Global License - Report Summaries and
Graph, Sof Track will check the status of each previously gathered global
license summary and determine its readiness. A message window will
appear that displays the activity taking place. Once complete, you will be
presented with a screen similar to the following:

Figure 7-34

Global License Profile Report Summaries E

Fieparting ready for the following Global Licenses:

— Printed Report Options:

™ Report on All Feady Licenses

Help

™ Report Individual Server Summaries

Initially, the list will be empty. To begin the Gather process, click the
Gather button.
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Figure 7-35
Gather Global History Time Coordinates E
Gather Global History Time Period O ptions:
® Feport for past ad days.
|

O Report for selected date range:

Date Format: Start Date: —— EndDate: ——

@ MMDDAY [ [

O DD/MMAY
™ Use 1 minute resclution

Select the reporting time period option you require.

Reporting

Select the Use 1 minute resolution check box if the time on your serversis
not 100% synchronized. Aspart of the Gather process, the overall maximum
concurrent in-use value is determined per Global License Profile. This
maximum valueis calculated to the hour. If timeisnot synchronized across
servers (for instance, one server hasthe time as being 8:00 am. and another
server hasthetime as being 7:55 a.m.), it is possible for the overall
maximum to be wrong because the overlap (in this example: 5 minutes)
allowsfor the overall maximum from 7:00-8:00 on one server to be overlaid
(added to) the overall maximum from 8:00-9:00. To remedy this situation,
select the Use 1 minuteresolution check box. Thiswill providearesolution
of one minute rather than one hour for purposes of calculating the overall
maximum concurrent in-use value, thereby minimizing the impact of the
lack of time synchronization between servers.

When you are ready, click OK to continue. A transaction window will
appear that details the actions that are occurring. Once complete, a screen

similar the following will appear:

Figure 7-36

SofTrack on HetWare Server QUEST E

@ A total of [2] servers have been engaged to produce reporting for the Global License Profiles found on this server.

This process may take some time, please check |ater to complete the reports.
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At this point, you may click the Status button to see if any servers are till

gathering the requested data.
Figure 7-37

Servers generating report summaries:

If no more servers are gathering, click the Update button to see the reports

that are ready.
Figure 7-38
Global License Profile Report Summaries E
Fieparting ready for the following Global Licenses: ok
_CALC 55 May 26, 2007 —

Lancel

Frint |
Graph |

Statuz |
Update |

— Printed Report Options:

™ Report on All Feady Licenses
- . Help
™ Report Individual Server Summaries
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Click on each Global License you would liketo includein thereport. In the
Printed Report Options box (located below the list of ready Global
Licenses), you will find the Report on All Ready L icenses and Report
Individual Server Summaries check boxes. If you select the former, all
ready licenses will be highlighted. If you select the latter, the report
summaries for each server will be included; this option isonly for the
printed report option.

Printed/Text-Based Global License Report

To create a printed/text-based global license report, click the Print button.
A print preview screen will appear:

Figure 7-39

-2 SofTrack Print Preview M= 3
File:
Type of Report: Global License Summary ﬂ
File Serwver: dude
Ferquested by: Aduwinistrator

Print Date: May 26, 2007

License Name Elapsed Time #Execd #Re] /ueued #Max
_CALC_55 137 days 0:15 Z5 14 5

(Tanuary 28, 2007) - (May 26, 2007)
DULE * 137 days 0:18 Z5 14 5
MICEON_Plz0 * 0 days 0:00 o o o LI

Thistype of report is available only in text form. Thereisnot a
comma-delimited or csv output format option. The #Execd column
represents the Number of Executions, which includes Purge entries. The
#Rej/Queued column indicates the combined number of Reject and Queue
Events that occurred. The #Max column identifies the Maximum
Concurrent in-use value.

Graphical Global License Report

To create agraphical global license report, click the Graph button. If you
have selected multiple licenses for reporting, you will be presented with an
additional dialog to select one report for graphing.
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If the reporting period you selected for the Gather exceeds 115 days, the
following notice will be presented:

Figure 7-40

SofTrack on HetWare Server QUEST E

“Your report exceeds 115 days, reporting for first 115 days of report only.
[Unable to graph mare than 115 days)

Next, the graph will be presented:
Figure 7-41

&3 Global History for License _CALC_55 M= 3
Done  Print  Change Graphing M azimum

| History from Jan 28, 2007 through May 22, 2007; 100% Usage = 5 Concurrent Users
;

Lancel

T T — 1 T T T T T
Feb Feb Feb Feb Mar  Mar  Mar Mar  Mar fpr Spr fpr Bpr May  May  May
2 0 7 24 3 0 7 24 T 14 21 28 Bl 12 13

Server List

Total Time In-Use: 137 Days D Hours 18 Minutes
Total Executions: 25

Total Queues/Rejects: 14
Overall Maximum In-Use: 5

In this example, note that the date range is from January 28, 2007 through
May 22, 2007, while the printed report shown in Figure 7-39 shows a date
range through May 26, 2007. The difference hereis that the graph shows a
maximum of 115 days (beginning with the start date of the report), and May
22nd is 115 days from January 28th. Note that the graph height is
automatically adjusted to fit the data. Inthiscase, 5 is used as the maximum
value. You can change the graph height by clicking the Change Graphing
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Maximum menu item. Red bars indicate that the maximum for those days
isgreater than the current maximum graphing height (i.e., you changed the
graphing maximum to be less than the default value).

Aswith the server-based history graph (Figure 7-30), if you click on any of
the blue bars or red bars, you will be presented with an intraday graph
showing maximum concurrent in-use values for each 30-minute period
during that entire day:

Figure 7-42

Yiewing Global Activity of Wednesday, March 16

The Server List button will present alist of serverswhose global licensing
data were used to construct the graph:

Figure 7-43

Server List E

Servers providing data for this Graph:

EdIUEEI):!EDN_m Ell
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Global Licenses: Active View

Viewing the current Global License Activity isfound by clicking the GL S
View toolbar button:

Figure 7-44

Next, you will be presented with alist of Global Licenses available for
viewing. To continue, select one and click OK.

The following screen will be presented:

Figure 7-45

z Current Online Activity For Global License _CALC_55

Done  Print  Yiew Server List  Poll Again

9 Overall Total Servers: 2 Overall Maximum: 1 Overall In-Use: 0

MICROMN_P120 DUDE

hiax: 0 hiax: 1
kiln: O kiln: O
@Use: o @Use: o

The servers shown are those that are actively sharing licenses for the
selected Global License. Thelist is produced by querying the current
dispatcher for the selected Global License Profile (the value of whichis not
shown). The dispatcher’s values shown are updated every few minutes.

If there are more than 33 servers actively sharing the selected Global
License or you want to see what the individual server’s actual values are
right now, click the View Server List menu item to view the entire list:

Figure 7-46
Online Server List - Direct Server Inquiry E
Current walues for Servers providing data for thiz Graph: Overall b aximum: 1
DUDE 1 1} 0 Mo Overflow Early: 0
MICROM_P120 1} 1} 0 Mo Overflow Early: 0

The values are color-coded and are the results of directly querying each
server in real time.

178 SofTrack Administrator Guide for NetWare



Reporting

Thefirst value, whichisinred, isthe M aximum Concurrent User s Value
defined for the Global License Profile on the indicated server. See page 80
for additional details.

The second value, which isin blue, isthe Minimum Concurrent Users
Value defined for the Global License Profile on the indicated server. See
page 81 for additional details.

Thethird value, whichisinblack, isthe current in-use value on theindicated
server. This value represents the number of active users for the selected
Global License Profile on the indicated server.

The No Over flow value indicates that the Allow Overflow (see page 82)
option has not been selected for the Global License Profile on the indicated
Server.

The Early: O valueindicates the Early Global License Request value
defined for the Global License Profile on the indicated server. See page 95
for additional details.

At the top right, you will find the Overall Maximum value, which isthe
additive total of the Maximum Concurrent Users Value defined at each
server shown in the current list. This may or may not match your actual
overall Maximum, depending on whether or not all servers are currently
active in the sharing the selected Global License.

Batch-Mode Reporting of Metering Activity

Sof Track for NetWare includes the SOFTDRPT . EXE batch-mode reporting
tool for server-based metering. It isfound in the TOOL SINW subdirectory
of the product installation. Thistool allows you to quickly produce the
server-based metering activity reports you need from a batch-mode
environment, which allows you to produce the reports via a batch file or
other scripting tool. At present, thistool does not provide for reporting of
Global License Activity—only activity on a server-by-server basis.

To use, open an MS-DOS window. On Windows 95/98/Me, use Sart and
the Run command to open the MS-DOS window. On Windows
NT/2000/2003/XP, use Sart and Run and enter cmd . exe to open the
MS-DOS window.
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To begin, type SOFTDRPT -? <enter>:

Figure 7-47
md [_1O] ]
nsoftdept -7
OFTDRPT —— SofTrack BatchsDOS Report Generator — Uersion 1.8c
sage: SOFTDRPT [options]
FfL[filel Qutput report to [filel <default: output to consoleX
Feln.e.x.qg.p.ml Sort by [*Name iElapsed timeleBecutions!
Queues rejects iPurges iMaximum]
Fd[fmmddyy i f ddmmyy 1 Date format [*mm/dd-yyidd/mm/yyl
[=1 Select [start datellend datelillast x days]
[el {ex: —ds@1-82-95% —deB5-/86-95 for Jan 2-May 6
1[1x] {default: last 45 days>
Fmlaifilel Read [all METER.= filesispecific filel
<default: METER.LOG>
Fplpathl Path to METER.LOG files <default: spec. in SofTrack>
Folliul Report Organization [*Licenseilser]
Ftlzid] Report Type [*SummaryiDetaill
Fulticl OQutput Selection [*TextiComma delimited]
F1llnuml Lines of detail per page <{default:48>
Filn1lgllx1Lp] Data to include [NormalllQueuedl[Rejectl[Purgel
{default:all. applies only to License Detail »pt}>
Fnlzervername] Server to run report on <default: current server’
v Enables verhbose mode
R=>o j

The screen will display all the currently available options.
To view aquick License Summary report, type:
SOFTDRPT -nSERVER <enter>

where SERVER isthe NetWare server you want to report. If you are running
SOFTDRPT . EXE 0N the desired server, you can type SOFTDRPT <enter>,
and it will default to the current server.

The following exampleis for the server integrity-2k:

Figure 7-48

[_ [0 x]

:SHLE > sof tdrpt

OFTDRPT — SofTrack BatchsDOS Report Generator — Uersion 1.8c
{c)»1995:2006 Integrity Software. Inc.

11 Rights Reserved.

ype of Report: Summary of License use Report

ile Server: integrity-2k

equested by: Administrator

rint date: May 26. 2887

eport Dates: All Dates

icense Hame Elapsed Time #Execd #Queuwed #Purged HRejected #Max
CALC_&5 4 days 1:57 14 1 1 a 1
#PLORER A days B8:81 1 a a a 1

£ :J
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To redirect the output to afile, use the greater than symbol (>), asin:

SOFTDRPT -nintegrity-2k soutput.txt

Batch-Mode Reporting of Metering Activity:

Web-Based Reporting

In the product installation directory, under the TOOLS\WEB_RPT
subdirectory, you will find arREADME . TXT that details how to use readily
available utilities to create web-based reporting from reports generated by
SOFTDRPT . EXE.

Interactive Reporting of Timekeeping Activity

For License Profiles that include use of the Timekeeping option (see
page 74), there is the Timekeeping Activity Report. To begin, open
SOFTRACK . EXE and click on the M ore Rpts toolbar button. Select View
Timekeeper Data L og. The following will appear:

Figure 7-49
Licenze | Uszer | Fesponze | Started | Fecorded | Overall seconds | Seconds in uze... | ‘work stath
CalLt Administrator test anly 5/18/2007... | 5/15/2007 9:39 2 2 #P_PRO_
CalLt Administrator 10811 5/15/2007... | 5/15/2007 9.35 1803 1311 ®P_PRO
FycaLc George.Paul 10822 5/18/2007... | BA18/200718:45 | 452 305 JTH
«| | »
| Save Log | | Purge Log |

The columns include;

License Profile Name

User Name

Response given to the Timekeeping Prompt
Start Time

Stop Time

Overall secondsin use

Active secondsin use (i.e., amount of time application was the active
window and not a background window)

SofTrack Administrator Guide for NetWare 181



Reporting

* Workstation Name
* \Workstation Network Address

The Save L og button will copy the Timekeeping Log file (whichisa
comma-delimited file, also known asacsv file) to alocation of your choice.

The Pur ge L og button will erase the Timekeeping Log file, and all its
contentswill belost. The Timekeeping log fileisTIMEKEEP. csv, and it is
stored in the METER . LOG directory.

Discovering All Application Use

182

Sof Track, when using the LWA (see Chapter 3), has the ability to discover
the use of all applications used at each workstation using the LWA.

To enable this feature, open SOFTRACK . EXE, Select Administration |
Sof Track Server Agent Options, and then select:

Record use of any application not defined for metering by
wor kstations using the Sof Track L ocal Workstation Agent

Close the dialog and then click the Refresh SSA toolbar button.
Now, all workstations using the Sof Track LWA will be so tracked.

Hereishow it works: All applications used that are not defined for metering
by aLicense Profile will be recorded in the LOCALUNR . LOG file, which is
stored intheMETER . LOG directory. The LOCALUNR . LOG iSaprivate format
filethat is accessed viathe SOFTRACK . EXE interface.

To create thereport, open SOFTRACK . EXE and click the M or e Rptstool bar
button and select Discover all applicationsthat arenot metered. You may
also click the Reportsmenuitem and select Discover all applicationsused
that are not defined for metering by workstation using the L ocal

Wor kstation Agent and the following will appear:
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Figure 7-50
Locally Used Unregistered Application Reporting E
Dutput Filename: |UNREG.001 Erint
Dretail Lines Per Page: |4D
(® Exclude Repetitive Files Per Compuiter
0 Imchude &1 Files And Start Times
[T Exclude Common WwWindows Files
[ Include Computer Network Address
| Build List of “Workstations for selected reporting I

The Output Filename will default to the path used for METER . LOG. This
type of report providestext-based output only; thereis no comma-delimited
option. The Detail Lines Per Page indicate the lines of detail to be shown
per output page. Each pageisfully formatted with aheader and page number
footer.

Usethe Build List of Workstationsfor selected reporting button to
produce the list of workstations to choose from. This allows you to report
specific workstations.

The Print button first sends the output to a print preview window for your
review.

The Archive L og button will rename the LOCALUNR . LOG tO . 000, .001,
.002, etc., and then immediately return to the main SOFTRACK . EXE
window. Once archived, the LOG file will need to manually be renamed to
LOCALUNR . LOG for reporting. Reports are only built from the contents of
the current LOCALUNR . LOG file.

The Exclude Repetitive Files Per Computer option will show only the
Computer Name and a phabetical listing of applications used.

TheInclude All Files And Sart Times option will show the Computer
Name and every application used, including itsstarting time. Thelist’sorder
isby application start time.

The Exclude Common Windows Files will exclude the following files
from the report:
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GDI.EXE
MKCOMPAT . EXE
REDIR32.EXE
USER.EXE
CONAGENT . EXE
KRNL386 .EXE
READ16 . EXE
SPOOL32.EXE
RPCSS.EXE
VVEXE32 .EXE
RUNDLL. EXE
RUNDLL32 . EXE
NTVDM. EXE
KRNL386 .EXE
WOWEXEC. EXE

The Include Computer Network Addresswill reveal the reporting
workstation’s TCP/I P and Ethernet or other MA C address, depending onthe
network protocolsin usein your environment.

The following is a sample report:

Figure 7-51

-2 SofTrack Print Preview M= 3
File:

Type of Report: Locally Used Unregistered Applications Report ﬂ
File Serwver: dude

Ferquested by: Aduwinistrator

Print Date: May 26, 2007

Computer Name and Network Address / Unregistered Executables Used

MICEON_Plz0 [195.206.217.122]
addgrpw. exe
calcox.exe
clipsrv.exe
cnd.EXE
control.exe
drutsniz. exe
netmon. exe
notepad. exe
PEIZZ.EXE
rundll3z. exe
SESSI0NS.EXE
SO0FTRACK.EXE
SYVILOY. EXe
STLWA NT.EXE
ST3EVC.EXE
taskngr. exe
WINDISK.EXE
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Interactive Reporting of Quick Inventory Data

Sof Track provides a Quick Inventory feature that is fully described in
Chapter 8. To start the Quick Inventory Reporting feature, open
SOFTRACK. EXE, click the M ore Rptstoolbar button, select Quick

I nventory from the drop-down menu, and then select the type of report that

you want.
Figure 7-52
.E =Y | .% Refresh % |
tore Fipts | GLS Yiew Install Profiles 554 ergion
‘Wiews Timekeeper Data Log
Global License - Report Summaries and Graph
Macintosh Reports Quick Inventory Reports
Quick Inventory - Applications Installed {Summary’ Smart Inventory Reports 3
uick Invenkory - Applications Serial Number Repart (per waorkstation
@ X v PD - . > (P ) . Quick Audit - Internet Explarer, File Createf/Open and Application Launch
Quick Invenkory - Microsoft Applications with Installation Keys (per waorkstation) i - g tahles Created
Quick Inventory - Applications Installed (List Workstations For each]) QAN 2 - QERUIE - BEalEln EiRe
GQuick Inventory - Applications with Identified Executable File Associations HardwarefSoftware Change Log
Quick Inventory - Executable Files with Identified Application Associations TCPJIP Address Change Log

Quick Inventory - Workstations {Applications Installed)

Quick Inventory - Workstations {Machine Details)

Quick Inventory - Workstations {Network Adapters and Connectivity)
Quick Inventory - Workstations {Disk Drives and Printers)

Each Quick Inventory Report includes several columns of data, each of
which can be sorted upon by repeatedly clicking on the column you want to
sort by.

Pleaserefer to the next chapter for more information on the Quick Inventory
feature.

License Profiles Definition Report

The License Profiles Definition report generates a text-based report that
details the definitions of each License Profile on the current server. The
report isin atext format with headers and page number footer that is
intended to be a permanent record of your definitions that you can 3-hole
punch and save.

Occasionally, the Sof Track Support Team may request a copy of your
License Profiles report to help them assist you.
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To begin, click the Profiles toolbar button:
Figure 7-53

You will be presented with a dialog requesting the name of the Output
Filename and Detail Lines Per Page. Thedefaultsare L.ICDEF. 001 and 40.
The default path for the output file isthe directory you selected for the
METER . LOG file. To continue, click OK. The report will be generated and
control returned to SOFTRACK . EXE'S main screen.

To print thereport, we recommend opening the output filewith your favorite
word processing application, such as Word or WordPerfect.
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Inventory: Overview

Sof Track’s Quick Inventory and Smart Inventory features help you
determine which applications and hardware are installed and in use within
your enterprise. Collection of the inventory is performed by a simple and
lightweight data gathering agent that can be runin your logon scripts, by the
Sof Track Local Workstation Agent (see Chapter 3), or by any automated
means. The Smart Inventory feature includes ongoing auditing of
application launches to further determine where applications are installed
and arein-use or are never used. The following sections detail the specifics
of SofTrack’s Quick Inventory and Smart Inventory features.

Quick Inventory: Overview

Sof Track’s Quick Inventory feature helps you determine what applications
and hardware are in use on in your networked environment. The inventory
collection is done by asimple and lightweight data gathering agent that can
be run in your logon scripts or any automated means. The data gathering
agent can even be automatically run by the Sof Track Local Workstation
Agent (LWA) on desktops where the agent is installed and active.

The Quick Inventory feature maintains, per workstation, data regarding the
last collection only. Thereisno archive of history stored. Theinventory data
isstored in the Computer s subdirectory, which is located in the directory
you selected for the METER . LOG path (see page 110). Within the
Computer s subdirectory you will find alisting of all the workstations, by
name, that have been inventoried. Thefilesarein abinary format that is
extracted by soFTRACK . EXE for reporting. The reports are found under the
More Rpts toolbar button.
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The Inventory data that is collected is gathered from the Add/Remove
programs section of the workstation’s registry. The hardware details are
collected from other parts of the workstation’s registry.

The inventory data gathered allows SOFTRACK . EXE to produce ten very
useful reports:

Applications Installed Summary

Applications Serial Number Report per workstation
Microsoft Applications with Installation Keys per workstation
Applications Installed, listing Workstations for each

Applications with Identified Executable File Associations
Executable Files with Identified Applications Associations
Workstations, applications installed on each

Workstations, installation details including RAM, RAM type, O/S
version, service pack level, manufacturer, serial number, and more
Workstation (Network Adapters and Connectivity)

Workstation (Disk Drives and Printers)

Reports are first sent to a preview screen where you can then select to save
them in printer-ready format with headers and page number footers, or in
comma-separated values (csv) format for easy importing to your favorite
spreadsheet or SQL database for further review.

188
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Installing the Quick Inventory Agent

IMPORTANT: Before you begin, note that the Quick Inventory Agent
(QIA) installation method detailed here installs only the
Quick Inventory Agent. If you have installed the Local
Workstation Agent (LWA) using its default options, you
will not needto also install the Quick Inventory Agent asit
will already be present on your workstation. The steps
below apply only to those who prefer to install the QIA
without the LWA. Notethat if youinstall only the QIA, you
will not be able to take advantage of LWA functions, such
as Smart Inventory, Local Application Metering, Idle
Detection, and Timekeeping. If you want to install these
features, refer to the LWA installation detailed in

Chapter 3.

MSI Method

NOTE: The SofTrack M Sl installer does not support Windows 3x.

Additional details are availablein “MSI Method - Options” on page 191.

1 Fromthelnstall.QlA.only directory of the product installation, copy
the QIASETURPMSI to the workstation and double-click to launch it.

2 Click Next in the Welcome dialog.

3 Select Typical Installation in the Installation Method dialog and then
click Next.

4 Inthe Server Name dialog, type the name of the server hosting the SSA.
Then, click Next.

5 Click Install in the Ready to Install dialog and wait for the installation
to complete.

6 Reboot the workstation.
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Manual Method

In the product installation directory under the TOOL S\QIA.raw directory,
you will find INVENTRY.EXE, SMBIOS .EXE, and STNw32.DLL.All
files must be located in the same directory.

Steps to directly perform the Quick Inventory Data Collection:

1

The Sof Track Server Agent (SSA) must be active at the server that will
host the inventory records. The recordswill be stored inindividual files
named after the submitting workstation within the Computers

subdirectory located in the directory selected for the METER . LOG path.

Run INVENTRY SERVER_NAME at each workstation you want to
inventory. The SERVER_NAME is the same name that is used when
mapping a share path viathe NET USE command. It is not an Internet
name, such as server.acme or www.servername.org, which your server
may also be known as.

(Optional) Append ablank space and then an * after the
SERVER_NAME (INVENTRY SERVER_NAME *) to receive a
verbose listing of the inventory data that will be sent to the server. This
output can be redirected to atext file:

INVENTRY SERVER NAME * >output.txt

Step 3 isnot required for SOFTRACK . EXE to produce Quick Inventory
Reports.

Stepsto perform the Quick Inventory Data Collection automatically viathe
Sof Track LWA:

1

The SSA must be active at the server that will host theinventory records.
Therecordswill be stored inindividual files named after the submitting
workstation within the Computer ssubdirectory located in the directory
selected for the METER . LOG path.

Copy both INVENTRY .EXE and SMBIOS .EXE to the same directory
where sTLWA NT. EXE (Windows NT/2000/2003/X P workstations) or
STLWA-LM. EXE (Windows 95/98/Me workstations) is located. When
the Sof Track LWA initialy loads, it will automatically runINVENTRY
SERVER_NAME, where SERVER_NAME is the same server the
LWA has been configured to report to.
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IMPORTANT: If INVENTRY.EXE and SMBIOS .EXE are notlocated in
thesamedirectory aSSTLWA NT.EXE Of STLWA-LM. EXE,

the inventory will not be run, even if thefilesare on a
search path.

MSI Method - Options

Installation Method Dialog

Inthelnstallation Method dialog, you can select aTypical I nstallation or
an Advanced I nstallation.

Figure 8-1
i'.;!-" SofTrack Quick Inventory Agent for Windows, 1.7.5 Setup
F
SofTrack Quick Inventory Agent for Windows, 1.7.5 t} ¥
Select Installation Method i

Flease select the type of installation vou wish to perform,

Copyright € Integrity Sefbware, 1988-2007, &l rahts reserved,

< Bark I et = I Cancel |

» Typical Installation — Selecting this option will perform an installation

of the QI A using default settings. Thisoption providesthefastest method
for installing the QIA.

* Advanced I nstallation — Selecting this option will allow you to modify
default settings prior to installation.
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Server Name Dialog

The Server Name dialog allowsyou to enter the name of the server hosting
the Sof Track Server Agent (SSA).

Figure 8-2

i'.;!-" SofTrack Quick Inventory Agent for Windows, 1.7.5 Setup

r
SofTrack Quick Inventory Agent for Windows, 1.7.5 t‘ ¥
Configure Target Server Mame i

Please enter the name of the server hosting the SofTrack Server Agent,
The name must be defined without ary slashes {eq; SERVERL),

Copyright € Integrity Sefbware, 1988-2007, &l rahts reserved,

< Bark Cancel
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Advanced Install: Configure Inventory Interval Dialog

If you selected the Advanced I nstallation option in the I nstallation
Method dialog, the Configurelnventory Interval dialog will appear after
you click Next in the Server Name dialog. This dialog allows to you to
modify default installation settings.

Figure 8-3

i'é’u SofTrack Quick Inventory Agent for Windows, 1.7.5 Setup

-
SofTrack Quick Inventory Agent for Windows, 1.7.5 ﬁzﬂ

Configure Inventory Interval

SofTrack's Quick Inventory Agent can be configured to aukomatically
gather an inventory at different inkervals. At what interyval would vou like
the inventory ko be gathered?

At each boot-up, (default) j |12:DD P {default) j

Copyright € Integrity. Sefbware, 1988-2007, &l rights reserved,

< Back Cancel
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Quick Inventory: Reports

Sof Track’s Quick Inventory Report generation does not require the SSA to
be active. Each Report described below is accessed by opening
SOFTRACK . EXE and clicking on the M or e Rptstool bar button. Each report
can be saved in printer-ready format (we recommend using Word or
WordPerfect to print this style report) or in comma-delimited format. And,
for reportsthat feature columns of data, each column can be used to sort the
report. To sort, smply click on the column header.

The following sections provide more details about several of the Quick
Inventory reports that can be generated using Sof Track.

Applications: Summary
Thefollowing is collected:

194

@Windows 2000 Hatfix (Pre-5P4) [See Q329115 .

@W’indows 2000 Hotfix [Pre-5P4) Q328310
@W’indows 2000 Hotfix [Pre-5P4) Q329170
@W’indows 2000 Hotfix [Pre-5P4) 0810833
[=)warks Suite 05 Pack

@ Meafee ViusScan

@ LiveReg [Symantec Corporation)

1.0.0.0000
451
2061314

@ Livellpdate 1.6 [Symantec Corporation]

@ Livelpdate 1.80 [Symantec Corporation]
@ Morton Antivines 2003
@ Wworks Synchronization

1.8013.0
400
1.0.0.0000

20021101.16...
2002110112,
20021121.15...

Microzoft Corporation
Microzoft Corporation
Microzoft Corporation
Microzoft Corporation
Microzoft Corporation
Metwork Associates

Symantec Corporation
Symantec Corporation
Symantec Corporation
Symantec Corporation
“t'our Company Mame

* Application Name

* Verson

» Publisher

*  Number of Workstations where found

Figure 8-4
E SofTrack Quick Inventory - Applications Installed [Summary] E

Application | ergion | Publisher | Mumber of ‘Workstations =
@ Microzoft Encarta Encyclopedia Standard 2002 | 2002 Microzoft Corporation 1
@ Microzaft Office 2000 SR-1 Premiurm 9.00.3821 Microzoft Corporation
@ Microgaft Office 2000 Standard 9.00.2720 Microzoft Corporation
@ Microzoft \word 2002 10.0.2627.01 Microzoft Corporation
@ Microzaft wWarks 6.0 06, 00,0000 Microzoft Corporation
@ Microzaft \Warks Suite Add-in for Microzaft Word | 2.0.0.0000 Microzoft Corporation
@W’ebFldrs 9.00.3501 Microzoft Corporation
@W’ebFldrs =P 9505318 Microzoft Corporation
@W’indows 2000 Administration Tools 5.0.0.0000 Microzoft Corporation

JRRPRR B RPN PR FURC (RS DU PR S UPRS P DU R P S DU P P

Save |

Done |
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Applications: Workstations
The following is collected:

* Application Name
e List of Workstations where installed

Figure 8-5

E SofTrack Quick Inventory - Applications Installed [List Workstations)

E@ MYID1A Windows 95/98/ME Display Drivers -
. xEON ONE

@ Qffline Browszing Pack
B JTH
B %EON ONE
EI@ OutlookE xpress
B CLICKSHARK
B pusL-ak
B ouce
B sOFTRACK18
B w2k kST
B xEON_DUAL
. g ®P_PRO_T
@ Oz32mn
B MICRON_P120
[ PCHealth

& wp_PRO_1 —I
PhoneT ools
B CLICKSHARK
Fhota kanager 1.1
B MICRON_P120
Phota Organizer

Done |
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Applications: Executable Files
The following is collected:

» Application Name

SofTrack Quick Inventory - Applications with Identified Executable File Associations

List of executable files found viaour patent-pending processes to be
associated with use of the identified application

Figure 8-6

MSDEY.EXE

E@ Microzoft Expedia Streets 98

Streets 98.exe
icrosoft GIF Animator
GIFACME.EXE
GIFAnimator. exe
icrozoft Greetings
HOMEPUE.EXE
MHPSTP.EXE
icrozoft Money 93

(2] MSMONEY.EXE

icrozoft Metteeting 2.11

|2 CONF.EXE

icrosoft Office 2000 Standard
EXCEL.EXE

outicon. exe
POWERPNT.EXE
WwiNWORD.EXE

icrazoft Dffice Integration
SCCICONS. eXe

EXCEL.EXE

TMisc. Bxe

MSACCESS.EXE

Save {"Ewpand ltems |

Done |
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Executable Files: Applications
The following is collected:

+ Executable filename

» List of applications found via our patent-pending processes to be
associated with the identified executable file

Figure 8-7

SofTrack Quick Inventory - Executable Files with Identified Application Associations

WOCY2.EXE -
@ ocabulary 2.0

wp2mif. exe

@ Adobe Frametd aker vB.0
whatsths. exe

=] RoboHELP Dffice
WwHOffice. exe

=] RoboHELP Dffice
winamp. exe

= "Winamp [remove only]
WinCWD . exe

= VD

WinSCP3.exe

5 WwinSCP 3.1
wiNwWORD.EXE

e Microzoft Office 2000 Standard
= Microzoft Office Integration

e Microzoft Office %P Media Content
= Microzoft Office XP Profeszional with FrontPage
WINZIP3Z.EXE
= wirZip -
wlink 7 3.exe
[ TI-Graph Link 73 -

Done |
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Workstations: Applications

[é!So[Tlack Quick Inventory - Workstations [Applications Installed) E
EIE G-BERT

The following is collected:
*  Workstation Name

» List of Applicationsinstalled on selected workstation

Figure 8-8

| MDS for NT 2.0
] Windows NT 4.0 Service Pack &
7B SOFTRACK-18

=&, TSE_BOX

| 3Com MIC Diagnostics

"] Branding

)| Directénimation

)| DirectShow

J| Find... On the Intermet

)| Microzoft DirectDrawE

)| Microzoft Music Control

)| Microzoft Office 2000 5R-1 Premium
"] Microzoft Outlook Express

7| Microzoft Wwallet

)| Ml avaiitd

"] Mutdega SoftlCE Driver Suite 1.5
L] WD OLive Player

-4 Windows NT Terminal Server 4.0 Service Pack 6

-

- W2KAWKSTH

- XEOM ONE

- REON_DUAL b

- ®P_PRO_1 -
Save | Expand Items [one |
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Workstations: Installation Details
The following is collected:

*  Workstation Name

» TCP/IP Address

* Windows Version

* Service Pack Level
 C:DriveSize

» C: Drive Free Space

* Physical RAM installed

* Typeof RAM installed in Bank 1
* Typeof RAM installed in Bank 2
* Typeof RAM installed in Bank 3
* Typeof RAM ingtalled in Bank 4
» Machine Type (from Registry)

» BIOS Date (from Registry)

* Manufacturer

* Mode Name

*  Serial Number (assigned by Manufacturer)
* Internet Explorer version

» CPU 0 Vendor

« CPUOType

* CPU 0 Speedin MHz

» CPU 1 Vendor

« CPU1Type

 CPU 1 Speedin MHz
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Figure 8-9

“workstation | IP Address | “Windows Wersion | Service Pack | C: Size | C: Free | Rt | Bark 1
Bl ATC109MASTER | 188.206.217.12 | Micrasoft Windows 2000 | Service Pack 4 7 GB 2GB 239 MB 128ME (DI
EtM 188.206.217.127 | Microsoft Windows 98 4101958 16 GB 10GB 124 MB 128ME (DI
&l MICRON_P120 188.206. 217122 | Windows NTwd Service Pack 6 401 MB 46 MB 128 MB 128ME (DI
EL<E0N ONE 188.254.105.2560 | Microsoft Windows 98 4101958 38 GB 22GB 511 MB 286ME (RO
EL SOFTRACK_NT4 | 188.166.200.22 | ‘Windaws NTvd Service Pack 6 133 MB 3MB 254 MB 128MB (SD
EL INTEGRITYP 188.166.200.118 | Microsoft Windows %P Service Pack 1 28 0GB 19GB 1028MB | B512ME [SD
Bl salEsxP 188.166.200.111 | Microsoft Windows %P Service Pack 1 29GB 7 GB 770 MB 286ME (O
Bl vrsalEsxp 188.166.200121 | Microsoft Windows 3P Service Pack 1 19GB 8GB 385 MB 128ME (DI
B wiPTEST 188.166.200.109 | Microsoft Windows %P Service Pack 1 9GB 5GB 513 MB ZB6ME (SD
B 3p3wM01 188.166.200.169 | Microsoft Windows 2000 | Service Pack 3 19GB 8GB 513 MB ZB6ME (SD
EL INTEGRITY-2K 188.166.200.119 | Microsoft Windows 2000 | Service Pack 3 19GB 8GB 254 MB ZB6ME (SD
EL INTEGRITY-5UP3 | 188.166.200.107 | Micrasoft Windows 2000 | Service Pack 4 38 GB 3B GE 512 MB ZB6ME (SD
B wizKsry 188.166.200175 | Microsoft Windows 2000 | Service Pack 4 8GB 3GB 1020MB | B12ME (DI
B wannasry 188.166.200.189 | Microsoft Windows MET | Mo Service Pack | BGE 5GB 120 MB 128ME (DI
«| | »

Seue | Number Found: 14 e |

NOTE: For Windows 9x/Me workstations, the following is not collected:

» Machine Type (from Registry)
* BIOSDate

* CPU 0 Speedin MHz

* any dataregarding CPU 1

200 SofTrack Administrator Guide for NetWare



Inventory

Smart Inventory: Overview

Sof Track’s Smart Inventory feature helps you determine how softwareis
used in your enterprise. Smart Inventory isthe result of combining the data
gathered by Quick Inventory with auditing of actual software use viathe
Sof Track Local Workstation Agent (LWA) (see Chapter 3).

Use of the Sof Track LWA automatically tracks every application launch. If
the Quick Inventory data has been gathered, the Sof Track Server Agent
(SSA) will automatically begin to track each distinct application launched
asreported by the LWA. The SSA, per workstation, will record the number
of timeseach application, by itsfilename, has been used and the most recent
use.

The combined Quick Inventory and Use data resultsin the following three
Smart Inventory reports:

» Application Usage Summary—Number of workstations where installed

and whether or not used
* NOT USED List—Workstationswhere Applicationsareinstalled but not
used

» Workstation Usage Summary—Applications installed, how many times
used, and most recent use

These powerful reports provide reporting of overall application usage that
detail where applications are installed and where they are used, allowing
you to determine where you can safely uninstall unused applications.

Thereportsarefirst displayed in apreview screen where you can then select
to save them in printer-ready format with headers and page number footers,
or in comma-separated values (csv) format for easy importing to your
favorite spreadsheet or database for further review.

SofTrack Administrator Guide for NetWare 201



Inventory

Smart Inventory: How

Sof Track’s Smart Inventory isthe result of installing and using the Quick
Inventory module (page 189) and the Sof Track Local Workstation Agent
(see Chapter 3)—there are no other configuration requirements.

The Quick Inventory module, per workstation, gathers the filenames
identified for each installed application, while the LWA captures each
application use. At the core of this processis the Sof Track Server Agent
(SSA), which automatically detects that a specific workstation’s Quick
Inventory has been gathered and will then automatically begin recording
each application launched on that workstation as reported by the LWA. This
process involves the creation of .wrk and . App filesin the Computers
subdirectory located in the directory select for the METER . LoG path. For
each workstation a . wrx file will be used as a“ scratch” file to quickly
record the launched applications as reported by the LWA. Once every 15
minutes a background process awakens and converts the entries within the
.WRK filesinto permanent entrieswithin the . app file. The file format of
both filesis private and subject to change. At the present time, the . app file
containsasingle entry for each filename launched. The . app fileisa“mini
database” that is critical to the creation of the Smart Inventory reports.

Smart Inventory: Reports

202

Sof Track’s Smart Inventory report generation does not require the SSA to
be active. Each report described below is accessed by opening
SOFTRACK . EXE and clicking onthe M or e Rptstoolbar button. Each report
can be saved in a printer-ready format (we recommend using Word or
WordPerfect to print this style report) or in commardelimited format. And
for reportsthat feature columns of data, each column can be used to sort the
report. To sort, ssimply click on the column header.

The following Smart Inventory reports are available.
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Applications Usage Summary
Number of workstations where installed and whether or not used.
Thefollowing is collected:
* Application Name
* Version
* Publisher
* Number of Workstations where the application isinstalled
« Number of Workstations where the application has been used*

Figure 8-10
E SofTrack - Application Usage Summary - Number of Workstations where installed and whether or not used H=E3
Application | Wersion | Fublisher | $# Wsth Installed | # Wath Used | -
@Adobe Reader 6.0 E.0 Adobe Systems Incor.. 121 il
@Adobe Acrobat 5.0 5.0 Adobe Spstems, Inc. 53 10
@ Compuware SoftlCE Driver Suite 2.7 27 Compuware Corporati... 1 1] e
@ Copernic Agent Basic Copernic 49 42
@W’ordPerfect Office 2002 10 Corel a2 20
@ Dell Solution Center 1.00.0000 Dell 152 93
@ Dell Support 2.00.0000 Del 152 56
@ Help and Suppart Customization 1.00.0000 Dell 152 BV
@ eFax Messenger Plus 212 eFan.com 1 1
@ InztallShield Professional 6.3 InstallShigld ... InstallShield Software ... 2 1]
@ Dell Ficture Studio - Dell Image Expert 341 Jazc Software Inc 2 1
@Jasc Paint Shop Pro 8 8.00.0000 Jazc Software Inc 1 1]
@ Microsoft Windows Joumal Viewer 1523580 Microsoft 38 20
@Advanced Metworking Pack for Windows =P Microzoft Corporation 134 134
@ Microsoft Office 2000 Premium 9.00.2720 Microsoft Corporation 134 104
@ Microsoft Office 2000 SH-1 Premium 9.00.9327 Microsoft Corporation 134 72
@ Microsoft Office %P Standard 10.0.4330.0 Microsoft Corporation 58 51
@ Microsoft Publisher 2002 10.0.4330.0 Microsoft Corporation g 7
@W’indows 2000 Support Tools h0.20721 Microzoft Corporation 11 9
@W’inPcap a0 Politecnico di Tarino 3 1] =
IESTRTT ad44c0 Ol o 4 o

1. Indicates where application has been used since tracking of application use began.
This date isindicated in the “Workstation Usage Summary Report” (see page 205).
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NOT USED List
Workstations where Applications are installed but not used.
Thefollowing is collected:
» Applications

» Workstations where the indicated Application isinstalled but has not
been used!

Figure 8-11

E SofTrack Quick Audit - NOT USED List - Workstations where Applications are installed but not used

E Adobe Framebd aker «5.0
..... @ JTH
E| gl, Adobe llustrator 10.0.3
----- =] XEON ONE J
E| gl, Adobe PageMaker 7.0
----- {51 ATC1DIMASTER
E| gl, Adobe Reader 6.0
o [E) ATCADIMASTER
Adobe Type Manager 4.1
L[] ®EON ONE
AFPL Ghostscript 8.00
[ ATCAOSMASTER
E| Q AFPL Ghostscript Fonts
o [E) ATCADIMASTER

Basic Circuits Challenge
o [E) ATCADIMASTER
E| gl, Blue) 1.3.0
----- {51 ATC1DIMASTER
gl, BOOKcase 4.0
----- {51 ATC1DIMASTER
E| Q Cal Drawing Display
----- {51 ATC1DIMASTER
E| Q CaD Drawing Display 5amples

Done |

1. Indicates those workstations where the indicated Application isinstalled but has not
been used since tracking of use began. This date isindicated in the “Workstation
Usage Summary Report” (see page 205).
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Inventory

Applications installed, how many times used, and most recent use.

Thefollowing is collected:

» Workstation
» Application

* Verson
» Publisher
» Date Tracking began
*  Number of times used

» Date most recently used

Figure 8-12

[é!So[Tlack - Workstation Usage Summary - Applications installed. how many times used and most recent use

“workstation | Application | Wersion | Fublisher | D ate tracking... | # Times Used | Most recent us
Q SALESHP Morton Antiviruz 2003, 9.0.0 Symantec Corporation Sep 5, 2003 206 WedOct 01 1€
Q WakKSRY Livellpdate 1.80 [Sy...  1.8019.0 Symantec Corporation Sep 5, 2003 150 Tue Sep 3010
Q IMTEGRITY <P Livellpdate 1.80 [Sy...  1.8019.0 Symantec Corporation Sep 5, 2003 132 TueSep 3017
Bl INTEGRITY P Belkin Bulldog Plus Sep 5. 2003 58 TueSep3015
Q SALESHP eFax Meszenger Plus 212 eF ax.com Seph, 2003 39 Wed Oct 0110
Q SALESHP Adobe Acrobat 5.0 RO Adobe Systems, Inc. Sep 5, 2003 35 Wed Oct 0113
Q SALESHP Microzoft Office %P St..  10.0.4330.0 Microzoft Corporation Seph, 2003 34 Wed Oct 011
Q IMTEGRITY <P Graphics Filters 1.00.0 Wizio Corporation Seph, 2003 19 TueSep 3017
Bl INTEGRITY P ALCT! Sep 5. 2003 19 MonSep 2917
Bl INTEGRITY P Muozilla Firebird 01 Sep 5. 2003 16 ThuSep2514
Q IMTEGRITY <P Microzoft Office Integr...  1.0.0.0 Wizio Corporation Seph, 2003 13 TueSep 3017
Q IMTEGRITY <P Microzoft Office 2000 ... 9009327 Microzoft Corporation Seph, 2003 13 TueSep 3017
Bl INTEGRITY P GSview 4.4 Sep 5. 2003 11 MonSep 291E
Q IMTEGRITY <P AFPL Ghostscript Fonts Seph, 2003 11 MonSep291E
B salEsxp ALCT! Sep 5. 2003 11 ‘wiedOct 07 1F
EL INTEGRITY-5UP3  Bekin Bulldag Plus Sep 5. 2003 8 MonSep 2908
Q SALESHP AOL Instant Messenger Seph, 2003 8 ‘WwedOct 0718
B INTEGRITY-SUPZ wWirZip 81 [4331) WinZip Computing, Inc.  Sep &, 2003 7 ThuSep 1815
% WakKSRY Windows 2000 Supp...  B.0.20721 Microzoft Corporation Seph, 2003 7 TueSep30 11 =
W T wn . A4 tanmn NP Pk 1o _ro_ € An0n 4 sedar__man

3

Save |
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Chapter 9 Audit and Control

Audit and Control;: Overview

Sof Track’s Audit and Control functions require use of the Sof Track Local
Workstation Agent (LWA) (see Chapter 3) at each workstation to be audited.
First released in October 2003, Sof Track’s Audit and Control functions
include:

Auditing:

* All Browser Access attempts via Microsoft’s Internet Explorer
» All Application Launch attempts
» All File Open attempts
* All File Create/Modification attempts
* All File Copy attempts
* All Executable Files created or modified
Control:

» Deny File Renamerequestsfor all . exe and * . com files

» Deny File Create requestsfor all *.Exe and * . cou files

» Deny Browsing the Internet via Microsoft’s Internet Explorer
These options are also detailed on page 126.

All Audit datais stored in the Audit subdirectory under the METER . LOG
path. Datais stored in comma-separated values (csv) files named after the
workstation providing the audit data. Because these files are stored in csv
format, you can directly processthese files by other applications, including
spreadsheets and databases.
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Audit and Control: How

208

Sof Track’s Audit and Control functions are defined via SOFTRACK . EXE.
Implementation of Audit and Control functions requires the use of the
Sof Track Local Workstation Agent (see Chapter 3) at each workstation
where auditing and control are required.

Control Options selected are implemented by specifically denying the
operations from completing. Denia of File Rename/Create operations for
* . EXE and * . coM filesispresented to the user asaWindowserror. The user
will not be aware that Sof Track is specifically blocking their request
because Windows is reporting the error. Denial of Internet browsing via
Internet Explorer resultsin ablank page being served rather than the
requested page. No record of the enforcement of Control Optionsis

mai ntai ned.

Define any desired Audit and Control functions by opening
SOFTRACK . EXE and selecting Administration, SofTrack Server Agent
Options:

Figure 9-1
SofTrack on Server QUEST Options E
SofTrack Server Agent and Reporting Options:

™ Do Mot Dispatch Global Licenses

™ Do Mot Check for Ready Global Licenses in History Report Cancel |
™ Block Individual User Reporting - [Germary]

SofTrack Local Workstation Agent Auditing and Control Options:

For "wiorkstation Monitoring and Auditing Report' [stored in WAUDITSCOMPUTER_MAME]

¥ Include all Internet Explorer Browser Access Attempts

¥ Include all &pplication Launch Attempts [whether defined for metering or not)

¥ Include all File Open and Create Attempts

™ Record creation of executable files only - do not record other file creates nor any file opens

Control Options - not recorded

™ Dery Rename and Create requests for all files ending in * EXE or * COM

¥ Black Use of executable files that do not end with = EXE or = COM

[V Block Browsing the Intemet via Internet Explorer

NOTE: Thelncludeall File Open and Create Attempts option includes
tracking of File Copy operations. File Copy operations are not
tracked on Windows 9x/Me workstations.
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Audit and Control: Reports

Reporting is available for any Audit options selected. No report datais
maintained regarding the Control options.

Audit Report generation does not require the Sof Track Server Agent to be
active. The Audit Reports are generated via SOFTRACK . EXE, More Rpts,
and then selecting either:

* Quick Audit—Internet Explorer, File Create/Open and Application
Launch

or
* Quick Audit—Quick View—Executables Created

When you select the first option, awindow similar to the following will
appear:

Figure 9-2

[é! SofTrack Audit Viewer - Available Log Files

‘wWork station | First entry date | Lagt entry date |

Log File Size I Done I

integrity-sup3 Aug 19 10:49:37 2003 Fri Sep 05 12:11:58 2003 830,039 bytes
integrity-supd Aug 19 10:45:58 2003 Fri Sep 05 12:08:26 2003 84,932 bytes wiew All anties
- - - - o iew Al entries far
integrity-+p Aug 19 10:46:06 2003 Fri Sep 05 12:11:40 2003 456,527 bytes selected logs
MICRON_P120 Aug 03 02:07:42 2003 Friug 29 15:52:22 2003 57.756 bytes
SALESHP Sep 02 10:08:31 2003 FriSep 05 12:11:32 2003 1.441 362 bytes Wiew Internet Explorer
YCSALESK Aug 1912:28:02 2003 Fri dug 29 16:22:42 2003 57.804 bytes i i et g
w2k Aug 19 13:05:37 2003 Thu Aug 21 23:20:14 2003 9,102,486 bytes Vi o
o - - iew Application
W2KSRY Aug 26 09:18:06 2003 Fri Sep 05 10:53:20 2003 253,498 bytes Launches for selected
W2KSRW1 Aug 19 13:05:37 2003 Thu Awg 21 09:48:42 2003 9,102,487 bytes logs
WHPTEST Aug 19 10:45:14 2003 Fri Sep 05 10:28:24 2003 343,784 bytes —
“iew File Opens and
Creates for selected
logs

Search zelected logs |

Select all |

Mumber Found: 10

Save selected logs |

Eraze zelected logs |

Thiswindow presentsalist of al workstations where audit data has been

gathered. Thefirst entry date column indicates the date of the first record
and the last entry date column indicates the date of the audit file's last
record.

You will find several buttons to the right of the workstation list, including:
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View All entriesfor selected logs

View Internet Explorer usefor selected logs
View Application Launchesfor selected logs
File Opensand Createsfor selected logs
Sear ch selected logs

When selected, these buttons will present the user with a new window that
contains the requested data for the selected workstations. Each report
includes:

Time event occurred
Workstation

User (will also indicate process name for creates and indicatesiif file
copy)
TCP/IP address

Item accessed (file or web page)

Figure 9-3
[é!Audil Log Yiewer - All Entries H=E3

Time | “workstation | Uszer | Address | Item Accessed -
Sep 03 15:06:00 2003 SALESHP Sales 188.166.200.111 C:A\Documents and SettingzhS aleshLocal Settings'Te
@ Sep 03 13:05:57 2003 SALESHP Sales 188.166.200.111 hitp: ##maild . mail. com/zcriptz/mail/mailbos. mail 7. ob=
Sep 03 13:05:57 2003 SALESHP Sales 188.166.200.111 C:A\Documents and SettingzhS aleshLocal Settings'Te
Sep 03 13:04:44 2003 SALESHP Sales 188.166.200.111 C:\Program Files\Messengerimsmsgs. exe
2] Sep 03 19:04:44 2003 SALESHP Sales 188.166.200.111 coWWIND 0w S S ystem32hstdole32.th
= Sep 03 15:02:30 2003 SALESHP Sales 188.166.200.111 C:\Program Files\Messengerimsmsgs. exe
2] Sep 03 19:02:30 2003 SALESHP Sales 188.166.200.111 coWWIND 0w S S ystem32hstdole32.th
= Sep 03 19:00:26 2003 SALESHP Sales 188.166.200.111 C:\Program Files\Messengerimsmsgs. exe —
2] Sep 03 19:00:26 2003 SALESHP Sales 188.166.200.111 coWWIND 0w S S ystem32hstdole32.th
[ Sep 03 18:58:22 2003 SALESHP Sales 188.166.200.111 coWWIND 0w S S ystem32hstdole32.th

Sep 03 18:58:21 2003 SALESHP Sales 188.166.200.111 C:\Program Files\Messengerimsmsgs. exe

Sep 03 18:58:18 2003 SALESHP Sales 188.166.200.111 C:\Program FileshACT WActinfo.dat

Sep 03 18:58:18 2003 SALESHP Sales 188.166.200.111 C:\Program Files\ACT nfo.dll
2] Sep 03 18:58:18 2003 SALESHP Sales 188.166.200.111 C:\Program Files\ACT dal lst

Sep 03 18:58:18 2003 SALESHP Sales 188.166.200.111 C:\Program Files\4CTch.dal

Sep 03 18:56:08 2003 SALESHP Sales 188.166.200.111 C:\Program Files\Messengerimsmsgs. exe

Sep 03 18:56:08 2003 SALESHP Sales 188.166.200.111 coWWIND 0w S S ystem32hstdole32.th

Sep 03 18:54:21 2003 SALESHP Sales 188.166.200.111 C:\Program Files\Common Filest\Adobewebhddobe

Sep 03 18:54:21 2003 SALESHP Sales 188.166.200.111 Adobe Online Proceszes
= Sep 03 18:54:04 2003 SALESHP Sales 188.166.200.111 C:\Program Files\Messengerimsmsgs. exe

Sep 03 18:54:04 2003 SALESHP Sales 188.166.200.111 coWWIND 0w S S ystem32hstdole32.th

Sep 03 18:53:30 2003 SALESHP Sales via WINWORD.EXE 188.166.200.111 C:A\Documents and SettingzhS aleshApplication D ata'
Sep 03 18:53:30 2003 SALESHP Sales 188.166.200.111 C:ADocuments and SettingshS ales\My Documents\S
4 | il
Mumber Found: 9,635 Save Selected Records | Save | Done I
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Figure 9-4
[é!Audil Log ¥iewer - Internet Explorer Entries H=E3

Time | “workstation | Uszer | Address | Item Accessed -
@Aug 21091344 2003 IMTEGRITY-SUP3 Adminiztrator 188.166.200.107 hitp: ##vwd. windowsupdate. microzoft. comden/metoolbar. asp™?
@Aug 21091344 2003 IMTEGRITY-SUP3 Adminiztrator 188.166.200.107 hitp: ##wd. windowsupdate. microzoft. comden/toc. asp?corpor
@Aug 21091344 2003 IMTEGRITY-SUP3 Adminiztrator 188.166.200.107 hitp: ##wd. windowsupdate. microzoft. comden/splash. asp?pac
@Aug 21091344 2003 IMTEGRITY-SUP3 Adminiztrator 188.166.200.107 http: ##vd. windowsupdate. microzoft. com/en/footer. azp
@Aug 21091343 2003 IMTEGRITY-SUP3 Adminiztrator 188.166.200.107 http: ##vd. windowsupdate. microzoft. com/sen/default. azp
@Aug 21091342 2003 IMTEGRITY-SUP3 Adminiztrator 188.166.200.107 http: # Awindowsupdate. microsoft. com/

@Aug 21091342 2003 IMTEGRITY-SUP3 Adminiztrator 188.166.200.107 http: 4 #vd. windowsupdate. microzoft. com/default. asp

@Aug 21 09:13:40 2003 IMTEGRITY-SUP3 Adminiztrator 188.166.200.107 hittp: / v, microsoft. com/isapiredin dil Pprd=iedclcid=0<041
@Aug 21091325 2003 IMTEGRITY-SUP3 Adminiztrator 188.166.200.107 hittp: # A, zoftwaremetering. com,

@Aug 20 09:24:47 2003 INTEGRITv-SUP3 Administrator 188.166.200.107 hittp: /7 ar. abwola. com/html/931 31 759/532865297 /a0l ?S MM
@Aug 2009:24:46 2003 IMTEGRITY-SUP3 Adminiztrator 188.166.200.107 http:.-".-"sportsillustrated.c:nn.c:om.-"2003.-"f00tba|I.-"nc:aa.-"spec:i:'J
@Aug 20 09:24:46 2003 INTEGRITv-SUP3 Administrator 188.166.200.107 hittp: /7 ar. abwola. com/html /931 6981 4/532865297 /a0l 7SN
@Aug 20 09:24:31 2003 INTEGRITv-SUP3 Administrator 188.166.200.107 hittp: /7 ar. abwola. com/html/931 75947 /5325649034 / 30?5 MM
@Aug 20 09:24:31 2003 INTEGRITv-SUP3 Administrator 188.166.200.107 hittp: /7 ar. abwola. com/html/931 75950/532549034/ 20?5 MM
@Aug 20 09:24:31 2003 INTEGRITv-SUP3 Administrator 188.166.200.107 hittp: //ar. abwola. com/html/931 75946/532549034/ 20?5 MM
@Aug 20 09:24:31 2003 INTEGRITv-SUP3 Administrator 188.166.200.107 hittp: /7 ar. abwola. com/html/931 75944 /5325849034/ 30?5 MM
@Aug 2009:24:30 2003 IMTEGRITY-SUP3 Adminiztrator 188.166.200.107 http: /¢ zportsillustrated. cnn. comdfrontAindex. html Ycnn=yes
@Aug 2009:24:30 2003 IMTEGRITY-SUP3 Adminiztrator 188.166.200.107 http: /¢ zportsillustrated. cnn.comyd

@Aug 2009:24:29 2003 IMTEGRITY-SUP3 Adminiztrator 188.166.200.107 hittp: 4 A ciin.com/sidfrontd

ﬁmm 2009-24-23 2NN3 INTEGRRITY-S1IP3 Adrminiztratar 18R 1RF 2NN 107 th'r’f’wthu rhn comdsifrontdindes html ?rnn=oes _DILI
Number Found: 227 Save Selected Records | Save

Figure 9-5
[é!Audil Log Yiewer - Application Launch Entries H=E3

Time | ‘wWork station | Uszer | Address | Item Accessed -
@ Sep 03 07:39:04 2003 INTEGRITv-SUP4 admin 188.166.200.113 D5Log.exe

@ Sep 03 07:34:00 2003 INTEGRITv-SUP4 SYSTEM 188.166.200.113 Allpdate.exe

@Sep 03 07:33:58 2003 INTEGRITv-SUP4 SYSTEM 188.166.200.113 MDETECT.EXE

@ Sep 03 03:34:01 2003 INTEGRITv-SUP4 SYSTEM 188.166.200.113 Allpdate.exe =
@Sep 03 03:33:59 2003 INTEGRITv-SUP4 SYSTEM 188.166.200.113 MDETECT.EXE

@ Sep 02 23:34:01 2003 INTEGRITv-SUP4 SYSTEM 188.166.200.113 Allpdate.exe

@Sep 02 23:33:59 2003 INTEGRITv-SUP4 SYSTEM 188.166.200.113 MDETECT.EXE

@ Sep 02 19:34:01 2003 INTEGRITv-SUP4 SYSTEM 188.166.200.113 Allpdate.exe

@Sep 02 19:33:59 2003 INTEGRITv-SUP4 SYSTEM 188.166.200.113 MDETECT.EXE

@Sep 02 16:16:19 2003 INTEGRITv-SUP4 admin 188.166.200.113 IEXPLORE.EXE

@Sep 02 16:11:35 2003 INTEGRITv-SUP4 SYSTEM 188.166.200.113 navw3izZ.exe

@ Sep 02 15:49:56 2003 INTEGRITv-SUP4 admin 188.166.200.113 SOFTRACK.EXE

@Sep 02 15:42:10 2003 INTEGRITv-SUP4 admin 188.166.200.113 IEXPLORE.EXE

@ Sep 02 15:36:34 2003 INTEGRITv-SUP4 admin 188.166.200.113 navw3izZ.exe

@ Sep 02 15:34:30 2003 INTEGRITv-SUP4 admin 188.166.200.113 navw3izZ.exe

@ Sep 02 15:34:28 2003 INTEGRITv-SUP4 admin 188.166.200.113 EXCEL.EXE

@ Sep 02 15:34:01 2003 INTEGRITv-SUP4 SYSTEM 188.166.200.113 Allpdate.exe

@Sep 02 15:33:59 2003 INTEGRITv-SUP4 SYSTEM 188.166.200.113 MDETECT.EXE

@ Sep 02 14:56:54 2003 INTEGRITv-SUP4 SYSTEM 188.166.200.113 navw3izZ.exe

E’T?Ren M2 14-17-3F 2NN3 INTFRRITY-S1 P4 Arlmin 1RR1RR 2NN 113 LTl ﬂﬂﬁ FF
Number Found: 828 Save Selected Records | Save
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Figure 9-6
ré!.hudil Log Yiewer - File Open and Create Entries H=E3
Time | ‘wWork station | Uszer | Address | Item Accessed -
2] Sep 051211:23 2003 | INTEGRITY-SUP3 | Administrator 188.166.200.1107 | U M\audithSaLES>P
Sep 05121117 2003 | INTEGRITY-SUP3 | Administrator 188.166.200.107 | UA\AuditNTEGRITY =P

Sep051211:16 2003 | INTEGRITY-SUP3 | Administrator via explorer. exe 188.166.200.107 | C:ADOCUME~1\ADMIMI~TALOCALS 14T emphwzshid. tmy
Sep 05121116 2003 | IMTEGRITY-SUP3 | Administrator via WINZIP32EXE | 188.166.200.107 | C:A\Documents and Settings\AdministratorLocal Settingshs
Sep 05121116 2003 | IMTEGRITY-SUP3 | Administrator via WINZIP32EXE | 188.166.200.107 | C:A\Documents and Settings\AdministratorLocal Settingss
Sep 05121116 2003 | INTEGRITY-SUP3 | Administrator 188.166.200.1107 | C:ADOCUME~18ADMINI~14LOCALS ~14T emptuwwzs5d. tmy
Sep 05121116 2003 | IMTEGRITY-SUP3 | Administrator via WINZIP32EXE | 188.166.200.107 | C:A\Documents and Settings\AdministratorLocal Settingss
Sep 05121116 2003 | INTEGRITY-SUP3 | Administrator via WINZIPI2Z.EXE | 188.166.200.1107 | U:\auditubudit. zip

Sep 05121116 2003 | IMTEGRITY-SUP3 | Administrator via WINZIP32EXE | 188.166.200.107 | C:A\Documents and Settings\AdministratorLocal Settingss

Sep 05121116 2003 | INTEGRITY-SUP3 | Administrator 188.166.200107 | U AAuditWCSALESHP
2] Sep 051211:16 2003 | INTEGRITY-SUP3 | Administrator 188.166.200107 | U AAuditINTEGRITY-SUP4
Sep 051211132003 | INTEGRITY-SUP3 | Administrator 188.166.200107 | U AAuditWCSALESHP
Sep 0512:11:09 2003 | INTEGRITY-SUP3 | Administrator 188.166.200.1107 | C:NWINNT System324webrvw.di
Sep 0512:11:09 2003 | INTEGRITY-SUP3 | Administrator 188.166.200.107 | C:NWINNT System324stdole2. b
Sep 0512:11:07 2003 | INTEGRITY-SUP3 | Administrator 188.166.200.107 | CAPROGRA™TMWINZIP winzip32. exe
Sep 05 1210:57 2003 | INTEGRITY-SUP3 | Administrator 188.166.200.1107 | C:\Program Files\wWingiphWwiINZIP.HLP
Sep 051210:57 2003 | IMTEGRITY-SUP3 | Adminiztrator 188.166.200.107 | C:\Documents and S ettingshAdministratoridpplication D at
Sep 051210:57 2003 | INTEGRITY-SUP3 | Administrator via winhlp32. exe 188.166.200.107 | C:\Program Files\WwWinZip\WwINZIP. TMP
2] Sep 05 1210:57 2003 | INTEGRITY-SUP3 | Administrator 188.166.200.1107 | C:\Program Files\wirdiphwINZIP. THMP
|§1 Sen 05 121057 2NN3 | INTEGRITY-S1PS | Administratar 1RR1RR 2NN 107 | C-AProaram Files\winZinWWINZTP CHT _DILI

Mumber Found: 4,972 Save Selected Records | Save | Done I

On the previous screens, you will notice that each has a button, Save
Selected Records. This button allows you to selectively save just those
records you have highlighted.

The following indicates what each icon used symbolizes:

Figure 9-7

File Open

File Create

=] [

Browser Access

When selected, the Sear ch selected logs button (see Figure 9-2 ) will
present the following window:
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Figure 9-8

Search selected log files

—Step 1:

& Search all records

" Search records created in the past I days.

© Search records created betweer:

[0/ 672003 | and [i07 672003

K

—Step 2:

™ Include Internet Explarer records: ™ Include File Create recards
™ Include Application Launch records ™ Suppress duplicate workstation entries

™ Include File Open Tracking records

—Step 3:

™ Retum results based ONLY upon Date Flange and Record Types selected above

“Metwork Addresses” to match “ltems accessed'’ to match
partially or exact: partially or exact:

Mote: Wildcards [*. ?. etc.] are not supported.

I | Search results must include at least one matching Netwok Sddess

I | Searchresults mustinclude at Ieast one matching lfem accessed

Audit and Control

Thiswindow is separated into three steps.

» Step 1: Select what recordsto search, either all or by selected time period.
» Step 2: Select the specific event types to include.

» Step 3: Select to elther return results based on Steps 1 and 2, or to further

refine the search as indicated.

NOTE: The OK button will not become enabled until you have selected an

item from each Step selection.

When you select a second option to generate an Audit Report (see
page 209), Quick Audit—Quick View—Executables Created, awindow

similar to the following will appear:
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Figure 9-9
[é!Audil Log Yiewer - Executables Created H=E3
Time | “workstation | Uszer | Address | Item Accessed -
Aug 21 22:86:57 2003 ATC-T16PJA Peter 10.10.33.65 C:\MovNdkNSEPOTSRESOURCENYDOCREG.EXE
Aug 21 22:56:51 2003 ATC-116-PJA Peter 10103365 C:AMovMdkAVSEPO M S earchinzzched. exe
Aug 21 22:56:43 2003 ATC-116-PJA Peter 10103365 C:AMovMdkASEPOT WM S earchikareg exe
Aug 21 22:56:45 2003 ATC-T16PJA Peter 10.10.33.65 C:\MovNdkASEPOT Launch.exe
Aug 21 22:56:42 2003 ATC-116-PJA Peter 10103365 C:AMovMdkAWSEPO Sjretbintjavakey. exe
Aug 21 22:86:42 2003 ATC-116-PJA Peter 10.10.33.65 C:AMovNdkASEPDTSrehbintjre. exe
Aug 21 22:56:42 2003 ATC-116-PJA Peter 10103365 C:AMovMdkASEPOT Sjrebbinhmiregisty. exe
Aug 21 22:56:39 2003 ATC-T16PJA Peter 10.10.33.65 C:AMovNdkASEPOT Sclienttiftwel exe
Aug 21 22:39:24 2003 ATC-T16PJA Peter 10.10.33.65 C:\MovNdkNSEPOTSRESOURCENYDOCREG.EXE
Aug 21 22:35:18 2003 ATC-116-PJA Peter 10103365 C:AMovMdkAVSEPO M S earchinzzched. exe
Aug 21 22:33:17 2003 ATC-116-PJA Peter 10103365 C:AMovMdkASEPOT WM S earchikareg exe
Aug 21 22:39:13 2003 ATC-T16PJA Peter 10.10.33.65 C:\MovNdkASEPOT Launch.exe
Aug 21 22:33:11 2003 ATC-116-PJA Peter 10103365 C:AMovMdkASEPOT Sjrebbinhmiregisty. exe
Aug 21 22:35:10 2003 ATC-116-PJA Peter 10103365 C:AMovMdkAWSEPO Sjretbintjavakey. exe b
Aug 21 22:39:10 2003 ATC-T16PJA Peter 10.10.33.65 C:AMovNdkASEPDTSrehbintjre. exe
Aug 21 22:39:10 2003 ATC-T16PJA Peter 10.10.33.65 C:AMovNdkASEPOT Sirebbintjrew. exe
Aug 21 22:39:06 2003 ATC-T16PJA Peter 10.10.33.65 C:AMovNdkASEPOT Sclienttiftwel exe
Aug 21 14:50:23 2003 ATC-T16PJA Peter 10.10.33.65 C:\MovNdkNSEPOTSRESOURCENYDOCREG.EXE
Aug 21 14:50:13 2003 ATC-116-PJA Peter 10103365 C:AMovMdkAVSEPO M S earchinzzched. exe
E<‘] Ann 21 148012 2003 ATC-T1R-PlA Peter 1N10 33 FR P'\Nndeic\RFPm SMSearchikaren exe _DILI
Humber Found: 53 Purge Executables Created Log File | Save Selected Records | Save | Done I

Thisreport reliesupon datastored inthe csv file, ALERTEXE. ALERTEXE IS
directly stored inthe directory specified for METER . LOG. It isupdated by the
Sof Track Server Agent in response to notification by the Sof Track Local
Workstation Agent that an * . EXE or * . coM file has been created or opened
with modification privileges.
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Chapter 10 STUSER

IMPORTANT: STUSER isonly available if you install Sof Track viathe
MSI Method and choose the Advanced Installation option.
For details, refer to “ Advanced Install: Configure
Advanced Settings— STUSER Dialog” on page 48.

Sof Track’s STUSER utility isatool availableto you, the administrator and
al your users. No special privileges are required to use STUSER . EXE.

STUSER provides a method to view the current users of selected License
Profileson selected servers. Because of this, STUSER will only render data
when the Sof Track Server Agent (SSA) is active.

You will find the STUSER . EXE and STUSER . DLL filesin the product
installation directory under the TOOL S\STUSER.RAW subdirectory. To
install, simply copy these files to any destination directory you require.

If you have a Windows server on each workstation you run STUSER . EXE
on, it will create the following registry key:

HKEY CURRENT USER\Software\SofTrackUser

Within thiskey, it will maintain alist of al Windows NT/2000/2003 servers
that have been identified by the workstation. Thisregistry key ismaintained
to accelerate the connection to the Windows NT/2000/2003 servers for
active user viewing. If thelocal user’s security disallows creation or
maintenance of thisregistry key, it will not be created, and no error will be
produced. The key is meant to provide a convenience when browsing
Windows NT/20002003 servers while using STUSER and is not required.
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No NetWare servers are maintained in the list stored within the Registry.
Thelist of NetWare servers presented are those that the user’s workstation
is currently attached to.

The following is a sample screen from STUSER:

# SofTrack License Activity Monitor

Figure 10-1

[zl _CALC_BS

- [z5] _EXPLORER
[=5] _LONG_PATH_CALC

li—i-‘ _MAL

=gl _0UTLOOK,

- [=5] ACROBATS

-[5) EXCELERATOR
-[55) GAISSED
[E5] HLME

-[5) UMDEF743
/5] UNDO/UINGD
[5) LISRELES
-[5) LOTUS123
5] LYIEw

-[55) MAPLE

[5) MATHEMATICA40
- [E) MATLAR

[E5) OFFICE_<P

=1 arrier o

Con | Uszermame

| License Start Time | Addiess | Done I

| e, Mike
| e Sam
| ey Greig
!;z kil George

1

May 22, '03 2:38pm [14:38] 10.90.2.11
May 22,'03 2:38pm (14:38] 10.44.21.4
May 22,'03 2:37pm (14:37) 1090259
May 22,'03 2:36pm (14:36] 1 10.11.200.

Send Message |

Befresh User
| _>| List
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Active Metering

Active enforcement of the number of licenses allowed to be in usage at
any giventime. Additional usagesare blocked. If configured, auser will
be queued.

Allow Overflow

A setting that alows an unlimited number of usersto use aLicense
Profile’s applications.

Audit

To gather information about an application for tracking, trend analysis,
and usage enforcement.

Batch-Mode Reports

Reports produced from the command-line tool SOFTDRPT . EXE.
Block License

A setting that blocks use of any files defined within a License Profile.
Early Global License Request

A setting that allows you to move globally-enabled licenses between
serversin anticipation of users' needs. Avoids having to wait until al
licenses on a server are exhausted before requesting alicense from
another server.

Executions

A term used in reports that refers to an application use or afile tracked
being opened. Does not include use of data files hosted by the server.

File Pooling

Grouping several applications together within asingle License Profile.
Allows correct metering for a product containing a group of files.
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Global License Profile
A type of License Profile that allows license sharing between servers.

Global Licensing

The ability to share licenses between servers. Sof Track allows you to
share up to 65,000 licenses between an unlimited number of servers
hosting the Sof Track Server Agent.

Group Tracking
Tracking license use by eDirectory/NDS Group membership. You can
divide a single application’s licenses between groups to ensure
availability.

I dle Detection
An option that monitors an application’sidle time. Can be used with
customized messages to users that an application has been idle for an
amount of time that you set and that the application will be terminated
if it remainsidle. Requires use of the LWA.

I nter active Reports
Reports produced from the SOFTRACK . EXE interface.

License Checkout

Allows administrators to check licenses out to users using local copies
of applications when disconnected from the network, i.e., offline.

License Profile
A set of rules created by an administrator that defines what to meter and
how to meter it. Includes the number of concurrent instances allowed,
which users are allowed to use an application, and so forth.

Local Workstation Agent

Loaded at each user’s workstation. Allows you to control all
Windows-based applications used at the workstation, regardless of
whether the application is stored on the hard drive or aremote device.
One of two magjor components of Sof Track. See also Sof Track Server
Agent.

LOCALUNR.LOG

A file created by Sof Track to store alist of al programs seen by the
LWA but not matching alicense profile.
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LWA
See Loca Workstation Agent.

Maximum Concurrent Users
Determines the maximum number of users allowed to use a License
Profile at onetime.

METER.LOG
A file maintained by the Sof Track Service that stores all metering
activity data, which are used to create reports.

Metered Application
An application that Sof Track is monitoring (i.e., CALC.EXE) viaa
License Profile.

Metering
The process of monitoring and controlling software use. See Active
Metering and Passive Metering.

Minimum Concurrent Users
Ensures a minimum number of licenses always remain on a server. A
setting available only to Global License Profiles.

NAS
See Network Attached Storage.

Network Attached Storage
Provides shared storage for multiple servers and protocols. Similar to
SAN but with a different topol ogy.

Offline Use
Administrators can check out licenses of applications for specific users
to use when disconnected from the network for offline use, for example
when using metered applications while traveling with alaptop.

Organizational Unit
A typeof container object for an organization withinan NDS Tree. May
represent groups or divisionswithin abusiness unit, such as Accounting
or Human Resources.

ou
See Organizational Unit.
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Passive Metering
Occurs when all usage is tracked, but no usage is blocked.
Password, Global

Ensuresthat Global License Profiles are shared only on the servers you
want. Prevents inadvertent license sharing between different
departments. The password is encrypted and verified between servers
hosting the Global License Profile before sharing licenses.

Password, License Profile

Requires a user to be an Administrator and know the password before
modifying the details of a License Profile.

Purge Record

Recorded when a user’s actual exit time for use of aLicense Profileis
unknown. The SSA records the time when it recognizes that the user’s
connection to the server was no longer valid. Can occur when the server
hosting the SSA or the user’s workstation stops responding.

QueueHold Time

A setting that determines how long to hold afreelicense exclusively for
aprevioudy-queued user before returning it to the pool of available
licenses.

Refreshed

Indicatesthat the SSA has been directed to rescan and updateitsinternal
processes with modified License Profile definitions.

SAN

See Storage Area Network.
SAP

See Service Advertising Protocol.
Service Advertising Protocol

A protocol that providesaway for serversto advertise their services on
aNetWare Internetwork.

SOFTRACK.EXE

The administrator interface for Sof Track. Can be used to create reports
from the activity tracking data stored in the METER . LOG. file.
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Sof Track Server Agent

Runs on file serversto monitor, log, and enforce rules defined in the
License Profiles. Records all activity tracking data from which reports
are created. Also referred to asthe Sof Track Service. One of two major
components of Sof Track. See also Local Workstation Agent.

SSA
See Sof Track Server Agent.

Sandalone License
A License Profile for asingle application, in contrast to a suite of
applications. Used in suite metering.

Sorage Area Network

Provides shared storage for multiple servers and protocols. Similar to
NAS but with a different topol ogy.

STUSER

A utility that providesamethod for viewing the current users of selected
License Profiles on selected servers. Only renders datawhen the SSA is
active.

STUSER.EXE
The file that launches the STUSER utility. When run on aworkstation,
createsaregistry key that maintainsalist of all serversidentified by the
workstation, thus accel erating connection to servers for active user
viewing.

Suite Metering
Allows you to meter a suite of applications, such as Microsoft Office,
under one License Profile.

Terminal Services Client
See Thin Client.

Terminal ServicesMetering
When the LWA isinstaled on a Terminal Services host, it
self-configuresitsinternal processesto allow metering and tracking for
up to 4,000 terminal service sessions.

Thin Client

A low-cost, centrally-managed computer running only essential
applications and devoid of CD-ROM players, diskette drives, and
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expansion slots, hence “thin”. Most thin clients today are powered by
back-end centralized serversthat are capable of serving either fat or thin
clients.

Time Restrictions
Allows you to block usage of any file defined in aLicense Profile for a
period of time. Any usage of the application, including queuing, cannot
occur during the time usage is blocked.

TIMEKEEP.CSV
Stores Timekeeping data.

Timekeeping
Tracksthe amount of activetime an application isused. You canrequire
auser to enter a code that identifies an application’s usage with a
particular activity, such ashilling a client for usage of AutoCAD on the
client’s project.

Token
An activation file for the Sof Track program. A time-limited evaluation
token is supplied with the evaluation version of Sof Track. It may be
replaced at any time with a purchased token. Without atoken, Sof Track
will not function.

VIP Tracking
Allowsyou to reserve aparticular number of licensesfor specific users.
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defining 60
file pooling 86
metering product suites 86
options
Allow Overflow 82
Block License 82
Do Not Alert on Significant Usage 82
Notes/Costs 83
Password 83
Queue Hold Time 81
Vendor Contact 84
selecting files to meter 66
StandAlone 86
Suite 86
testing 63
License Profiles
replicating 112
licenses
checking in from offline use 103
checking out for offline use 101
Licenses toolbar button 60, 66, 169
Linux 2, 68, 72
Local Windows Filestab 67, 68, 69, 72, 91
Local Windows Metering Module 117
Local Workstation Agent
features
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Profile 24, 76
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installing on Windows 3x/9x/Me 32
installing on Windows NTv4/2000/2003/XP
28
options for use
on Windows 3x/9x/Me 51
on Windows NTv4/2000/2003/XP 49
removing from Windows NTv4/2000/2003/X P
54
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upgrading on Windows 3x/9x/Me 53
LOCALUNR.LOG file 58, 182, 183
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Macintosh files 72
Macintosh Filestab 67, 91
Macintosh files, metering 72
main menu 28, 74, 78
Mass-Deployment of the LWA viaMSI 29
Maximum Concurrent Users count 80
memory cards 72
Message to All button 100
messages
customizing license 107
preventing Windows-generated error 69
MetaFrame 22, 31
METER.LOG
other files and directoriesin path 58
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setting for report generation 134
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suite 86
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NAS 21

NDS schema extensions 4
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NetWare Core Protocol (NCP) 91
Network Attached Storage (NAS) 72
NotLocalOnly 33

notlocalonly 33, 49, 52, 125, 128
NWADMIN 20

@)
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password
Global License Profile 93
License Profile 83
Print button 183
Profiles toolbar button 106, 186
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Purge Log button 182

Q

Queue Hold Time 81
Queued Users button 100
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Recall toolbar button 163
Refresh SSA toolbar button 97, 132, 182
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86
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Update button 174
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