SofTrack Auditing Services

Overview

SofTrack helps you audit workstation activity. Discover file open, create and delete requests,
application launches and browser activity from any browser. By utilizing SofTrack’s local
agent technology all actions local and remote are captured. SofTrack helps you comply
with industry regulations such as HIPAA and SOX. Activity logs are maintained in a
ready-to-use format for quick incorporation into the reports you need. SofTrack helps

you track activity of your Windows® workstations and Terminal Server Sessions.

SofTrack installs quickly and simply into your existing infrastructure with no downtime
required. Contact us today for your live demonstration of SofTrack.

Benefits Features

 Compliance with regulatory needs such * Operates as a system .kernel service,
as required by HIPAA and Sarbanes-Oxley tracks all user activity;
(SOX); e Each record includes Date, Time,

Workstation name and IP address, User

e Discover file copy operations; .
A name and file/url path accessed;

e Fully document workstation usage

provides evidence of all activity e Captures Process name File Creation events

performed; — discover processes used for file creation;
o Assist helpdesk operations by having * Reveals file copy operations;
comprehensive audit trail of user activity * Separately tracks EXE file creations
that is continuously updated; associated with new application
* Facilitate migration needs, all remote installations;
activity is fully revealed so you know * For Windows Server installations, local user
where the files are that your users need, logon name is tracked,;

further details provided here; o Tracks/Audits all sites visited with any

e All data collected is maintained in a browser (IE, Firefox, Chrome, etc.)

secure directory at the server; « Supports all versions of Windows®

e |[dentify new application installations Terminal Services and Citrix®.
for license compliance.
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SofTrack Report Examples

udit Log Yiewer - Executables Created H=]1E3
Time | ‘workstation | User ‘ Address | Item Accessed B
Aug 21 22:56:57 2005 ATC1TEPLA Peter 10.10.33.68 C:AMovdkASEPOTVRESOURCENWDOCREG.EXE

Aug 21 22:66:51 2005 ATCATEPIA Peter 10.10.33.65 C:AMovMdkASEPDTAMS earchiingsched. exe
Aug 21 22:66:49 2005 ATCATEPIA Peter 10.10.33.65 C:AMavMdkASEPOT\NS earch\ksieg.exe
Aug 21 22:56:45 2005 ATC16-PIA Peter 1010.33.65 CiMovHdkASEPDT SLaunch.exe
Aug 21 226642 2005 ATC116-RlA Peter 10.10.33.65 C:AMovMdkASEPD Airebbintjavakey. exe
Aug 21 22:66:42 2005 ATCATEPIA Peter 10.10.33.68 M ovMdkASEPDT \jrehbinhjie.exe
Aug 21 22:66:42 2005 ATCATEPIA Peter 10.10.33.65 M owMdkASEPOT Ajrehbinhmiregistry. exe |
Aug 21 22:33:.06 2005 ATC-11E-PLA, Peter 10.10.33.65 LM ovM dikASEPDT \clienthiftweli exe
Aug 211450232005 ATCA16-PIA Peter 1010.33.65 C:MovMdkASEPITARESOURCENYDOCREG.EXE
Aug 211460132005 ATC116-RlA Peter 10.10.33.65 C:AMovNdkASEPDT NS earchhnssched. exe
EKT Apn 21 14-/012 2005 ATCATR-PIA Feter 1NN 33 FR F"\NndeT\QFPm AMS rarchik sren pue Llﬂ
Number Found: 53 Purge Executables Created Log File Save Selected Records ‘ Save | Done |

Executables Created Activity

udit Log Viewer - File Open and Create Entries

Time ‘ “woik station | Lser ‘ Address | Item Accessed B
Aug0512:11:23 2008 INTEGRITY-SUP3 | Administrator 188166200107 WSALESh\ShareBSCustamer xls

Aug 0512:11:17 2005 INTEGRITY-SUP3 | Administratar 188.166.200107  \ASALES\SharsB\Customer xls

Aug051211:16 2005 | IMTEGRITY-SUP3  Administrator via explorer. exe 188166200107 CADOCUME ~144DMINI“T\LOCALS~1\T emplwzs5d. tmy
Aug 05 12:11:16 2005 INTEGRITY-SUP3 | Administrator via WINZIP3ZEXE | 188.166.200107  CA\Documents and S ettingshAdministratorsLocal S ettings
Aug 0512:11:16 2005 INTEGRITY-SUP3 | Administrator via WINZIPIZEXE | 188166200107 C:ADocuments and 5 ettingshAdministratorsLocal 5 ettings
Aug0512:11:092005  INTEGRITY-SUP3  Administrator 188166200107 CAWINNT Spstem3Z2 et di

Aug0512:11:092005  IMTEGRITY-SUP3  Administrator via COPY with EXPL 188166.200107  C:AWIMNTASpstem324stdolsZ.th
INTEGRITY-SUUP3 | Administrator 188166200107 CAPROGRA™TVWINZIP\winzip3Z2 exe
INTEGRITY-5UUP3 | Administrator 188166.200.107  C:\Program FilesWWwirgiphiaINZIP.HLP
ug 05 12:10:57 2005 IMTEGRITY-SUPS  Administrator 188166200107 C:ADocuments and Settings\administratorvapplication Dat
Aug 05121057 2005 INTEGRITY-SUP3  Administrator via winhlp32 exe 188.166.200.107  C:\Program Files\wWinZip wINZIP. TMP
[ 4ug 05121057 2005 INTEGRITY-SUP3  Administrator 188166200107 C:\Program Files\Ww/irZiphwINZIP. TMP
Ej Aua MR 121M0R7 2005 INTFRRITY-S1IPR | Sdmiristraton TRARTRR 2NN1N7 | C-APramram Files Wi indaf INZIP THT Jﬂ
[ »

Number Found: 4972 Save Selected Records ‘ Save | Done |

File Open / Create Activity

ipix
Time: | workstation | Uszer | Address | Itern Accessed B
eNDV 13 08:16:07 2009 INTEGRITY-WISTA woraner via iexplore.exe | 10.1.1.159 hitp: Hen vikipedia.orgAwiki/Intermet_E «plorer
&Nnv 13 08:16:04 2009 INTEGRITYISTA waraner wia iesplore.exe  10071.1.159 hitp: / fwikipedia.orgdntemet_Exsplorer
&Nnv 13 08:16:04 2009 INTEGRITY-WISTA wgraner via iexplore.exe | 10.1.1.159 hitp: /len wikipedia.orgAntemet_E wplarer
&NDV 13 08:15:52 2009 INTEGRITYISTA waraner via iesplore.exe  10.1.1.159 hitp: //clients1. google. com/generate_204
&Nnv 13 08:15:51 2009 INTEGRITY-WISTA wgraner via iexplore.exe | 10.1.1.153 hittp: /v, google. comy
ﬁ Mov 13 08:18:16 2009 INTEGRITY-WISTA waraner via firefoxexe | 10.1.1.153 hitp: Men wikipedia.arg/wiki/Firgfox_(dizambiguation]
& Mow 13 08:18:00 2009 INTEGRITY-WISTA woraner via fireforexe | 10.1.1.153 hittp: /fen.wikipedia.orgAwiki/b ozila_Firefox
e Mowv 13 08:17:38 2009 INTEGRITY-WISTA woraner via firefox exe | 10.1.1.153 hitp: /ffeeds. mozilla. com/firefox/headlines <ml
&Nnv 13 08:17:38 2009 INTEGRITY#ISTA varaner via firefosese 1001.1.153 hittp: A/ newsres. bbe.co.uk Zresfnewsonling_world_edition/
g Mow 13 08:17:37 2009 INTEGRITY-WISTA woraner via firefox exe | 10.1.1.159 hitp: ffeeds. mozila. com/en-US Afirefoxheadlines <ml
&Nnv 13 08:17:25 2009 INTEGRITYISTA varaner wia chiome.ere  10.1.1.159 hittp: 4 dvany. poutube. com/get_video_info?viden_id=alll
eNDV 13 08:17:25 2009 INTEGRITY-WISTA wograner via chrome.exe | 10.1.1.159 hittp: /vy poutube. com/get_videovideo_id=alllddSF__
&Nnv 13 08:17:04 2009 INTEGRITYISTA varaner via chiome.exse  10.1.1.159 hittp: /vy, poutube. comdget_video_info?tvidea_id=R1b
&Nnv 13 08:17:04 2009 INTEGRITY-WISTA wograner via chrome.exe | 10.1.1.159 hittp: LAy, poutube. com./get_videovideo_id=RIbgCqoe
ﬁNav 13 08:16:52 2009 INTEGRITY-WISTA waraner via chiome.exe | 10.1.1.153 hittp: /ey, poutube. comycrassdomain. sml
&Nnv 13 08:16:52 2009 INTEGRITY-WISTA wgraner via chrome.exe | 10.1.1.153 hittp: vy, poutube. com/get_video_info Pvideo_id=G27
e Mow 13 08:16:52 2009 INTEGRITY-WISTA woraner wvia chiome.exe | 10.1.1.153 hittp: v youtube. cam/get_videoMideo_id=G27M1da
& Mow 13 08:16:48 2009 INTEGRITY-WISTA wgraner via chrome.exe | 10.1.1.153 hitp: //clients1. google. com/dtools/pso/ping Pas=chromekb
g Mov 13 08:16:45 2009 INTEGRITY-WISTA woraner via chiome.exe | 10.1.1.153 hitp: 4 ylimg.com/crozsdomain. ml
ﬁNnv 13 NR-1R-44 2NN3 INTEGRITYMISTA wiraner via chinme exe 1011 155 httry J‘J‘uluww unhihe nnm}m‘R?ﬁFRRHFRmAFRHFZ?Rr_:.Ii;I

Number Found: 30 Export Selected Records | Expart | Done I
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