
SofTrack facilitates your ongoing compliance with portions of the 
following HIPAA Administrative and Technical Safeguard sections:

§ 164.308   | § 164.312   | § 164.316

HIPAA issues addressed by SofTrack:

• Procedures for automatic logoff:  § 164.308(a)(4)

• Procedures for guarding against malicious software:  § 164.308(a)(5)

• Procedures for recording system activity:  § 164.312(b)

• Procedures for documentation of workstation hardware and 

software inventory:  § 164.316(b)(1)
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• Procedures for automatic
logoff (§ 164.308(a)(4))

SofTrack includes the ability to
detect idle applications and auto-
matically terminate use.  Because
many medical applications require
the user to sign-on, this ability
ensures that any application 
interface used to access sensitive
medical records, also known as
Protected Health Information
(PHI), will be automatically termi-
nated upon a predefined idle
timeout period.  

• Procedures for guarding
against malicious 
software (§ 164.308(a)(5))

SofTrack includes the unique 
ability to deny creation and
renaming of executable files. This
feature supplements your current 
anti-virus protection by ensuring 
unauthorized executable files are
not created.  

Additionally, SofTrack can be 
configured to block the use of any
executable file that possesses an
incorrect file extension.  Normally
only files ending with a .EXE or
.COM extension can be launched,
however, Windows allows files
with any extension to be
launched. SofTrack protects
against such files to help further
protect your network against 
malicious software.

Further protection is provided by
SofTrack's ability to block the use
of any specifically named 
executable file such as FTP.EXE,
SETUP.EXE and so on.

• Procedures for recording 
system activity (§ 164.312(b))

SofTrack includes the ability to
record all of the following events
per workstation:

With SofTrack you will have an
audit trail of these events occurring
at each workstation.  Every record
includes the workstation name,
workstation TCP/IP address, name
of the user requesting the activity
and the time occurred.

• Procedures for documentation
of workstation hardware and
software inventory
(§ 164.316(b)(1))

SofTrack includes the ability to
quickly document hardware and
software configurations of your
workstations. Data collected per
workstation includes:

– 
– 

– 

– 
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For a live demonstration, 
please download your free 
evaluation of SofTrack from:
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Make SofTrack part of your 
ongoing HIPAA Compliance effort
today.  
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– BBBAny Browser page requests
– Application Launch
– File Create
– File Copy
– File Open

– Network Adapters installed

– Workstation Name
TCP/IP address
Workstation Manufacturer

– Workstation Model
– Workstation Serial Number
– Memory Configuration
– Video Adapter details

Operating System / Version
– Hotfixes and Patches

installed
Applications installed
including Publisher and
Serial Number


